
 
 

© STM Journals 2024. All Rights Reserved 1  
 

ISSN: 2349-901X 

Volume 11, Issue 2, 2024 

May–August 

DOI (Journal): 10.37591/JoMCCMN 

STM JOURNALS

Journal of  

Mobile Computing, Communications & 
Mobile Networks 

 
https://journals.stmjournals.com/jomccmn 

Research JoMCCMN 
 

ESP32 Web Gateway: Bridging Devices for Seamless 

Interconnectivity in IoT 
 

Suraj Prakash Jadhav1,*, Manasi Sachin Kumbhar1, Simran Shravankumar Nishad1, 

S.S. Patil1 

 

Abstract 

A gateway functions as a conduit linking two networks, which may utilize different networking models. In 

its role as an intermediary, it receives data from one system, interprets it, and then transmits it to another 

system. Gateways, also referred to as protocol devices, have the capability to operate at various network 

layers and typically possess greater complexity compared to switches or routers. This project aims to 

revolutionize data communication in internet of things (IoT) ecosystems, offering a versatile and 

adaptable solution for bridging the gap between wired and wireless protocols. This paper presents the 

concept of a universal gateway device dealing with the problems of protocol conversion and resource 

management. Until now configuration of RS-232 protocol in wired and Wi-Fi protocol in wireless 

communication has been done. Further, there are plans of adding a greater number of protocols. The 

rapid growth of IoT devices underscores the importance of effective and versatile gateway solutions. This 

project outlines the development and deployment of a universal gateway device powered by the ESP32 

microcontroller. The device serves as a bridge between diverse IoT devices and networks, offering 

seamless connectivity and remote file access through a web interface. The ESP32's capabilities are 

leveraged to create a user-friendly system for managing and retrieving files stored on the device, 

enhancing accessibility and interoperability in IoT applications. The project demonstrates the feasibility 

and practicality of utilizing the ESP32 as a universal gateway, showcasing its potential for enabling 

streamlined integration and communication within IoT ecosystems. 
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INTRODUCTION 

The rapid advancement of technology has led to an explosion of internet of things (IoT) devices, 

ranging from smart home appliances to industrial 

sensors, each utilizing different communication 

protocols and technologies. This proliferation 

presents a challenge how to seamlessly integrate 

and manage this diverse ecosystem of devices. IoT 

gateways have emerged as a crucial solution to this 

challenge. These gateways serve as intermediaries 

between IoT devices and the broader network, 

enabling communication by converting data 

between different protocols and standards. By doing 

so, they enable interoperability, allowing devices 

from different manufacturers and with different 

communication methods to work together 

harmoniously. Our project recognizes the critical 
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role of IoT gateways in modern communication systems and seeks to develop a universal gateway 

device that can bridge the gap between disparate protocols and networks. This device will serve as a 

central hub for IoT deployments, providing a unified interface for users and applications to interact with 

a wide array of devices. 
 

Key features of our universal gateway device include its ability to support multiple communication 

protocols, both wired and wireless, ensuring compatibility with a diverse range of IoT devices. 

Furthermore, the device will prioritize security, implementing robust encryption and authentication 

mechanisms to safeguard sensitive data and prevent unauthorized access. Scalability and flexibility are 

also integral aspects of our design. The gateway will be designed to scale seamlessly as the number of 

connected devices grows, and it will be adaptable to evolving communication standards and protocols, 

ensuring long-term compatibility and relevance. 
 

Moreover, our universal gateway device will be designed with efficiency in mind, minimizing power 

consumption to extend battery life for battery-powered devices and reducing operational costs for 

continuous deployment. 
 

LITERATURE SURVEY 

The universal gateway device serves as a crucial component in modern communication systems, 

enabling interoperability between diverse devices and networks. This literature review aims to provide 

an overview of existing research and technologies related to universal gateway device, with a focus on 

their applications and key features [1]. This literature review provides a comprehensive overview of the 

state-of-the-art in universal gateway device, highlighting their crucial role in achieving seamless 

interoperability between diverse communication protocols. The findings serve as a foundation for the 

design and development of an effective and adaptable universal gateway device in the proposed project. 
 

Beniwal and Singhrova [2] report that advancements in technology, especially in wireless 

communication, sensor networks, and embedded systems, have led to a surge in the development of 

small, power-efficient, and cost-effective IoT devices. These devices, often referred to as smart 

connected things, are interconnected and communicate over the internet to provide various services. 

This emerging field, known as the internet of things (IoT), encompasses a wide range of applications, 

including home automation, smart cities, agriculture, healthcare, power management, transportation, 

aquaculture, and gardening, among others. 
 

Recent research by Taşkın and Çetingöz [3] indicates that the rapid proliferation of IoT sensors and 

devices is anticipated. However, traditional approaches may struggle to effectively manage a large 

volume of these devices. To address this challenge, the researchers have developed a BLE (Bluetooth 

low energy) gateway device that serves as a bridge between BLE and Wi-Fi networks. 
 

Kang and Choo [4], as detailed in their paper, have developed a novel IoT gateway tailored for in-

home-scale environments, emphasizing reliability and self-configuration. Their work leverages a 

cutting-edge IoT activity framework for testbed development. Notably, the researchers have outlined 

plans for system measurements to evaluate the performance of their proposed gateway comprehensively 

[5]. Moreover, their future endeavors aim to expand the functionality of the reliable IoT gateway to 

accommodate large-scale deployments and energy-aware mobile environments. 
 

BLOCK DIAGRAM 

Figure 1 illustrates the connectivity between three main components: the main controller, the gateway 

device (ESP32), and various end-user devices like laptops, mobile phones, and computers. These 

components are linked through a combination of wired and wireless communication protocols. The 

ESP32, configured as the gateway device, utilizes its built-in Wi-Fi module to establish wireless 

connections using the Wi-Fi protocol [6]. 
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Figure 1. Universal gateway device block diagram. 

 

The block diagram of universal gateway device mainly consists of three blocks: 

1. Main controller 

2. Gateway device (ESP32) 

3. Laptop, mobile phone, computer, etc. 

 

Gateway Device (ESP32): This device, utilizing an ESP32 microcontroller, serves as the gateway 

between the wired and wireless communication protocols. It is configured to use its built-in Wi-Fi 

module for wireless communication, making it capable of connecting to Wi-Fi enabled devices such as 

laptops, mobile phones, and computers [7]. 

 

End devices, such as laptops, mobile phones, and computers, are the devices that interface with the 

system. They connect to the gateway device wirelessly (presumably via Wi-Fi) for communication and 

data exchange. 

 

Communication between these components occurs through both wired and wireless protocols. The 

ESP32, functioning as the gateway device, facilitates wireless communication using Wi-Fi protocol, 

while the main controller connects to the gateway via wired protocols [8]. 

 

DISCUSSION 

The implementation of the universal gateway device involves configuring the ESP32 microcontroller 

as a gateway device and programming it to handle wireless communication using the Wi-Fi protocol. 

Additionally, the main controller block is programmed to establish wired connections with the gateway 

device, enabling communication with end-user devices. The system relies on a range of software and 

hardware elements to guarantee seamless operation and compatibility [9]. This project is to design, 

implement, and deploy a reliable gateway Device that is capable of translating data between wired 

communication protocols (such as RS232) and wireless protocols (such as Wi-Fi). This gateway will 

act as a pivotal link for data transmission, ensuring compatibility between devices and networks with 

differing communication interface. 

 

The universal gateway device serves as a bridge, allowing devices or systems that use different 

protocols to communicate and exchange data. It transmits data between different communication 

protocols and implements wireless communication for data transmission. It allows users to interact with 

and visualize data using user interface. With the exception of units of measurement, abbreviations, and 

nomenclature, spell out any abbreviations or nomenclature when they are initially mentioned [10]. 

 

METHODOLOGY 

This project mainly includes two parts, one is wired communication and another is wireless 

communication part. Hardware requirements are ESP32 module, RS232 module. Software used in this 

project are Arduino IDE, VS code involving various programming languages, which are HTML, CPP, 

JavaScript, and CSS.  

Wi-Fi Gateway 

(ESP-32)  
Controller 

Laptop/mobile 

phone 

Wired 

protocols 
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Wired Communication (Part 1) 

For wired communication, following devices are used: 

1. Gateway device (ESP 32) 

2. RS232 

 

Interfacing of Recommended Standard 232 needs to be carried out with the main IC of ESP32. 

 

Wireless Communication (Part 2) 

For wireless communication, Wi-Fi protocol has been used. A web interface is created, which has 

the following functionalities: 

1. Login: It serves as entry point for users to access their account by providing their credentials. 

2. Upload: It allows users to upload files to a server. 

3. Download: It allows user to download the files from server. 

4. Request: It allows user to request a file preview. 

5. Delete: It allows users to delete the files from a directory. 

6. Directory: It shows the stored files in server. 

 

RESULTS 

The created web interface can be seen in the Figure 2. with every functionality for wireless 

communication. In Figure 2, the home page of web interface is shown. Using this web interface we can 

do the operations of downloading, deleting, uploading, and requesting the data. Also, this web page can 

be accessed from various devices such as laptop, mobile phone, etc. 

 

On the wired part, setting up communication through an RS232 module is completed. On the wireless 

part, setting up communication through Wi-Fi protocols on multiple devices is completed. The creation 

of a user interface showing various buttons and interactive elements is completed. 

 

CONCLUSIONS AND FUTURE SCOPE 

The universal gateway device project represents a significant advancement in the field of 

communication technology, addressing the critical need for seamless interoperability between diverse 

communication protocols. Through meticulous design, development, and testing, the universal gateway 

device will emerge as a versatile and robust solution capable of bridging the gap between various 

industrial devices, controllers, and sensors. 

 

 
Figure 2. Web interface of universal gateway device. 
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In the near future, there are plans to conduct comprehensive comparisons among various 

communication protocols, encompassing a wide range of options including Ethernet, universal 

asynchronous receiver/transmitter (UART), universal synchronous asynchronous receiver transmitter 

(USART), and others for wired communication, alongside Bluetooth, Zigbee, and CAN bus for wireless 

communication. The objective is to develop a solution that accommodates numerous communication 

schemes, each supported by multiple protocols. Additionally, the system will incorporate advanced 

functionalities, such as the capability to generate rule sets directly from the platform, incorporating 

concepts from artificial intelligence and machine learning. 
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