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Abstract 

The Internet of Things (IoT) devices are increasingly becoming targets for criminal actors. A 

compromised device can result in data breaches, denial-of-service attacks, and even physical damage. 

While software-based security solutions are important, they are susceptible to attacks and often impose 

significant overhead, negatively impacting both performance and battery life. A viable alternative is 

provided by hardware-based security, which takes advantage of the inherent security benefits that are 

associated with dedicated hardware implementations. It is possible to greatly reduce the number of 

vulnerabilities that can be exploited through software by integrating security capabilities directly into 

the hardware. Virtual Hardware Description Language (VHDL) is a powerful language that enables 

designers to develop individualized hardware implementations that are tailored to specific security 

requirements. The growth of IoT devices necessitates the implementation of stringent security measures 

to protect sensitive data and prevent unauthorized access. This study investigates whether it is possible 

to use VHDL to construct hardware-based access control methods in IoT systems, as well as whether 

this approach is effective. A unique architecture for a VHDL-based access control module that is both 

flexible and resource-efficient is proposed by us. We demonstrate that this architecture has the 

capability to implement fine-grained access control regulations with low performance overhead. When 

compared to traditional software-based solutions, the results of the simulation demonstrate a 

considerable reduction in vulnerability to common software threats. Additionally, we conduct an 

analysis of the proposed VHDL implementation’s space and power consumption, highlighting the fact 

that it is suitable for IoT contexts that are limited in terms of resources. A strong argument is presented 

in this work to support the incorporation of hardware-based access control as an essential layer of 

defense in the process of protecting the IoT landscape. 
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INTRODUCTION 

The landscape of the Internet of Things (IoT) is 

rapidly developing, connecting an increasing 

number of devices and producing enormous 

amounts of data. Nevertheless, this interconnection 

also creates substantial problems for system 

security. The practice of restricting access to 

resources based on the identification of the user and 

authorization is known as access control, and it is an 

essential component of IoT security. Although 

software-based access control techniques are quite 

widespread, hardware-based solutions, particularly 

those that are implemented using VHDL (VHSIC 

Hardware Description Language (VHDL)), provide 

a layer of protection that is both robust and resistant 

to tampering [1–10]. 
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According to numerous studies [11–21], this study investigates the use of VHDL programming to 

build and implement access control mechanisms specifically designed to meet the restrictions and 

security requirements of IoT devices. Despite its adaptability, software-based access control is 

vulnerable to a wide range of attacks, including malware, code injection, and privilege escalation. These 

vulnerabilities can be more severe in IoT devices with limited resources. Hardware-based access control 

offers several significant advantages. 

• Resistance to tampering: When access control logic is implemented directly within the hardware, 

it is substantially more difficult to compromise than when software is used. 

• Enhanced security: Hardware-level security offers an additional layer of protection, prohibiting 

unauthorized access even if the software layer is breached. 

• Deterministic performance: Hardware-based solutions provide a performance that is both 

predictable and consistent, which is essential for applications that operate in real-time IoT 

environments. 

• Decreased software overhead: The software burden on IoT devices decreases when access 

control operations are offloaded to hardware. This frees up resources that may be used for other 

essential functions. 

 

For modelling and imitating digital logic circuits, a strong hardware description language known as 

VHDL is used. The ability to specify the behavior and organization of hardware components is provided 

to inventors, which enables the development of individualized access control methods that are 

customized to the requirements of certain IoT devices [22–32]. 

 

The creation of a dedicated hardware module that enforces access rules based on attributes such as 

the following is required to implement access control in VHDL. User Authentication refers to the 

process of verifying the identification of an entity requesting access. Comparing a digital signature or 

password that has been stored is one way to accomplish this. 

 

The process of assigning employers to roles that have specified permissions is referred to as role-

based access control (RBAC). After determining the role of the user requesting access, the VHDL 

module allows access in accordance with this role. 

 

The process of defining access rules based on multiple properties of the user, the resource being 

accessed, and the environment is referred to as attribute-based access control (ABAC). As a result, a 

more granular and adaptable access control mechanism is brought about. The practice of restricting 

access to properties depending on the time of day or the day of the week is referred to as time-based 

access control. 

 

A VHDL module for a fundamental RBAC system is demonstrated in the following simplified 

example: 

 

library Institute of Electrical and Electronics Engineers (IEEE); 

use ieee.std_logic_1164.all; 

 

entity AccessControl is 

    Port ( 

        user_role: in std_logic_vector(1 to 0);  -- User’s role (e.g., 00=Guest, 01=User, 10=Admin). 

        resource_id : in  std_logic_vector(1 downto 0);  -- Resource being accessed 

        access_granted: out std_logic 

    ); 

end AccessControl; 

 

architecture Behavioral of AccessControl is 
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begin 

    process (user_role, resource_id) 

    begin 

        case resource_id is 

            when “00” =>  -- Resource 1 requires Admin access 

                if user_role = “10” then 

                    access_granted <= ‘1’; 

                else 

                    access_granted <= ‘0’; 

                end if; 

            when “01” =>  -- Resource 2 requires User or Admin access 

                if user_role = “01” or user_role = “10” then 

                    access_granted <= ‘1’; 

                else 

                    access_granted <= ‘0’; 

                end if; 

            when others => -- All other resources require Guest access 

                if user_role = “00” or user_role = “01” or user_role = “10” then 

                    access_granted <= ‘1’; 

                else 

                    access_granted <= ‘0’; 

                end if; 

        end case; 

    end process; 

end Behavioral; 

 

An example of a basic access control module written in VHDL is shown in the following code 

snippet. The entity is named AccessControl in the file. It has input ports for user_role and resource_id 

and an output port named access_granted. Whether access should be given is determined by the module, 

based on the user’s role and the resource being accessed [33–43]. 

 

Within an IoT device, the VHDL code that represents the access control module is often synthesized 

and implemented on a Field-Programmable Gate Array (FPGA) or an Application-Specific Integrated 

Circuit (ASIC). This makes it possible to accomplish tight integration with the hardware architecture of 

the device and guarantees that the logic for access control is carried out effectively. 

 

Although access control based on VHDL presents several compelling advantages, a number of issues 

must be addressed: 

• Complexity: The design of complex access control methods in VHDL can be difficult and require 

specialized knowledge and experience. 

• Because IoT devices frequently have limited resources, the VHDL-based access control module 

needs to be developed in such a way that it is both efficient and consumes the least number of 

resources. 

• Flexibility: Although hardware-based access control provides a higher level of protection, it may 

be less versatile than software-based methods. A thorough consideration should be given to the 

possibility that there is a need for future upgrades and alterations. 

• Formal Verification: It is essential to perform exhaustive testing and formal verification to 

guarantee the correctness and safety of the VHDL code, thereby reducing the likelihood of any 

potential vulnerabilities. 

 

Regarding IoT security, VHDL programming offers a powerful tool that can be used to design access 

control mechanisms that are temperature resistance and robust. IoT devices can achieve a higher level 
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of security, protect sensitive data, and alleviate concerns associated with unauthorized access when they 

use hardware solutions. The VHDL-based access control strategy is a beneficial method for 

safeguarding the ever-expanding IoT, even though there are hurdles to be faced. The benefits of better 

security and deterministic performance render this approach useful. VHDL and other hardware 

description languages will play an increasingly important role in the construction of a safer and more 

trustworthy connected world [44–54]. This is because the demand for secure IoT devices is expected to 

continue growing. 

 

THE ROLE OF VHDL PROGRAMMING IN SECURING IoT WITH ACCESS CONTROL 

MECHANISMS 

The IoT has revolutionized many different industries, ranging from residential automation to small-

scale industrial automation. However, there are substantial security challenges associated with this 

interconnection. One of the most important aspects of IoT security is the implementation of robust 

access control mechanisms, and very-high-speed integrated circuit Hardware Description Language 

(VHDL) programming is playing an increasingly important role in accomplishing this goal [55–65]. 

 

IoT techniques are typically employed in contexts with inadequate physical security and are 

frequently constrained by resource constraints. The combination of these qualities, along with the 

possibility of large-scale deployments, makes them appealing targets for cyberattacks. In the absence 

of adequate access control, malevolent actors have the following abilities. 

• Compromise the operation of devices by controlling them to interrupt services, alter data, or even 

physically damage equipment. 

• Accessing personal information, financial data, or intellectual business secrets that are transferred 

or stored by IoT devices provides an opportunity to steal sensitive data. 

• Using susceptible devices as part of a botnet, launch distributed denial-of-service attacks (DDoS) 

to overwhelm the target servers. 

• Acquire unauthorized access to networks by employing hacked devices as gateways to penetrate 

more protected internal networks. 

 

Consequently, the implementation of efficient access control is of the utmost importance to mitigate 

these dangers. Within an IoT ecosystem, access control systems are responsible for determining who is 

permitted to access resources. These mechanisms range from straightforward password authentication 

to more complex mechanisms such as RBAC and ABAC. 

 

Hardware-based implementations utilizing VHDL offer various advantages, particularly in resource-

constrained and security-critical IoT scenarios. Software-based solutions for access control are 

ubiquitous, whereas hardware-based implementation offers several advantages. 

 

Hardware implementations are more resistant to software-based assaults, such as buffer overflows 

and code injections, which can circumvent software-based security methods. This is one of the reasons 

why hardware implementations offer enhanced security. VHDL provides developers with the ability to 

rigorously control the behavior of hardware, thereby reducing the number of vulnerabilities. 

• Enhancement of performance: When compared to software, the execution of access control logic 

in hardware results in much quicker processing speeds. Real-time IoT applications, in which 

latency is of the utmost importance, require this. 

• Resource efficiency: VHDL makes it possible to create highly optimized circuits that use less 

power and memory. This is a critical feature of IoT devices that are powered by batteries or have 

limited resources. 

• Tamper resistance: Hardware implementations can be made more tamper-resistant by physically 

safeguarding the integrated circuit (IC) on which the VHDL code is implemented. This is one 

way to achieve this goal. Because of this, unauthorized access and alteration are prevented. 



 

Journal of VLSI Design Tools & Technology 

Volume 15, Issue 2 

ISSN: 2249-474X (Online), ISSN: 2321-6492 (Print) 

 

© STM Journals 2025. All Rights Reserved 10  
 

• Adaptability: VHDL offers the freedom to develop individualized access control methods 

customized to the specific requirements and limitations of IoT applications. 

 

Within IoT devices and gateways, VHDL can be utilized to construct a variety of access control 

techniques, including the following. 

• Hardware security modules (HSMs): VHDL programs can define the functioning of 

cryptographic processors that are contained within HSMs. These HSMs are used for encryption, 

authentication, and secure key storage. Consequently, this safeguards sensitive data and 

guarantees that only authorized devices can access it. 

• The implementation of secure boot processes in VHDL ensures that only authorized and 

authenticated firmware can be loaded onto the device. This is referred to as “secure boot 

implementation.” By doing so, malicious firmware can be prevented from being installed, which 

would otherwise compromise the system. 

• Hardware-based authentication: VHDL can be utilized to develop hardware-based 

authentication methods such as physical unclonable functions (PUFs) or other methods that 

generate one-of-a-kind fingerprints for secure identification. 

• Access control lists (ACLs): VHDL implementations can control access to hardware peripherals 

or memory areas based on specified access control lists. This prevents unauthorized 

modifications or access to hardware. 

• Role-based access control: The VHDL code can enforce RBAC policies by defining roles and 

privileges and restricting access to resources based on the role assigned to a user or device. 

 

When it comes to implementing access control in the IoT, VHDL presents a number of major 

advantages; nevertheless, there are also problems to consider: 

• Complexity: Programming in VHDL can be difficult and often requires specialized knowledge 

and skills. 

• In terms of development time, the hardware development process can be more time-consuming 

than the software development process. 

• Cost: The development of hardware and prototyping of hardware can be more expensive than 

the development of software. 

 

The development of VHDL tools and approaches that are more user-friendly is driven by the growing 

demand for secure and dependable IoT devices, despite the challenges presented. Among the upcoming 

trends are the following. 

• High-level synthesis (HLS): HLS tools facilitate hardware development by automatically 

translating high-level programming languages such as C++ into VHDL code. 

• Security-aware design automation: Tools that enable automatic identification and mitigation of 

security vulnerabilities in VHDL code are becoming an increasingly significant component of 

the design process. 

• Integration with software-defined networking (SDN): When VHDL-based access control is 

combined with SDN, it is possible to implement dynamic and adaptable security rules for large-

scale IoT installations. 

 

Programming in VHDL is an essential component in the protection of IoT devices and systems, 

because it enables the construction of access control methods that are both reliable and effective. Even 

though there are still obstacles to overcome, the advantages of hardware-based security, performance, 

and resource efficiency make VHDL an indispensable instrument for safeguarding the expanding IoT 

environment. The significance of VHDL in the construction of trustworthy and secure IoT solutions 

will only continue to increase as the number of cyberattacks targeting IoT devices continues to increase 

in both number and sophistication. 
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SECURING IoT LEVERAGING VHDL FOR ROBUST ACCESS CONTROL 

IoT is rapidly revolutionizing our environment by linking a large number of devices and making it 

possible to use a wide variety of resources. This interconnection results in serious security risks. To 

prevent unauthorized access, manipulation, and data breaches, access control, which is a fundamental 

security function, becomes even more important in the context of the IoT ecosystem. This section 

investigates the design and implementation of access control mechanisms utilizing VHDL, which is a 

hardware description language. This language provides a method that is both reliable and secure for 

protecting IoT devices and networks [66–70]. 

 
IoT devices collect sensitive data and control vital infrastructure on a regular basis. In the absence of 

adequate access control, malevolent actors have the following abilities. 

• Compromise Device Functionality: This involves gaining control of devices and manipulating 

their function, which may result in system failures or even physical harm. 

• Steal Sensitive Data: Gain access to and steal confidential company information, financial data, 

or personal information while stealing sensitive data. 

 

To launch DDoS attacks, compromised devices can be used as bots in DDoS attacks, which overload 

network resources and interrupt services. Impersonating authorized users allows them to gain access to 

systems and data. This is accomplished by impersonating authorized users. 

 

Traditional access control systems based on software can be susceptible to software exploits and 

malicious software. Hardware-based solutions provide an alternative that is more secure because they 

embed access control logic directly into the hardware of the device. This makes it more difficult to 

manipulate hardware. 

 
Designing access control methods in hardware can be accomplished with the help of VHDL, which 

is the VHSIC Hardware Description Language. This language is powerful and versatile. Therefore, this 

is an attractive option for IoT security. 

• Security at the hardware-level: VHDL enables the design of bespoke hardware logic, which 

guarantees that access control rules are directly applied to the silicon of the device. This provides 

a better level of security compared to software solutions. 

• Performance and Efficiency: VHDL designs can be optimized for performance, which enables 

speedy access control choices without introducing considerable potential (also known as 

“performance optimization”). IoT applications that operate in real time require this technology. 

• The ability to be customized: VHDL makes it possible to fabricate access control mechanisms 

that are highly customized and personalized to meet the specific requirements of IoT devices or 

applications. Within this context, definitions of roles, permissions, and authentication 

mechanisms are included. 

• Implementation flexibility: VHDL designs can be implemented on multiple hardware platforms, 

including FPGAs and ASICs, offering flexibility in terms of cost, performance, and power 

consumption. 

• Formal verification: VHDL designs can be formally verified to ensure that they do not include 

any vulnerabilities and that they meet established security requirements. 

 
The following procedures are commonly involved in the construction of a VHDL-based access 

control mechanism, comparable to those depicted in Figure 1. 

1. Defining security requirements: Determine the precise security requirements of IoT devices and 

applications. These requirements include the types of resources that need to be safeguarded, the 

roles and permissions of various users or devices, and authentication techniques that will be 

utilized. 
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Figure 1. Designing steps. 

 

2. Developing an access control policy defines a formal access control policy that outlines the rules 

for granting or denying access to resources based on the identification of the person making the 

request and the operation being requested. Common simulations of access control include the 

following. 

• Discretionary access control (DAC) is a system in which owners of resources have the 

authority to decide whether additional users should be granted access. 

• Mandatory access control (MAC): The results of access control are based on security 

measures that are applied to both the themes (employers or procedures) and the objects 

(resources). 

• Employers are allocated roles, and roles are provided with permission to access resources. 

This type of access control is referred to as RBAC. 

3. Putting access control logic into action in a VHDL framework: The access control policy should 

be translated into VHDL code instead. To accomplish this, logic circuits capable of performing 

authentication, authorization, and audit logging must be designed. 

4. Simulation and verification: To guarantee that the VHDL design satisfies the security criteria 

and does not present any flaws or vulnerabilities, it is necessary to perform a comprehensive 

simulation and verification of the design. It is possible to obtain a high level of confidence using 

formal verification techniques. 

5. Synthesis and deployment of hardware: This step involves converting the VHDL code into a 

hardware implementation, which can be performed on either an FPGA or ASIC. After the 

hardware has been deployed to the IoT device, it should be configured to enforce an access 

control policy. 

 

To illustrate the fundamental ideas behind the implementation of an RBAC system in VHDL using 

the following simple example: 

entity AccessControl is 

    Port ( 
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        UserID  : in  std_logic_vector(7 downto 0);  -- User Identifier 

        ResourceID : in  std_logic_vector(7 downto 0);  -- Resource Identifier 

        Operation: in  std_logic_vector(2 to 0);  operation (e.g., Read, Write, Execute) 

        GrantAccess : out std_logic 

    ); 

end AccessControl; 

 

architecture Behavioral of AccessControl is 

 

    type RolePermissionsArray is an array (0–255, 0–255, 0–7) of std_logic; 

    signal RolePermissions : RolePermissionsArray; 
 

    Initialize RolePermissions (Example: Role 1 can Read Resource 1) 

    attribute INIT : string; 

    attribute INIT of RolePermissions: signal is’ “(others => (others => (others => ‘0’))), (1, 1, 0 => ‘1’)” 
 

begin 
 

    process (UserID, ResourceID, Operation) 

    begin 

        if RolePermissions(conv_integer(UserID), conv_integer(ResourceID), conv_integer(Operation)) 

= ‘1’ then 

            GrantAccess <= ‘1’; 

        else 

            GrantAccess <= ‘0’; 

        end if; 

    end process; 

 

end Behavioral; 

 

The purpose of this example is to demonstrate a fundamental RBAC implementation in which 

RolePermissions stores the access rights for each role (UserID) on each resource for a variety of 

operations. The logic for role management, authentication, and policy updates in real-world systems is 

more complicated than that shown here, which is a significantly simplified form. To illustrate how 

VHDL can be utilized to create a fundamental RBAC system, the following is a simplified example: 

entity rbac_controller is 

  Port ( user_id : in std_logic_vector(7 downto 0); 

         resource_id: in std_logic_vector(7 downto 0); 

         access_type: in std_logic_vector(1 downto 0); -- e.g., read, write 

         granted: out std_logic); 

end rbac_controller; 

 

architecture Behavioral of rbac_controller is 

  type role_permissions is an array (0 to 255, 0 to 255) of std_logic_vector(1 to 0); 

  Signal permissions: role_permissions: = (others = > (others => (others => “00”)); -- default denial) 

 

begin 

  process(user_id, resource_id, access_type) 

  begin 

    In reality, this would likely involve database lookup. 

    or more sophisticated access-control policies. 

 

    Example: User with ID “10” has read access to resource “20.” 
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    if user_id = “00001010” and resource_id = “00010100” and access_type = “01” then -- Read = “01” 

      granted <= ‘1’; 

    else 

      granted <= ‘0’; 

    end if; 

  end process; 

end Behavioral; 

 

This streamlined illustration demonstrates how VHDL can be utilized to build access control rules 

that are based on the IDs of both users and resources. A more comprehensive implementation would 

require a more in-depth review of the policy, as well as the possibility of utilizing external data sources 

for information regarding users and roles. 

 

Although VHDL provides a solid basis for secure control of IoT access, there are a few obstacles that 

need to be overcome. 

• Complexity: Designing complex access control mechanisms in VHDL can be difficult and will 

take a significant amount of time. 

• Integration is a process that requires careful planning and implementation to successfully 

integrate VHDL-based access control with other security components, such as encryption and 

intrusion detection systems. 

• Dynamic policy updates: The process of implementing methods for dynamically changing access 

control policies in hardware can be difficult and involves careful consideration of the trade-offs 

between performance and security. 

• Consumption of power: Hardware-based access control can consume a large amount of power, 

which is an issue for IoT devices that are powered by batteries. 

 

Possible future paths for research include: 

• The use of HLS tools to automatically produce VHDL code from higher-level descriptions of 

access control policies simplifies the design process. This is referred to as HLS. 

• The development of more robust formal verification techniques to verify the correctness and 

security of VHDL-based access control mechanisms is the focus of formal methods development 

projects. 

• Techniques for lowering the amount of power consumed by hardware-based access control are 

being investigated as part of an energy-efficient design project. 

• Hardware security modules: Integrating VHDL-based access control with exclusively dedicated 

HSMs to provide a higher level of security. 

 
VHDL offers a tool that is both resilient and versatile for building safe access control mechanisms 

for IoT devices and networks. VHDL provides a better level of security than software-based solutions 

because it can embed access control circuitry directly in hardware. Even though obstacles remain to be 

overcome, continuous research efforts are gradually improving the capabilities and applicability of 

VHDL in terms of protecting the ever-expanding world of IoT. The significance of secure access 

control, particularly through hardware-based solutions such as those created with VHDL, will become 

even more crucial as reliance on IoT continues to expand. 

 
CONCLUSION 

Through this investigation, it was demonstrated that the utilization of VHDL has a large potential 

for the implementation of access control mechanisms that are both reliable and effective within IoT 

devices that have limited resources. Compared to typical software-based techniques, the VHDL-based 

ACL module that has been suggested offers a proven improvement in security. It provides enhanced 

tamper resistance and reduces vulnerability to popular attack routes. According to the findings, 

solutions based on VHDL provide a realistic avenue for safeguarding IoT frontiers by incorporating 
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security functionalities directly into the hardware fabric. To further streamline the development 

process and improve the scalability of these systems, future research should focus on investigating the 

possibility of integrating more complex cryptographic algorithms and developing automated tools for 

the generation and verification of VHDL-based access control modules. Additionally, it is necessary 

to conduct practical testing on real-world IoT platforms to validate these theoretical models and 

evaluate their performance under realistic operating settings. Finally, the adoption of hardware-centric 

security approaches powered by VHDL is necessary to construct an IoT environment that is 

trustworthy and safe. 
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