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Abstract

Adversarial machine learning (AML) is a field that is growing swiftly, especially as machine learning
models are employed more and more in places where security is critical. This review goes into great
depth over 746 publications from the Scopus database, with an emphasis on the connection between
AML and network security. Using Biblioshiny and Scopus tools, we looked at trends in publications,
study fields, productive authors, collaboration networks, and theme concentrations. Thirteen charts
show how AML research has developed over time by highlighting notable contributions, main journals,
popular keywords, and citation trends. Our research demonstrates that the topic is multidisciplinary
and has research centers all around the world. It also shows that scholars are not working together as
much anymore and that the focus is moving from pure attack modeling to robustness and
interpretability. At the end of the study, some major gaps are pointed out, such as the clichés about real
correspondent implementation and ethical governance. The report also offers approaches for future
research to make the AML research ecosystem stronger and more accessible to everyone.

Keywords: Adversarial attack, adversarial machine learning, machine learning models, machine
learning security, network security

INTRODUCTION

Biometric authentication and intrusion detection are two significant decision-making systems that
currently incorporate machine learning models [1-3]. Their shortcomings are no longer merely
technical details; they represent actual threats to real-world security. Adversarial machine learning
(AML) is currently a major field of cybersecurity studies because it examines how inputs that are
supposed to be detrimental might mislead or go around Al systems [4-8].

The convergence between AML and network security is crucial. In high-stakes circumstances, where
a single error can lead to a phishing effort or data breach, it is vital to evaluate and limit adversarial
risks [3, 9]. The field has achieved substantial
advancements, such as determining where assaults
can occur and how to protect against them [10-12].
However, research is still scattered across different
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topics, publication outlets, and geographic places
[13-15].

This study uses bibliometric analysis to make
sense of this difficult area of research. We examined
746 publications indexed in Scopus and built a
structured map of the topic. This map depicts how
the field has grown, what the main research areas
are, who the most significant researchers are, how
they cooperate, and where the most fascinating
ideas are [16—18].
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This review is distinct from narrative reviews because it employs bibliometric tools such as preferred
reporting items for systematic reviews and meta-analyses (PRISMA) and Biblioshiny to examine all
the data. We do not simply want to summarize what we already know. We aim to uncover hidden trends,
fill in the gaps, and provide guidance for future studies on AML, especially with regard to network
security [19-24].

Questions for Research

RQ1I: What kinds of assaults have been deployed against Machine Learning (ML) models in
cybersecurity?

RQ2: What domains, datasets, and defenses are most typically studied?

RQ3: What patterns and gaps may be identified in the bibliometric analysis?

METHODOLOGY
Data Collection

The review began with a specialized search of the Scopus database using a mix of keywords,
including “adversarial machine learning,” “network security,” “adversarial attack,” and other relevant
topics. The search was confined to English-language journal articles, conference proceedings, and
reviews to make sure they were relevant and of good quality [25-28]. After removing entries that were
not useful, the final set of 746 documents was combined (Figure 1).

Tools for Bibliometric Analysis
We used two key techniques to gain structured insights from the data:
e Biblioshiny (Bibliometrix R-package) generates performance measures including yearly
publishing trends, top sources, authorship patterns, and theme mapping.
e Scopus analytics and human inspection: to back up what you see with more descriptive statistics
and metadata.

These tools help us look at things on many levels, from big picture trends (such as the expansion of
the field) to small picture dynamics (such as how productive each author is and how networks between
institutions work).

Data Cleaning and Preprocessing
The dataset was cleaned for consistency before being displayed and analyzed. This included:
o Unifying author names (e.g., combining variations of the same author’s name).
e Standardizing phrases and keywords, such as turning “adversarial ML” and “adversarial machine
learning” into one word.

This procedure ensured that the results would be accurate, representative, and significant.

Visual Analytics Framework

A total of 13 visuals were generated, which served as the foundation for the analytical narrative built
into the Results and Discussion sections, providing a bird’s-eye view as well as deep dives into
individual themes.

TITLE-ABS-KEY ((adversarial W/3 (attack+ OR example)) AND (“machine
learning model*” OR “deep learning model*” OR “neural network*” OR
“ML model*” OR classifier) AND (cybersecurity OR “network security” OR
“information security”’)) AND NOT TITLE-ABS-KEY (image OR vision OR
“object detection” OR “medical Imaging” OR “malware detection” OR
phishing OR spam OR “intrusion detection” OR “anomaly detection” OR
“botnet” OR “traffic classification” OR “domain detection” OR “wireless
body area” OR “WBAN” OR “autonomous vehicle” OR “traffic sign”)

Figure 1. An advanced query used for Scopus document search.
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RESULTS
Publication Trend

Figure 2 shows the temporal pattern of publications (Documents by Year). Fewer than five papers
were published annually between 2012 and 2016 on adversarial attacks in machine learning models for
cybersecurity. This early stage demonstrates the field’s infancy and restricted use of AML in security
applications.

From 2018, a discernible shift was observed. Publications began to increase gradually, surpassing the
25-paper threshold in 2019. Between 2020 and 2023, growth is the steepest, reaching a peak of more
than 175 documents by 2024 [14, 11, 17]. As ML deployment in cybersecurity matured, particularly
with the rise of deep learning and neural networks in intrusion detection, spam filtering, and
authentication systems, this surge has corresponded with a greater emphasis on adversarial robustness.

This timeline illustrates both the growing research community and the growing recognition of hostile
threats as significant obstacles to reliable cybersecurity systems.

Geographic Distribution

Figure 3 highlights geographic research activity. China leads this category with more than 320
documents, representing approximately half of the collection. This considerable presence is
unsurprising, considering China’s significant spending on Al and cybersecurity research and its large
academic network.

India is the third most active contributor, with approximately 80 documents, which implies a growing
academic interest and consistency with worldwide research aims in Al security. Other countries, such
as Australia, Canada, South Korea, and the United Kingdom, exhibit minor activities, each providing
between 20 and 40 documents. France, Germany, and Hong Kong also figure in the top ten, although
their contributions are fewer [29, 30].

This trend illustrates that while research is widespread, there is considerable concentration in Asia
and North America. Collaboration among these countries could be an area for growth, potentially
enhancing the generality of the findings and shared datasets.
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Figure 2. Documents by year.
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Institutional Contributions

Figure 4 dives deeper into the specific institutional contributions. At the forefront is the Chinese
Academy of Sciences, leading to approximately 30 papers, highlighting its critical role in advancing
AML research within cybersecurity contexts.

Close behind are Tsinghua University and the Ministry of Education of the People’s Republic of
China, both with approximately 22-24 papers. These institutions are known for their interdisciplinary
research and partnerships with national security and technology programs, which presumably explain
their strong showings [13, 6, 8].

Outside Asia, the Pennsylvania State University appears on the list, indicating active participation from
the United States in this field. These significant linkages underline that AML in cybersecurity is driven
by a combination of academic and government research groups, many of which have a strategic interest
in cyber defense.

Documents by country or territory
Compare the document counts for up to 15 countries/ territories.
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Figure 3. Documents by country or territory.
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Subject Area Spread

Figure 5 provides insights into the disciplinary dispersion of literature. The majority of publications
(45.4%) fall under computer science, which is expected, given that adversarial assaults and ML models
are fundamental areas in Al research. The second greatest part, 22.1%, belongs to engineering, showing
extensive work on applied systems, hardware-software integration, and practical implementation issues.

Mathematics (10.7%) and decision sciences (5.6%) imply that a large section of the area is also
concerned with theoretical underpinnings, optimization approaches, and decision-making procedures
under adversarial settings.

This subject area distribution demonstrates that while the topic is largely technical, it has started
branching into cross-disciplinary work, an optimistic sign for future holistic approaches to cybersecurity
[9, 16].

PRISMA Diagram

Figure 6 shows the PRISMA flow diagram detailing the study-selection process. A total of 746
records were identified in the Scopus database. No duplicates or ineligible records were removed at the
identification stage, which indicates that the initial query was already well filtered.

All 746 records were included in the screening and eligibility assessments. No records were excluded
after the assessment, which means that the inclusion criteria were broad enough to capture the intended
literature without unnecessary filtering. The diagram provides transparency and replicability, which are
the key requirements for the SLR methodology.

The lack of exclusions might suggest that although your query was broad, it remained focused on
relevant topics after refinement, which is supported by the thematic alignment visible in other analyses
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Figure 5. Documents by subject area.
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Identification of new studies via databases and registers
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Figure 6. PRISMA flow diagram.

Annual Scientific Production

Figure 7 illustrates the annual growth in publications in the field. The annual scientific production
plot shows the evolution of the research output over time. Between 2011 and 2016, the number of
articles published each year remained negligible, indicating that this research area was still in its infancy
or had not attracted widespread attention. From 2017 onward, there was a clear upward trend, with a
modest rise between 2018 and 2019, followed by a steep acceleration from 2020. The publication count
peaks sharply in 2023-2024, reaching over 170 articles, suggesting a surge in global interest and active
research in this domain during that period. The noticeable drops in 2025 and 2026 are not necessarily
indicative of a decline in research activity. This is more likely due to incomplete indexing for these
years at the time of data collection, which is a common artifact in bibliometric studies. Overall, this
trend reflects a rapidly growing field that has matured into a significant area of scholarly focus in recent
years [20, 21].

Figure 8 maps the co-occurrence network of the authors’ keywords to reveal thematic linkages in the
literature. The keyword co-occurrence network highlights the intellectual structure of the research field
by mapping how often specific keywords appear together in the analyzed literature. Two prominent
clusters are identified.

The red cluster on the left is centered on the deep learning techniques. It includes terms such as deep
neural networks, convolutional neural networks, adversarial defenses, attack methods, and perturbation
techniques. These are closely interlinked, indicating that research on technical models and adversarial
methods forms a dense thematic area.

On the right, the blue cluster groups broader security and machine learning terms such as machine
learning, cybersecurity, AML, Internet of Things, and training algorithms. This cluster reflects the
application-oriented side of the field, where machine learning concepts are integrated with security
contexts.
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Figure 7. Annual scientific production.

Network security is the most frequently co-occurring keyword at the intersection of these clusters,
and acts as a bridge between algorithmic research and practical security applications. This shows that
the field is not isolated; instead, it sits at the intersection of advanced machine learning methods and
their deployment in real-world security environments [1, 2, 31].

Authors’ Keywords Co-Occurrence Network

Figure 8 maps the co-occurrence network of the authors’ keywords to reveal thematic linkages in the
literature. The keyword co-occurrence network highlights the intellectual structure of the research field
by mapping how often specific keywords appear together in the analyzed literature. Two prominent
clusters are identified.

The red cluster on the left is centered on the deep learning techniques. It includes terms such as deep
neural networks, convolutional neural networks, adversarial defenses, attack methods, and perturbation
techniques. These are closely interlinked, indicating that research on technical models and adversarial
methods forms a dense thematic area.

On the right, the blue cluster groups broader security and machine learning terms such as machine
learning, cybersecurity, AML, Internet of Things, and training algorithms. This cluster reflects the
application-oriented side of the field, where machine learning concepts are integrated with security
contexts.

Network security is the most frequently co-occurring keyword at the intersection of these clusters
and acts as a bridge between algorithmic research and practical security applications. This shows that
the field is not isolated; instead, it sits at the intersection of advanced machine learning methods and
their deployment in real-world security environments [1, 2, 31].

Country Collaboration World Map

Figure 9 shows the international collaboration network through the country-to-country co-authorship
links. The country collaboration map illustrates the geographical distribution of the research and the
international partnerships driving it. The most prominent collaboration is between China and the United
States, with 33 joint publications forming the backbone of global output in this field. Other strong links
include China—Australia [8], China—Hong Kong [9], USA—Australia [9], and USA—Korea [14],
indicating a high level of research exchange between the Asia-Pacific regions and North America.

Overall, this map demonstrates that research in this field is not confined to a single region. Instead,
it is propelled by a global network of collaborations, with China and the United States acting as major
hubs that connect researchers from diverse regions [32, 12].
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Figure 9. Country collaboration world map.

Factorial Analysis (Topics Dendrogram)

Figure 10 illustrates the factorial analysis dendrogram, indicating hierarchical groups of topics in the
literature. The subject dendrogram obtained from factorial analysis presents a hierarchical perspective
of how key terms cluster based on their co-occurrence patterns. Closely connected themes were grouped
into branches to illustrate thematic ties.

For instance, one main branch ties perturbation approaches, robustness, and deep neural networks,
showing a cluster focused on the model integrity and resilience.

Another branch links cybersecurity, artificial intelligence, AML, and machine learning models,
establishing a theme area that concentrates on applying Al technologies to security concerns.

Separate clusters arise for the Internet of Things, semantics, and natural language processing systems,
showing niche but increasing research subfields.
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The structure of the dendrogram depicts how research subjects link and evolve, highlighting both
well-established areas (such as adversarial assaults and defenses in deep learning) and peripheral themes
(such as natural language processing (NLP) systems and internet of things (IoT) technologies) that are
integrated into the broader debate. This visualization helps to map the intellectual landscape and
highlight new linkages for future exploration [33, 34].

Word Cloud

Figure 11 presents an overview of the most commonly used keywords in the selected literature. The
word cloud provides a visual depiction of author keywords that appear most often across the 746 papers.
Keywords displayed in larger fonts were used more frequently, suggesting their significance in this
field. Notably, “network security” appears to be the prevalent term, reinforcing the fundamental subject
area of the reviewed literature.

Closely following are phrases such as “deep learning,” “adversarial attack,” “machine learning,” and
“adversarial machine learning”—all referring to the integration of artificial intelligence techniques in
the context of cybersecurity. The prominence of “robustness”, “perturbation”, and “black box” implies
that academics not only implement these models, but also critically assess their limitations and
vulnerabilities to hostile inputs [11, 17, 18].

Figure 10. Factorial analysis.
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Figure 11. Word cloud.
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Most Relevant Authors
Figure 12 illustrates the most relevant writers contributing to the topic field, based on publication
frequency.

These graphics rank individual scholars according to the number of articles published in the
collection. Chen Jinyin and Ji Shouling headed the list with seven publications, identifying them as
important individuals in this scientific subject. Alouani Thsen, Shen Chao, and Zheng Haibin follow
closely, each providing six documents, demonstrating that they also have a considerable role in
influencing the argument.

The generally balanced distribution of the top 20 authors reflects a collegial and dispersed research
group. No single author dominates the field, alluding to a healthy range of perspectives and views. This
also implies that the knowledge base is being developed by several separate groups, rather than focusing
on a restricted circle.

Moreover, the participation of numerous authors from varied affiliations may imply inter-institutional
or cross-national collaboration, which is crucial in sectors such as cybersecurity, where threat
landscapes vary widely [5, 6, 35].

Most Relevant Sources
Figure 13 shows the most important publication sources based on the volume of documents
contained.

The Lecture Notes in Computer Science (LNCS) series dominates this list with 43 documents,
making it the most popular venue for publications in this dataset. This is expected given LNCS’s wide
coverage of international conferences on Al, security, and systems research.

Following the LNCS, IEEE Access accounts for 18 documents, providing an open-access platform
that is popular for rapid dissemination. Computers and Security, a journal dedicated to the security
domain, delivered 11 documents, demonstrating the necessity of expert channels for this subject.

This distribution also reflects the maturity of the domain—research is not limited to niche
conferences but appears in well-established, high-impact publications [4, 10, 15].
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Ji, Shouling

Alouani, Ishen

Shen, Chao

Zhen Haibin

Authors

Lin, Yun &

Marchisio, Alberto ©

Shafique, Muhammad
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Figure 12. Most relevant authors.
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General Overview of the Dataset

Figure 14 presents a general descriptive overview of the dataset used for the bibliometric analysis.
Here is a summary that highlights the key components extracted from the core aspects of the analyzed
studies.

Timespan covered: The dataset runs from 2012 to 2026. Although 2026 extends into the future, this
presumably indicates early access to, or pre-published conference proceedings already indexed in the
Scopus database.

Total publications: A total of 746 documents were analyzed and evaluated.

Author and collaboration metrics: The dataset comprises the contributions of 2,644 unique writers,
with an average of 4.16 co-authors per document, indicating a high level of collaborative culture within
the field. Notably, only 16 documents were single-authored, reflecting the tendency toward teamwork
in this sector.

Keyword and citation analysis: Writers used 1,411 unique keywords, pointing to the thematic
richness, diversity, and scope of the research. The papers collectively referenced 27,269 sources, with
an average citation count of 26.61 per document, demonstrating that the field has acquired a reasonable
academic impact [36, 37].

This bibliometric assessment and analysis illustrate the growing landscape of adversarial machine
learning and its interactions with network security. Through an in-depth evaluation and examination of
746 papers acquired from the Scopus datasets, we deconstructed the disciplinary scope, publishing
trends, important contributors, research hotspots, and collaboration tendencies. Together, the 13
visualizations provided a layered view of where the field sits and where it is heading.

The reproducibility of many suggested defenses has been questioned in a number of papers, including
including recent works [28, 33], which have called for more standardized evaluation pipelines [25, 40].
The shortcomings of gradient-masking techniques were prominently revealed [41], highlighting the
necessity of openness in experimental reporting. Additionally, the investigator [42] looked at threat
models and pointed out discrepancies in attacker presumptions.

Furthermore, [37] promoted robust model distillation as a defense mechanism, whereas [38]
concentrated on randomized smoothing as a certified defense. These methods offer viable substitutes
for adversarial training.

© STM Journals 2026. All Rights Reserved 33



Adpversarial Attacks on Machine Learning Models in Cybersecurity Singh and Gupta

Sources Documents Annual Growth Rate
417 746 0%
Authors Authors of single-authored doc: International Co-Authorship Co-Authors per Doc
2644 16 22.52 % 4.16
Author's Keywords (DE) References. Document Average Age Average citations per doc
1411 27269 2.58 26.61

Figure 14. General overview.

Timespan
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DISCUSSION
Thematic Trends and Research Maturity

The rapid expansion of research and publications over the years Figure 2 demonstrates that AML is
a rapidly emerging research domain or subject, with research interest accelerating notably after 2018.
This growth correlates with the increased adoption and integration of machine learning in security-
sensitive domains, including authentication systems and malware detection technologies.

The disciplinary distribution, as shown in Figures 2 and 4, indicates that computer science and
engineering remain dominant; however, there is a noticeable and growing contribution from
mathematics and decision sciences, hinting at a more nuanced exploration of adversarial risks and
defense strategies and mechanisms. Such multidisciplinarity is essential, especially when adversarial
vulnerabilities can lead to tangible real-world impacts in high-stakes domains, such as healthcare,
finance, and critical infrastructure.

Collaboration patterns by authors are shown in Figure 3, and Figure 13 further reveals a high co-
authorship rate, with only 16 single-author articles out of 746 publications. This suggests that AML
research is generally collaborative, typically requiring different expertise, from neural network
architectures to cryptographic methods and threat modeling. Nevertheless, the relatively low number of
international collaborations (~22.5%) implies that there is still untapped potential for cross-border
cooperation, especially considering the global nature of cybersecurity challenges [24, 45, 27, 28, 46].

Influential Contributors and Communication Channels

Visualizations of the most cited documents from Figure 5, productive countries Figure 6, and top
affiliations Figure 7 illustrate the primary geographical and institutional hotspots and organizational
hubs of AML research. The United States, China, and India have led the way, sponsored by prominent
institutions such as Tsinghua University and the Chinese Academy of Sciences. This geographic
clustering has significant implications. While these countries dominate production, it may also reflect
variations in their cybersecurity objectives, security goals, and threat models.

However, the citation network assessment in Figures 8 and 9 reveals that, while influential clusters
exist, many scholars remain detached and isolated from each other’s work. There is obvious
fragmentation in which various groups work in parallel rather than in dialogue. These underlines needs
for greater integrative evaluations and cross-group partnerships to knit together separate research
initiatives within the AML research community [47, 48, 26, 28, 49-52].

Conceptual Focus and Research Gaps

Figures 10 and 13 help uncover the intellectual heartbeat of the field. The word cloud in Figure 10
highlights prominent subjects such as network security, deep learning, and adversarial assault.
Simultaneously, the recurrence of terms such as robustness, explainability, and black box models speaks
to a move from merely attacking adversarial threats towards developing interpretable and resilient
machine learning systems. This demonstrates the healthy maturity of the domain, transitioning from
identifying weaknesses to providing trustworthy solutions.
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However, some research deficiencies stand out, such as:

o Limited attention on real-world deployment: While academic models abound, very few articles
address deployment issues in production systems, especially in operational technology (OT), or
integrate with environments where hostile defenses are difficult to install.

o Lack of standard benchmarks: The lack of universally approved evaluation metrics and
benchmark datasets for adversarial defenses. This impairs reproducibility and comparative
assessments.

o Sparse work on regulation and policy: Despite the significant ethical implications of hostile Al,
particularly in areas such as surveillance, automated decision-making, and digital forensics, very
few studies have focused on regulatory, legal, or societal issues.

o Underexplored cross-dataset generalization: Most models were evaluated using narrowly
scoped datasets. In the future, researchers should strive toward robust generalization across
varied input distributions and a wide range of threat scenarios.

Future Directions

Based on the findings and analysis, several promising directions emerge:

e Bridging academic and industry silos: More practitioner-oriented case studies and accessible
benchmarks can significantly help reduce the gap between conceptual models and real-world
deployment.

o [nterdisciplinary collaborations: Integrating skills from behavioral science, cryptography, legal
studies, and system engineering can boost adversarial resilience defense strategies.

o Emphasis on explainability and ethics: Future research must extend its focus beyond robustness
to include explainability and accountability, especially in high-stakes domains such as healthcare
and finance, where the consequences of Al decisions can be significant.

o [ncreased international partnerships: Promoting transnational collaboration can lead to more
thorough threat modeling, especially when considering regional cyber dangers and legislation.

CONCLUSION

The changing field of AML in cybersecurity has been clarified by this bibliometric review. Growing
awareness and urgency regarding adversarial threats have been indicated by the steady increase in
research output since 2017. Collaborative research clusters addressing these threats from both
theoretical and applied perspectives have been established by key contributors, including the USA,
China, and India. The field’s maturity is highlighted by recurring themes in various visualizations,
including calls for explainability and robustness in real-world systems, emerging defense strategies,
such as adversarial training and detection, and fundamental attack techniques, such as fast gradient sign
method (FGSM) and projected gradient descent (PGD). Despite the progress, there are still gaps in the
literature concerning adaptive threats, scalability, and model transferability in dynamic cyber
environments.

Using bibliometric and thematic analyses, this review offers a cohesive perspective on the literature.
The creation of international standards for adversarial robustness, integration with current cybersecurity
frameworks, and defense generalization across domains should be top priorities for future research.
Deploying safe, interpretable, and dependable Al systems in high-stakes situations will require such
efforts. To ensure that actual robustness is achieved, it is also important to avoid obfuscation traps and
use repeated benchmarks to measure the defense performance. It is important to improve threat model
assumptions and add new information about certified defenses to the next generation of adversarial
robust systems.
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