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Abstract 

Heart disease, particularly heart attacks, is one of the leading causes of mortality worldwide. Timely 

detection and prompt intervention play a vital role in significantly improving the survival rates of 

individuals at risk of cardiac events. Unfortunately, most traditional healthcare systems are not 

equipped with mechanisms for continuous, real-time monitoring of patients' cardiovascular health. This 

limitation makes it extremely difficult for healthcare providers to identify warning signs early enough 

to predict and prevent heart attacks. Implementing continuous monitoring technologies could greatly 

enhance early detection capabilities, leading to better outcomes and more effective preventive care 

strategies. In this study, we propose an Internet of Things (IoT)-based heart attack prediction system 

that collects real-time patient data from wearable sensors. The data is processed using machine 

learning (ML) models, specifically Support Vector Machines (SVM) and Random Forests, to predict 

the likelihood of a heart attack. Our approach aims to provide continuous health monitoring and enable 

early detection, offering a potential breakthrough in preventive healthcare. 
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INTRODUCTION 

Cardiovascular diseases, especially heart attacks, remain one of the leading causes of death globally. 

Early detection of heart attacks can significantly reduce mortality rates, but traditional healthcare 

systems often lack the infrastructure for continuous monitoring, especially for patients in high-risk 

categories. Early detection of heart attacks plays a crucial role in reducing mortality rates. However, 

traditional healthcare systems often do not have the necessary infrastructure to provide continuous 

monitoring, particularly for patients who fall into high-risk categories. The emergence of the Internet 

of Things (IoT) has brought about a major shift in the healthcare sector by making it possible to monitor 

patients' vital signs in real time on a continuous basis [1]. This technological advancement allows 

healthcare providers to track changes in a patient's condition as they occur, enabling faster intervention 

and improved patient outcomes. Simultaneously, 

machine learning (ML) methods have become quite 

useful for examining the large and intricate amounts 

of data produced by this kind of monitoring. These 

sophisticated algorithms can see trends and 

accurately forecast possible medical occurrences, 

such as heart attacks. IoT and ML work together to 

provide a potent solution that improves cardiac 

event prevention and early detection. This 

integration is a hopeful step forward for medical 

diagnoses and treatment in the future and has the 

potential to significantly improve patient care, 

particularly for those who are more at risk [2]. 
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This study presents a heart attack prediction system based on the Internet of Things (IoT), designed 

to monitor vital health parameters such as ECG, heart rate, and blood pressure using wearable sensors. 

These sensors continuously collect physiological data from the user, which is then transmitted for 

analysis. The system employs machine learning (ML) algorithms to process the gathered data and 

predict the probability of a heart attack. By leveraging real-time data and advanced analytics, the system 

aims to identify early warning signs of cardiac issues. This method's capacity for ongoing, real-time 

monitoring is one of its main advantages as it allows users or healthcare professionals to get alerts before 

a serious situation arises. This proactive approach increases the likelihood of prompt medical 

intervention, which can greatly lower the risk of serious consequences or death. This IoT-based solution 

is a useful tool for those at risk of heart-related illnesses since it combines wearable technology with 

cognitive data analysis to assist better patient outcomes overall. 

 

LITERATURE REVIEW 

Various studies have explored the integration of IoT with healthcare for heart disease detection.  

For example, a study introduced an Internet of Things (IoT)-based system designed for real-time 

monitoring of patients’ heart rates, which plays a vital role in the early detection of abnormal heart 

activity. Continuous heart rate monitoring enables the timely identification of irregularities that could 

indicate potential cardiovascular issues, helping to prevent serious complications [3]. In addition to real-

time monitoring, recent advancements have incorporated machine learning techniques, such as Support 

Vector Machine (SVM), Random Forest, and deep learning algorithms, to predict heart diseases more 

accurately. These models analyze a combination of clinical data and electrocardiogram (ECG) signals 

to identify patterns that may suggest an increased risk of heart-related conditions. The integration of 

predictive analytics enhances the potential of healthcare systems to move from reactive to proactive 

care. Despite these advancements, many existing systems are primarily limited to monitoring functions 

and do not incorporate predictive modeling for early diagnosis. This lack of predictive insight limits the 

effectiveness of such systems in preventing heart attacks before they occur. Therefore, a more 

comprehensive approach that combines real-time monitoring with intelligent prediction models is 

essential for timely intervention and improved patient outcomes in cardiovascular healthcare 

management. This integrated approach could significantly enhance early warning systems and reduce 

fatal events [3, 4]. 

 

Machine learning has proven effective in predicting heart disease, utilizing algorithms such as 

decision trees, k-nearest neighbors (KNN), and support vector machines (SVM) for classification. 

Combining Internet of Things (IoT) technology with machine learning enhances heart attack prediction 

capabilities. This synergy is highlighted in studies like, where an SVM classifier was employed  

to predict heart disease. The integration of IoT allows real-time monitoring and data collection, making 

heart disease prediction more accurate and efficient [5]. This combination holds great promise  

for improving early detection and prevention strategies for heart attacks. However, existing systems 

often lack real-time data processing and integration with IoT devices, which is essential for early 

detection and intervention. 

 

SYSTEM ARCHITECTURE 

The proposed IoT-based heart attack prediction system includes various components that collaborate 

to continuously monitor, process, and predict the likelihood of a heart attack. These components work 

together seamlessly to track real-time data and assess heart attack risks, ensuring constant monitoring 

and early detection. The architecture is shown in Figure 1. 

• IoT Sensors: IoT sensors, such as wearable devices like ECG sensors, heart rate monitors, and 

blood pressure cuffs, gather real-time data on a patient's vital signs. These devices continuously 

monitor health metrics, providing immediate insights into the patient's condition. By tracking 

vital signs in real time, they help ensure accurate and timely health assessments, offering valuable 

information for patient care and medical decision-making [6]. 
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Figure 1. System architecture. 

 

• Data transmission: The data collected by the sensors is transmitted wirelessly through Wi-Fi or 

Bluetooth connections. This data is then sent to an edge device or a cloud server for processing. 

The edge device or cloud server is responsible for analyzing the information and performing any 

necessary actions based on the data. The use of Wi-Fi or Bluetooth ensures efficient and seamless 

communication between the sensors and the processing unit in real-time. 

• Machine learning model: To determine the likelihood of a heart attack, machine learning 

techniques like Random Forest and SVM are used to examine the data. These models assist 

determine the probability of a heart attack by processing the input data and producing predictions 

based on patterns found in the data. The algorithms produce precise, data-driven predictions 

regarding the likelihood of future heart attacks by learning from past data. 

• Alert system: The Alert System is designed to detect a high likelihood of a heart attack and 

immediately sends an alert to the patient or healthcare provider. This notification is sent via SMS 

or email to ensure that the individual receives the information promptly. The system’s purpose is 

to facilitate quick response and timely medical intervention by delivering crucial alerts about 

potential heart attack risks to the concerned parties without delay [7]. 

 

The integration of IoT sensors allows continuous monitoring, while machine learning provides 

predictive insights based on the collected data. 

 

DATA PREPROCESSING AND FEATURE EXTRACTION 

Raw data collected from sensors can be noisy, and it is essential to preprocess the data for accurate 

analysis. The following preprocessing steps are employed: 

• Noise filtering: The IoT-based heart attack prediction system includes various components that 

collaborate to continuously monitor, process, and predict the probability of a heart attack. These 

components work together seamlessly to ensure real-time analysis and detection, enabling timely 

intervention and potentially saving lives by predicting heart attack risks effectively [8]. 

• Normalization: Normalization ensures consistency by adjusting the data, eliminating any 

discrepancies between sensor readings. This process standardizes the values, making them 

comparable and uniform, thereby reducing any variations or inconsistencies that may arise due 

to different sensor characteristics or environmental conditions. It ensures the data is on a similar 

scale for accurate analysis and processing. 

• Feature extraction: Important features, such as heart rate variability, QRS complex, and ST 

segment analysis, are extracted from ECG data using a method called feature extraction. These 

characteristics offer important insights into the electrical activity of the heart, assisting in the 

detection of trends and abnormalities that are essential for heart attack prediction. They are 

important for early detection and precise diagnosis [9]. 
 

The processed data is then used as input for machine learning models. 
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Table 1. Performance comparison of models. 

Model Accuracy Precision Recall F1 Score 

SVM 91.5% 92.1% 89.8% 90.9% 

Random forest 94.0% 94.5% 92.4% 93.4% 

 

MACHINE LEARNING MODELS 

In this study, two machine learning algorithms, Support Vector Machine (SVM) and Random Forest 

(RF), were chosen for heart attack prediction due to their proven efficacy in classification tasks. 

• Support vector machine (SVM): Support Vector Machine (SVM) is a powerful tool for binary 

classification tasks, making it ideal for differentiating between patients at low and high risk for heart 

attacks. By finding the optimal hyperplane that separates the data into two classes, SVM helps 

identify the risk levels accurately, assisting in medical decision-making. Its ability to handle complex 

data patterns makes it an effective method for predicting heart attack risks in patients [10–12]. 

• Random forest (RF): Random Forest (RF) is an ensemble learning algorithm recognized for its 

capacity to manage a large number of features while offering accurate and robust predictions. This 

method was selected due to its strong ability to process complex datasets that include multiple 

variables. Its design allows for high performance in various scenarios, making it suitable for tasks 

requiring the analysis of intricate relationships between numerous inputs and outcomes [11]. 
 

The dataset was split into training (80%) and testing (20%) sets. The models were trained on the 

training set and evaluated on the testing set using metrics like accuracy, precision, recall, and F1 score. 
 

IMPLEMENTATION 

The system was implemented using Python and its libraries, including TensorFlow, Scikit-learn, and 

Pandas, for data processing and machine learning tasks. IoT sensors were connected to a Raspberry Pi, 

which acted as the central hub for data collection and transmission. The data was then sent to a cloud 

server (e.g., AWS) for processing. 

• Data transmission: The IoT devices use Wi-Fi or Bluetooth to send the data to the server. 

• Model deployment: After training, the machine learning models were deployed to the cloud 

server, where they processed incoming data in real-time. 

• Alert system: If the model predicts a high likelihood of a heart attack, it triggers an alert via 

SMS or email to the patient or healthcare provider. 
 

RESULTS AND EVALUATION 

The performance of the machine learning models was evaluated based on several metrics. The results 

for both models are shown in Table 1. Both models performed well, with Random Forest slightly 

outperforming SVM in terms of accuracy and F1 score. These results demonstrate the efficacy of 

machine learning in predicting heart attacks based on real-time data collected via IoT devices. 
 

DISCUSSION 

The proposed system shows promise in predicting heart attacks using IoT devices and machine learning 

algorithms. However, some challenges remain, such as ensuring the reliability of IoT sensors and 

minimizing data transmission delays. Future work will focus on enhancing sensor accuracy, integrating 

deep learning models for better feature extraction, and optimizing the real-time prediction process. 
 

CONCLUSION 

This study presents an IoT-based heart attack prediction system that integrates real-time health 

monitoring with machine learning for early detection. The system shows high accuracy in predicting 

heart attacks, enabling timely interventions that could improve patient outcomes. This approach uses 

IoT and machine learning to proactively prevent heart disease, enabling early diagnosis and lowering 

the risks linked to cardiovascular conditions. It enhances healthcare by identifying potential issues in 
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advance, allowing timely intervention and improved patient outcomes through continuous monitoring 

and intelligent data analysis. 
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