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Abstract

Cognitive radio ad hoc networks (CRAHNS) represent an innovative paradigm in wireless
communication, leveraging the dynamic spectrum access capabilities of cognitive radios (CRs) to
enhance network performance and spectrum efficiency. The architecture of CRAHNS integrates
cognitive radio capabilities with ad hoc networking principles, enabling devices to manage spectrum
resources autonomously and intelligently in a decentralized manner. This abstract outlines the key
components and functionalities of CRAHN architecture, highlighting its potential to enhance spectrum
efficiency and network performance. CRAHNS consist of cognitive radio nodes equipped with the ability
to sense their electromagnetic environment, identify unused spectrum bands (spectrum holes), and
adapt their transmission parameters accordingly. The architecture is designed to operate in a highly
dynamic environment, where spectrum availability can change rapidly due to primary user activity. In
CRAHNS, nodes equipped with CRs autonomously identify unused spectrum bands, known as spectrum
holes or white spaces, and adjust their transmission parameters to use these frequencies without
interfering with licensed users. This approach addresses the spectrum scarcity problem by optimizing
the use of available bandwidth, thereby improving network throughput and connectivity. CRAHNSs face
several challenges, including reliable spectrum sensing, efficient spectrum management, security
issues, and ensuring seamless communication in highly dynamic environments. Addressing these
challenges requires innovative approaches in spectrum sensing techniques, robust routing protocols,
and enhanced security mechanisms. Ad hoc networks represent a vital field of research and
development in wireless communication. These networks are self-configuring, where nodes dynamically
establish and maintain network connectivity without a fixed infrastructure. Nodes in these networks act
both as end systems and routers, forwarding data to other nodes, which makes the network highly
dynamic and flexible. The decentralized nature of ad hoc networks, combined with the flexibility of
cognitive radios, enables CRAHNS to support a wide range of applications, from emergency response
and military operations to rural communications and smart grid technologies. The ability of CRAHNs
to dynamically adapt and efficiently utilize
spectrum resources makes them a promising
solution for future wireless networks.
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INTRODUCTION
As wireless communication continues to evolve,
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driven major advancements in network technology.
Among these, cognitive radio ad hoc networks
(CRAHNS) have emerged as a revolutionary solution
for addressing the challenges posed by static
spectrum allocation policies. CRAHNs leverage
cognitive radio technology, enabling wireless
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devices to access underutilized frequency bands dynamically, thus optimizing spectrum use and enhancing
network performance [1].

Cognitive radio technology introduces the concept of smart radios capable of sensing the
environment, learning from it, and making decisions to utilize the spectrum more efficiently. In an ad
hoc network setting, this adaptability is crucial because it allows the network to operate effectively in a
decentralized manner without relying on a fixed infrastructure. This capability is particularly beneficial
in scenarios such as disaster recovery, military communication, and remote area connectivity, where
traditional network infrastructure may be unavailable or impractical.

This report delves into the architecture of CRAHNS, exploring the fundamental components and
operational principles that define their functionality [2]. It examines the key architectural elements,
including spectrum sensing, decision-making processes, spectrum-sharing mechanisms, and protocols
that facilitate seamless communication among cognitive radio nodes. Additionally, the report addresses
the unique challenges and opportunities associated with the deployment of CRAHNS, highlighting the
ongoing research and potential future developments in this dynamic field.

The rapid expansion of wireless communication technologies has created an unprecedented demand
for radio frequency (RF) spectra. Traditional spectrum allocation policies, characterized by static and
exclusive licensing, have resulted in the underutilization of vast portions of the spectrum. This
inefficiency is especially concerning, as new applications and services demand greater bandwidth.
Cognitive Radio Networks (CRNs) offer a promising solution by enabling dynamic spectrum utilization.

SYSTEM ARCHITECTURE

Cognitive radio ad hoc networks are dynamic and self-organizing networks that utilize cognitive
radio technology to optimize spectrum usage. The architecture of CRAHNs comprises several layers
and components designed to enable efficient and adaptive communication in dynamic environments
[3]. A CRAHNS system architecture leverages dynamic spectrum access to efficiently use both licensed
and unlicensed bands to accommodate primary users (PUs) and secondary users (SUs) within a network.
A decentralized and self-configured network is considered an ad hoc network, where the network does
not depend on pre-existing infrastructure. The decentralized feature of wireless ad hoc networks allows
the network to be more scalable.

Ad hoc networks must rely on local coordination to gather topological information. Local coordination
is relatively easy in traditional ad hoc networks owing to periodic beaconing on a given channel.
However, in CRAHNS, spectrum opportunities exist over a wide spectrum band, and beaconing every
possible channel is not feasible [4]. Furthermore, a cooperative scheme is required among the CRs to
exchange locally observed information, as the CR cannot predict the impact of its actions on the entire
network with its local observation. Therefore, topology control is another challenging issue in CRAHNS.

Block Diagram Description

Figure 1 shows that a proper network architecture is essential for the deployment of a CRN, as it
ensures the basic level of system performance. In this paper, a comprehensive survey of recently
proposed CRAHNS architectures with their strengths and limitations is discussed. This study also
discusses the mechanisms and performance evaluations of different architectures [5]. This paper aims
to outline the current research trends in the architecture of CRAHNS. To do so, CRAHNS architectures
are divided into two categories: cluster-based and non-cluster-based architectures. This classification is
assumed to provide useful and practical guidelines for network designers and field engineers in specific
situations. The paper also presents an extensive comparison of different cluster-based architectures and
concludes with open research issues and possible future research directions. The rest of the paper is
organized as follows. The CRN and CRAHNSs architecture are described. Section 4 provides a concise
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Figure 2. Node discovery.

overview of clustering and its benefits. Cluster-based architectures for CRAHNSs were discussed. It
focuses on non-cluster-based architectures and analyzes the reviewed architectures [6]. The open
research issues are highlighted, and the paper concludes.

Figure 2 illustrates the proposed format for three new types of packets: ANNOUNCE, REQUEST,
and STATUS. The ANNOUNCE and REQUEST packets had a frame format similar to that of a zero-

© STM Journals 2024. All Rights Reserved 3



Cognitive Radio Ad Hoc Network Architecture Rane et al.

byte frame body. When a node joins the network, it selects a random initiation period during which it
listens to the control channel to gather information about the neighboring nodes. TRANSMITTER and
RECEIVER then divide the available channel set between them for scanning [7].

In the proposed node discovery process, after the initiation period, any node i randomly selects
channel L as its HCh and broadcasts information about L to its neighbors using an ANNOUNCE packet
on the control channel. Node i will not choose L as its HCh if either a primary user is present on L or
any node within i's 2-hop distance has already selected L as its HCh.

Upon receiving an ANNOUNCE packet, neighboring node j registers node i as its neighbor and sends
an observation report about channel L using a REQUEST packet. In response to the REQUEST packet,
node i sends a STATUS packet to node j on channel mmm, which is HCh of node j. The STATUS
packet contains node i's spectrum sensing report and a list of HChs of node i's neighbors. Node j avoids
using any channels listed in i's neighbor list for future use. Node iii also registers node j in its neighbor
list and sends a REQUEST packet to node j in channel m. In response, node j sends a STATUS packet
to node i using channel | to complete the node discovery process.

Non-clustering Architecture for CRAHNSs

Architecture Without Common Control Channel Architecture for CRAHNSs where communications
between nodes are performed without the common control channel is presented, which reduces the co-
channel interference triggered by the neighboring nodes using the common channel [8]. The architecture
uses one CR for each node, where a node can select its receiving/home channels. Nodes use home
channels to receive packets, and a node switches to the home channel of a neighbor when it wants to
send a packet to that neighbor. Determining the home channel of a neighbor is the primary challenge
for the architecture. Each node can select its home channel freely. In this architecture, each node has a
set of accessible channels (SAC) corresponding to its neighbors. If Sk(j) represents the SAC of node j
stored in node k, and N is the total number of nodes, then node i must maintain a database of [Si(1),...,
Si(N)], where Si(i) is the SAC of node i stored in node i. Whenever node i updates its own SAC, it
records a timestamp and updates its SAC database, and then exchanges this updated database with other
nodes when they connect in a channel. Each node updates its SAC database based on the timestamp.

The proposed architecture uses a controlled pseudo-random algorithm to select a neighbor’s home
channel. When node i needs to transmit data to node j, it generates a random channel | in the range of 1
to M, where M is the total number of channels with node ID j as the seed for the pseudo-random number
generator. Node i checks if I exists in Si(j). Home channel selection for a neighbor involves a series of
repeated experiments.

The energy-competent CRN architecture offers enhanced energy efficiency and spectrum
management. This study proposes a design for Cognitive Radio-Based Wireless Sensor Networks
(CR-WSN) within smart grid utilities. The architecture also includes key modifications to the routing
protocol for low-power and lossy networks (RPL) to meet the proposed architectural requirements. In
this network, the nodes are categorized into three types: spectrum sensors, coordinators, and ordinary
nodes. When a new node wants to join the network, it needs to make the join request as an
announcement, and the coordinator adds the through path of the announcement as the routing path for
the new node. It also includes a scheduled transmission period for spectrum sensing. The coordinator
also acts as a network manager [9]. It collects reports from all nodes in the network regarding available
channels. If a node's packet error rate exceeds the acceptable threshold, the coordinator sends a
warning message to that node. After performing data fusion on the received free channel list from the
spectrum sensors, the coordinator makes a decision and sends the updated channel list to all nodes.
Conversely, the spectrum sensor performs PU discovery and issues a channel-switch notification
whenever a PU is detected.

© STM Journals 2024. All Rights Reserved 4



Journal of Communication Engineering & Systems
Volume 14, Issue 3
ISSN: 2249-8613 (Online), ISSN: 2321-5151 (Print)

In a non-clustering architecture, there is no hierarchical organization of nodes into clusters. All nodes
operate in a flat manner, where each node has equal status and responsibilities. Nodes communicate
directly with each other without relying on cluster heads or intermediaries. This approach can streamline
protocol design and reduce the overhead involved in cluster management [10].

In CR-WSNSs, trust and security need to be more tightly managed, as malicious, or selfish nodes can
disrupt communications by interfering with licensed channels or failing to switch channels within a
specified time frame. Additionally, a malicious node may provide false reports regarding the channel
status [11]. The workload for a cluster head (CH) in CR-WSNs is significantly higher than in traditional
WSNSs. CHs in CR-WSNs must handle both inter-cluster and intra-cluster communications while also
managing channel information from the central spectrum database and channel availability updates
from neighbors and other CHs.

The CogMesh is one of the most widely discussed cluster-based CRN architectures. The clustering
mechanism creates clusters around a specific local channel called the master channel, where the
originating node becomes the cluster head. The architecture shrinks the number of control channels for
the network, as nodes steadily decide on the selected control channel [12]. However, the control channel
assignment may fluctuate in the case of the existence of a heterogeneous channel condition, which leads
to inconsistency in the architecture. Moreover, CogMesh uses a licensed spectrum to transmit control
messages for in-band signaling, which may interfere with the PU transmission. The architecture has
some provisions for node mobility, as shown in Figure 3.
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Figure 3. State flow diagram under normal operations of energy competence CRN architecture.
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The proposed approach dynamically allocates channels to requesting applications in CRAHNSs by
managing the transmission power in sub-bands through a combined power control and link scheduling
strategy. A notable feature of this architecture is the cross-layer interaction between the MAC and PHY
layers for a dynamic channel allocation. The main advantage of this architecture is its decentralized
management scheme, which allows for dynamic addition or removal of nodes. In this setup, the CR
Managers at all nodes are responsible for making central decisions. The two blocks in the MAC layer
allocate dynamic channels. The Channel Scanner divides the ultrawideband into sub-bands and
periodically scans these sub-bands for white spaces based on the interference temperature [13]. Multi-
objective joint power control and link scheduling are performed in a block named Power-aware Scheduler.
The Interference Measurement block in the PHY layer measures the channel interference power and limits
the transmission power. Another block, the Rake Optimization Block, computes the number of open
research issues, and recently proposed architectures meet many critical concerns for the concrete
deployment of CRAHNSs. Nevertheless, some challenges remain in the development of cluster-based
CRAHNSs architectures. The issues that are yet to be researched in cluster-based CRAHNSs are as follows.

e Cluster formation and reconfiguration.
e This technique may make the cluster more stable.
e Spatial and temporal availability of spectrum may introduce packet loss and transmission delay.

The introduction of a backup channel list in a cluster may prevent performance degradation in varying
spectrum availabilities. However, the optimum number of backup channels for clusters and Quality of
service (QoS) criteria to protect priority users remain to be addressed. In a CRN, the cluster head selects
the best possible CCC(Crohn's Colitis Cure) for intra-cluster communication [14]. CCC is needed to
smooth the interaction and coordination among cluster members. With increasing traffic load, saturation
of the common channels may occur. Moreover, CRs can find different spectrum availability. Dynamic
strategies must be developed to exchange reliable signal information among neighboring CRs.

e CRAHNSs architectures concerning telehealth must be investigated.

e The cognitive paradigm can be used for the coexistence of low-power femtocells and high-power

macrocells.

e The CRAHNS architecture should also focus on low power consumption and less interference.

CONCLUSION

For the best utilization of CRAHNS, robust architecture is essential. In this paper, a comprehensive
survey of recently proposed CRAHNS architectures with their strengths and limitations is discussed.
Considering the limitations of non-cluster-based architectures, implementing clustering techniques in
ad hoc networks can provide several advantages for the network. Clustering splits any large distributed
network into smaller groups to leverage communication overhead. Control channel selection, cluster
formation techniques, neighbor discovery schemes, re-clustering issues, and intra-cluster
communication methods are the main performance metrics that have been considered to evaluate the
performance of cluster-based architectures. This paper also highlights open research issues and possible
future research directions for CRAHNSs architectures.
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