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Abstract

Kerala’s agricultural sector is undergoing rapid digital transformation, driven by initiatives such as
the e-Krishi platform and the growing adoption of Internet of Things (loT)—enabled precision farming
technologies. While these developments promise improved productivity, transparency, and data-
driven decision-making, they also introduce significant cybersecurity and data governance challenges
that cannot be overlooked. This paper critically examines the emerging security, privacy, and
operational risks associated with the digitization of agricultural services in Kerala. Attention is given
to the vulnerability of data integrity, the risks arising from low levels of digital literacy among
farmers, and the often-underestimated threat of insider misuse within digital systems. Through a
structured assessment, the study systematically identifies and ranks key security and operational
threats that could undermine the reliability and trustworthiness of digital agriculture platforms. If
dynamic agricultural data remains inadequately protected, or if farmers lack meaningful control over
how their data is collected, shared, and used, the long-term growth of the sector may be
compromised, and public trust significantly eroded. To address these concerns, the paper proposes a
novel multi-layered security and data governance framework (M-LSF) tailored for resource-
constrained environments. The framework integrates a strong policy foundation centered on farmer
data sovereignty with practical, cost-effective technological safeguards. These include lightweight
cryptographic mechanisms, role-based access controls, and artificial intelligence (Al)/machine
learning (ML) driven anomaly detection to identify suspicious activities in real time. By combining
governance principles with advanced yet scalable security controls, the M-LSF aims to safeguard
farmer privacy, protect sensitive agricultural data, and strengthen institutional resilience, thereby
enabling Kerala to pursue sustainable and trustworthy digital agriculture.

Keywords: Cybersecurity in AgTech, data governance, digital agriculture, farmer data
sovereignty, loT security, risk management

INTRODUCTION

The adoption of Agriculture 4.0, or smart farming, is driven by the worldwide requirement to boost
food production to meet a growing world
population, which calls for a fundamental change
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toward efficiency [1]. loT, Al and sensor
technologies have been used in this technological
revolution to maximize resource usage and boost
productivity [2]. Kerala’s strategy for this change
started in 2006 with the e-Krishi project, which
created an online platform that helped more than
10,000 small farmers by offering agricultural
information and enabling online transactions,
effectively resulting in better crop quality and
reasonable prices [3]. loT-driven operations for
tasks such as soil testing and automated irrigation
are part of the current state projects that have
moved into high-tech farming [3].
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Problem Statement and Research Gap

Although digital treatments have several advantages, such as improved monitoring and risk
reduction [4], their general adoption rate in India’s agricultural industry is still delayed because of
intricate structural problems [5]. Agricultural data are extremely susceptible to cyber threats because
of the increasing reliance on dynamic data streams from linked IoT devices in the field [6],
endangering data integrity and overall system reliability. Because current research frequently offers
generic AgTech security analyses, addressing this issue is crucial [7]. For regional e-governance
systems such as e-Krishi, which must deal with highly localized sociotechnical concerns, including
particular digital divides and possible integration challenges from legacy systems, a focused security
and data governance architecture is necessary [8, 9].

Contribution and Report Structure

To fill the research gap, this report:

1. Identifies and ranks operational and cyber risks in Kerala’s digital agriculture programs [10, 11].

2. The multi-layered security and data governance framework (M-LSF) deliberately blends
institutional data governance approaches created for situations with limited resources and
advanced technical protections [12].

3. Providing practical policy suggestions to ensure long-term system resilience and
institutionalized farmer data sovereignty.

DIGITAL AGRICULTURE CHALLENGES AND OPERATIONAL RISK IN KERALA
Operational risks, which frequently serve as antecedents to or multipliers of technical cybersecurity
vulnerabilities, are essential for the uptake and functionality of digital farm systems.

Adoption Challenges and Digital Complexity

The difficulty of gathering and combining data from various crops, temperature zones, and soil
conditions under a single digital canopy complicates the implementation of digital agriculture solutions
throughout India [5, 13]. Decision makers must develop effective ways to overcome intrinsic obstacles,
including farmers’ aversion to change and ignorance of the advantages of IoT technologies [14, 15]. The
implementation process is made more difficult when underlying economic problems, including high
farming expenses or low earnings, are not addressed [5].

Digital Divide and Human Factors

One major challenge in India is the poor digital literacy at the local level [6]. In Kerala, poor
motivation and barriers to technology access diminish the self-assurance and independence of certain
groups, including rural female farmers, when it comes to digital adoption [16]. This low literacy rate
jeopardizes the foundation of sustainable development that these technologies are supposed to support
[16]. This puts impoverished farmers at risk of financial exclusion [5].

An important cybersecurity risk multiplier is the low level of digital literacy. End users who lack
the necessary skills to manage secure credentials or recognize phishing efforts have become the main
attack vectors, making them more vulnerable to social engineering and enabling data loss [17].
Because Agriculture 5.0 systems require more human—machine interaction, this increasing human
susceptibility is particularly pertinent [17]. As a result, researchers in the agricultural sector need to
focus on rethinking tactics that are especially intended to raise farmers’ levels of digital literacy [6].

The Vulnerability of Centralization and Scale

For effective management, the structural design of the e-Krishi project created a centralized,
coordinated organizational structure from the state to the village level. Although historically
beneficial, adding contemporary distributed [oT and cloud designs to this system increases the
systemic risk. A single point of failure (SPOF) for the private information of more than 10,000
registered farmers is created by a breach at the cloud computing interface or central state-level node
[18].
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Adopting decentralized architectural controls, such as the honeycomb design (distributed storage
and decentralized control), is necessary to offset the significant impact of any central breach owing to
its intrinsic structural vulnerability. Insider threats from administrators, contractors, or e-Krishi
employees also pose a continuous danger of data theft or sabotage due to the human—machine
interactions involved [17].

CYBER RISK ANALYSIS AND THREAT PRIORITIZATION
Because of the complexity and difficult agricultural environment, digital agricultural systems are
built on a multi-layered IoT architecture [19]. where weaknesses can be exploited unexpectedly [20].

Integrity and Trustworthiness—The Highest Priority
Data integrity is the highest priority security requirement because it is crucial for optimizing
agricultural methods and informing policies [3].

Data Integrity Vulnerability

Changing dynamic sensor data, such as inputs of pH, humidity, or fertilizer solutions, might result
in inaccurate automated judgments and seriously harm operations and crops [21]. The sector’s total
growth, financial viability, and sustainability may be impacted by a single fabricated data item,
leading to incorrect conclusions [3]. To protect policy judgments, the framework must guarantee the
security and integrity of data.

Trust Erosion and Resilience

Without mechanisms to ensure the transparency and integrity of crop environment data, distrust in
data management persists, impeding the digital transformation process [22]. Therefore, the framework
must prioritize solutions that ensure data resilience and non-repudiation, utilizing distributed storage
and decentralized control (honeycomb architecture) alongside immutable ledgers, such as blockchain,
which enhances trust by providing a tamper-proof record [22].

Systemic Threats Across Architecture Layers
Threats are distributed across the system’s architecture:

Perception Layer Threats

The inherent limitations of resource-constrained IoT devices make the implementation of robust
encryption challenging [4]. Attacks at this layer often target physical devices in the field or aim to
spoof sensor readings, compromising the system functionality [20].

Network and Cloud Threats

The transfer of vast agricultural data to cloud storage exposes systems to various network threats,
including specific HTTP attacks targeting cloud computing interfaces [18]. Availability risks such as
denial of service (DoS) attacks on network gateways can disrupt real-time operations, affect supply
chains, and drain device batteries [23].

Privacy and Big Data Challenges

Smart farming generates big data (characterized by volume, velocity, and variety), heightening
concerns regarding the privacy of farmers and the potential unauthorized correlation of sensitive
personal and land records [24, 25]. Data security, privacy, and storage are recognized bottlenecks that
must be addressed using technical and governance solutions [6].

Risk Prioritization
Based on the potential impact and likelihood in the Kerala context (Table 1), risks were prioritized
as follows:
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MULTI-LAYERED SECURITY FRAMEWORK (M-LSF)

The M-LSF is designed as an integrated defense mechanism covering all architectural layers,
addressing high-priority risks, and tailored specifically to the resource limitations of AgTech
environments. Architecture employs a customized decentralized model that leverages edge devices
(gateways) for processing and policy enforcement, thus mitigating the SPOF inherent in centralized e-
governance systems [26].

Technical Layer Architecture and Deployment

The layered integration of security components depicts the deployment of lightweight cryptography
at the perception layer, hybrid IDS/Policy Enforcement at the network/edge gateway, and
blockchain/distributed ledger technology, along with honeycomb architecture at the application/cloud
layer for data provenance and resilience [3].

Layer-Specific Technical Controls
Effective defense relies on the precise application of technical controls that are appropriate for each
layer’s constraints (Table 2).

Table 1. Prioritized security and operational risks in Kerala’s digital agriculture.

Risk Specific threat/vulnerability Consequence/impact Priority
category level
Data integrity |Sensor data manipulation/spoofing (IoT Misinformed decisions, crop loss, High
compromise layer) leading to incorrect inputs (e.g., resource wastage, regulatory failure,
fertilizer, water) and loss of production efficiency
[31].
Operational Digital divide and low digital literacy among System inaccessibility, exclusion of ~ |High
and trust end users/staff vulnerable groups, and increased
human factor cyber vulnerability
[6].
Data privacy  |Unauthorized data access, leakage, and Farmer exploitation, loss of data High
(sovereignty) |correlation of farmer demographic/financial control, and market manipulation
data by agribusinesses [27].
Insider threat |Compromise by administrative users, service Widespread data theft, intellectual Medium
providers, or central committee staff property (IP) leakage, and system
sabotage [17].
System Distributed denial of service (DDoS) on Halt of automated decision-making Medium
availability network gateways or cloud interfaces and remote operations, supply chain
disruption [23].

Table 2. M-LSF technical controls ma

ped to IoT architecture layers.

IoT layer Security requirement Proposed technical control |Significance
Perception Confidentiality, Lightweight cryptography Addresses the limitation of deploying
(devices) authentication, and low (e.g., LEA, EPCBC, Zorro) |robust encryption on energy-constrained
energy or group cellular automata  |IoT devices [12].
(GCA)
Network/edge Real-time Hybrid ID utilizing BIGRU- |Provides high detection accuracy (e.g.,
(gateway) anomaly/intrusion detection [LSTM/GRU/deep learning  |97.5%) [11] for anomalies and HTTP
and policy enforcement threats [28] by analyzing sequential data
at the edge, reducing critical latency
[29].
Application/ Data integrity, resilience, |Honeycomb architecture Combines decentralized control to
cloud and non-repudiation (distributed storage) and prevent single points of failure with
blockchain smart contracts ~ |immutable ledgers to ensure data
transparency and trust [22].
Human/access Access control and insider |Preventive strategies Manages diverse insider types and
threat mitigation grounded in human factor safeguards critical information, including
analysis (e.g., function intellectual property (IP) [17].
allocation, task analysis) and
robust authentication
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DATA GOVERNANCE FOR FARMER SOVEREIGNTY

To sustain reliability and trust in digital interventions, a comprehensive security framework must be
underpinned by institutionalized data governance that prioritizes the rights and interests of farmers.
Establishing robust and equitable data governance frameworks is essential for realizing the full
potential of digital agriculture [30].

Institutionalizing Farmer Data Rights

The policy foundation of the M-LSF must establish farmer data sovereignty as its core principle
[30]. This principle asserts the farmers’ right to control their data, ensuring that they benefit equitably
from the digitalization of their practices.

AI/ML-Driven Security Mechanisms
Al and ML are essential for handling the velocity and complexity of unstructured agricultural big
data 30 and for creating adaptive security policies [31].

Advanced Anomaly and Threat Detection

The framework mandates edge-based intrusion detection systems utilizing deep learning techniques
[30]. Specifically, ensembles like the bi-directional gated recurrent unit-long short-term memory
(BiGRU-LSTM) model have demonstrated high precision (91.67%) and accuracy (92.67%) in threat
identification in IoT-based smart farming datasets [28]. Similarly, Gated Recurrent Units (GRUs)
achieve detection accuracies of up to 97.5% [11]. Deploying these models at the network edge
minimizes latency, allowing the system to automatically detect anomalies and enabling timely
intervention to prevent crop damage [29, 32].

Adaptive Security Policies

To secure communication among resource-constrained loT devices, the M-LSF incorporates
adaptive encryption mechanisms. Using deep Q-learning algorithms, the system can dynamically
select the most suitable type of encryption based on the detected risk, device energy levels, and
required time latency [31]. This context-aware approach results in significant resource optimization,
reducing energy and latency usage by approximately 18.7% and 26.0%, respectively, compared with
fixed encryption policies [33].

Farmer-Centric Governance Models

Farmer-centric models are critical for mitigating power imbalances in data ecosystems [30]. Data
Cooperatives enable farmers to pool their data, allowing them to negotiate terms of use collectively
with third parties. Data Trusts provide a mechanism in which a trusted third party or trustee manages
the data on behalf of the farmers (beneficiaries), ensuring strict compliance with defined governance
rules and enforcing against data misuse [30]. The adoption of these models fosters confidence and
shifts the information paradigm in favor of farmers [34].

Legal and Regulatory Requirements

This transition necessitates the development of clear legal frameworks that recognize farmer data
rights as fundamental [27]. India must implement robust data protection and sectoral regulatory
frameworks and promote the adoption of international standards [35]. These frameworks must legally
mandate transparency and accountability in the agricultural data ecosystem [27]. To ensure
transparency and trustworthiness in e-governance systems, the implementation of blockchain
platforms is emerging as a critical solution, mirroring its application in digital health infrastructure
initiatives in India [36].

Mechanisms for Trust, Enforcement, and Capacity Building

Structural governance changes are necessary to mitigate the operational risks stemming from low
farmer trust [22]. By granting farmers control and transparency, adoption rates and system viability are
directly enhanced [34].
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Enforcement and Data Separation

The governance structure must enforce the principle of strict separation between farmers’ data
streams to prevent unauthorized mixing or correlation of data across different sources [37]. In a Data
Trust model, an independent board ensures strict compliance and enforcement of established rules
[38]. For sensitive crop environment data, blockchain smart contracts ensure the integrity and
provenance (origin and history of use) of the data, resolving distrust in centralized data management
through transparent, immutable records [22].

Capacity Building

To ensure the successful implementation of user-centric data governance, investment is required in
training and capacity building aimed at both practitioners and farmers [34]. This addresses the
systemic issue of low digital literacy [6], empowering the farming community to meaningfully
participate in the governance of their data [34].

CONCLUSION AND FUTURE DIRECTIONS

1. Kerala’s digital agriculture environment necessitates an integrated security approach to address
the high-impact risks of compromised data integrity, digital exclusion, threats to farmer data
privacy, and inherent vulnerabilities resulting from centralized old systems.

2. The suggested multi-layered security framework (M-LSF) uses a hybrid approach to build
resilience. Technically, it uses high-accuracy edge-based AI/ML intrusion detection systems
(such as BiGRU-LSTM) and resource-efficient cryptographic constraints. To guarantee data
integrity and non-repudiation, it uses a distributed honeycomb architecture and blockchain
smart contracts. By requiring the creation of farmer data sovereignty and putting Data Trust
models into place to boost farmers’ confidence and maintain technological adoption, the M-
LSF institutionally changes the paradigm of data control.

Three strategic areas should be the focus of future research:

1. Creating standardized training programs for digital literacy adapted to Kerala’s unique linguistic
and technological context to successfully close the digital divide.

2. To maximize resource usage in the field, operational benchmarking of sophisticated AI/ML
security systems (such as BIGRU-LSTM ensembles) utilizes region-specific smart agricultural
traffic statistics.

3. Examining the legal and regulatory frameworks needed to formally create and uphold farmer
data rights and trusts within the larger Indian e-governance system.
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