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Abstract

Serverless edge computing is revolutionizing app development by creativity in infrastructure
management. However, traditional cloud-based serverless architectures can suffer from latency and
reliability issues when serving users at the edge of the network. While edge computing brings storage
and computing closer to data sources, upgrading performance and reducing network issues. This paper
explores the convergence of serverless edge computing, examining the opportunities and challenges
that arise from this integration. Delving into the technical challenges, such as cold start optimization,
security, and network connectivity, that must be addressed to effectively deploy serverless functions at
the edge. Along with that, exploring the potential benefits, including reduced latency, better reliability,
and enhanced privacy. By leveraging serverless functions at the edge, organizations can unlock new
possibilities for real-time applications, internet of things (1oT) devices, and autonomous systems. As
concluded, a proposal or a new methodology of calculating and distributing exam results of students to
their respective parents using serverless edge computing is made. The article also outlines future
research directions and best practices for building robust and efficient serverless edge applications.

Keywords: Serverless edge computing, serverless architecture, results distribution, cost-effective,
function as a service, hybrid cloud

INTRODUCTION
Combining the advantages of edge computing's low latency and high performance with serverless
computing's scalability and flexibility, serverless edge computing is a relatively new paradigm.

Serverless Computing

This cloud computing paradigm enables developers to create and execute applications without the
necessity of server management. It eliminates the need for infrastructure management, allowing
developers to concentrate on coding.

Edge Computing
This technology brings together data sources, computing power and better performance. It is
especially beneficial for applications necessitating real-time data processing and analysis.

In serverless edge computing, as there are
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e Enhanced Efficiency: Edge computing manages substantial data quantities and intricate
computations with greater efficacy, resulting in enhanced performance.

o Improved Scalability: Serverless functions may automatically adjust to accommodate fluctuating
workloads, guaranteeing optimal performance.

e Enhanced Security: Local data processing in serverless edge computing mitigates the danger of
data breaches and security vulnerabilities.

o Economical: The pay-per-use concept of serverless computing can diminish operational expenses.

Use Cases

o Internet of Things (10T): Processing data from loT devices in real-time to enable timely insights
and actions.
Autonomous Vehicles: Enabling quick decision-making based on real-time sensor data.
Augmented Reality/Virtual Reality (AR/VR): Providing immersive experiences with low latency.
Retail: Optimizing inventory management and personalized customer experiences.
Healthcare: Enabling remote patient monitoring and real-time data analysis.

Serverless edge computing remains a nascent technology, although it possesses the capacity to
transform the development and deployment of applications. As technology advances, we anticipate the
emergence of increasingly inventive and potent applications.

LITERATURE REVIEW

The review paper examines the potential of integrating serverless computing with edge computing to
mitigate latency in 10T applications. Latency, or delay, poses a significant challenge for 10T applications
requiring real-time reactions, such as autonomous vehicles and industrial automation.

Conventional cloud computing frequently results in elevated latency due to the necessity for data to
traverse extensive distances to a centralized data center. Serverless edge computing mitigates this issue
by relocating computation nearer to the data source, such as edge devices like smartphones or local
Servers.

This reduces the distance data has to travel, resulting in faster response times.
o Efficient bandwidth use: Processing data locally at the edge reduces the amount of data that needs
to be sent to the cloud, saving bandwidth and potentially cost [1].
e Better security and privacy: Keeping data processing local minimizes the risk of sensitive
information being exposed during transmission to the cloud.
e Scalability and resource efficiency: Serverless edge computing allows applications to scale easily
and use resources efficiently, even when 10T networks have fluctuating workloads.

The paper also discusses different ways to implement serverless edge computing, including fog
computing (a distributed computing architecture where resources are placed between the data source
and the cloud) and adapting cloud-native technologies for the edge [2].

Serverless solutions, such as AWS (Amazon Web Services) Lambda, Azure Functions, or Google
Cloud Functions, provide code execution without the necessity of server management.

Containerization technologies, including Docker and Kubernetes, facilitate the packaging and
deployment of software within portable containers.

Edge computing solutions, such as AWS Greengrass, Azure loT Edge, and Google Cloud loT Edge,
facilitate the management of applications at the edge.

10T communication protocols: MQTT (message queuing telemetry transport) and CoAP (constrained
application protocol) facilitate lightweight data sharing among devices.
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The paper concludes that serverless edge computing is a promising approach for building low-
latency loT applications and points to further research directions in areas like security, resource
management, and developing efficient deployment strategies. Also the framework of EduEdge App
for School Result Communication to parents via edge computing is proposed and will be significant
in the coming future [3].

Serverless Architecture

Serverless computing is a cloud computing approach in which the cloud provider autonomously
oversees the allocation and provisioning of servers. Figure 1 clearly shows that developers concentrate
exclusively on coding the application, without concern about the underlying infrastructure. Figure 1
also has numerous substantial points, though it enhances scalability by allocating resources solely as
required, enabling programs to manage fluctuating loads effectively is also taken care of. Moreover,
it augments developer productivity by eliminating the necessity for server management activities, like
capacity planning and server maintenance. Developers can focus on rapidly constructing and
deploying applications.

In a serverless architecture, programs are typically decomposed into microservices, each activated by
distinct events or triggers. This event-driven design facilitates swift scaling, enabling functions to be
conducted in reaction to specific events, hence enhancing user experience responsiveness. Furthermore,
organizations can get advantages from a pay-as-you-go pricing approach, resulting in cost reductions
by paying solely for the computing power utilized. Nonetheless, serverless computing has obstacles,
such as possible latency concerns and vendor lock-in. Serverless computing is an effective architectural
strategy that facilitates swift development and operational efficiency in cloud applications.

Edge Computing

Edge computing is a distributed computing model that positions computation and data storage closer
to the point of demand. This approach enhances speed by reducing latency and enabling faster data
processing. The growth of 10T devices is elevating the importance of edge computing, which facilitates
immediate processing at the device level rather than relying on centralized cloud servers. Figure 2
explains that local data processing significantly diminishes application latency in response to real-time
events, which is crucial for contexts such as autonomous vehicles, industrial automation, and smart cities.

Serverless
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Figure 1. Serverless architecture [4].
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Figure 2. Edge computing [5].

Furthermore, this diminishes the need and volume of data requiring transmission to centralized data
centers, hence mitigating bandwidth issues and reducing expenses related to data transfer. It improves
security and privacy by keeping sensitive data at its source rather than transmitting it over potentially
vulnerable networks.

Nonetheless, the implementation of edge computing may pose complications regarding management
and orchestration, particularly in environments with numerous devices. Edge computing enhances
conventional cloud architectures by facilitating prompt and effective data management in
geographically dispersed settings.

Serverless Edge Computing

The amalgamation of serverless computing and edge computing has the potential to revolutionize
application development and deployment across various industries. By merging these two concepts,
businesses may leverage the scalability and reduced administrative burdens of serverless architecture
while benefiting from the low-latency processing capabilities of edge computing. This connectivity is
particularly beneficial for 0T applications necessitating real-time data processing. Edge devices can
perform initial data processing tasks and thereafter invoke serverless services to execute more complex
computations or launch additional workflows in the cloud [6].

This hybrid methodology enables developers to sustain a highly responsive user experience while
optimizing resource use. Serverless frameworks placed at the edge enable applications to automatically
scale according to demand without manual intervention. Figure 3 architecture explains that operating
expenses might be reduced as organizations are charged solely for the computational resources utilized
during execution. Nonetheless, issues such data consistency, security within distributed architectures,
and the management of numerous environments must be resolved [7].

Overall, Figure 3 explains synergy between serverless and edge computing offers an innovative
pathway towards building resilient, efficient, and scalable applications that are responsive to users' heeds.

The 10T is revolutionizing various sectors, including education. While the integration of 10T in
schools offers numerous benefits, it also presents significant challenges. Below are some of the key
challenges associated with implementing loT in educational settings.
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Infrastructure Limitations

One of the most pressing challenges in 10T deployment in schools is the lack of adequate
infrastructure. Many schools, particularly in underfunded districts, struggle with outdated physical
facilities and insufficient technological resources [9]. This can involve:

e Network Connectivity: Reliable internet access is essential for 10T devices to function effectively.
Many schools may not have robust Wi-Fi networks or high-speed internet, limiting the potential
for 10T applications.

e Device Compatibility: Different devices may require varied infrastructures, and ensuring all
devices can operate cohesively can be challenging. Schools may need to invest in new hardware
or software, which can strain budgets.

Cost Constraints
Implementing 10T technology comes with significant upfront costs. Schools must consider both initial
investments and ongoing expenses, including:
e Device Procurement: High-quality sensors, smart boards, and other tools can be expensive.
Schools need to assess which devices provide the best value and functionality.
e Maintenance and Upgrades: Continuous updates and maintenance of loT systems require
additional funding and resources, which may be challenging for public schools with limited
budgets.

Data Security and Privacy
The collection and analysis of data generated by 10T devices raise significant concerns about security
and privacy:

e Data Breaches: Schools must protect sensitive information related to students, teachers, and staff
from cyber threats. With the increasing number of cyberattacks, ensuring data safety is
paramount.

e Compliance with Regulations: Schools must navigate a landscape of privacy laws, such as the
Family Educational Rights and Privacy Act (FERPA) in the United States, ensuring they comply
with regulations governing student data [10].

Interoperability Issues
The loT ecosystem comprises various devices from multiple manufacturers. Ensuring these devices
work seamlessly together can be a challenge:
e Standardization: The lack of universal standards can lead to compatibility issues, where devices
from different vendors fail to communicate effectively.
e Vendor Lock-in: Schools may find themselves dependent on specific vendors for solutions,
limiting flexibility and potentially raising costs.

Training and Professional Development
The successful implementation of 10T in schools heavily depends on the proficiency of educators and
staff:
o Skill Gaps: Many teachers may lack the necessary skills and knowledge to effectively use 10T
tools. Professional development programs are essential to bridge this gap.
o Ongoing Support: Even after initial training, continuous support is crucial as educators encounter
new devices and software. Schools must allocate resources for ongoing education [11].

Resistance to Change
Cultural and organizational resistance can impede the adoption of I0T technologies in schools:
e Fear of the Unknown: Some educators may be hesitant to embrace new technologies due to
perceived complexity or fear of failure.
e Traditional Teaching Methods: Many educators are accustomed to conventional teaching
practices. Resistance to changing pedagogical approaches can be a significant barrier to 0T
integration [12].
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Impact on Learning Outcomes
While 10T tools can enhance learning, there are concerns about their effectiveness:

e Variable Outcomes: Not all 10T technologies lead to improved educational outcomes. Schools
need to evaluate the efficacy of specific tools and their alignment with educational goals.

o Distraction Potential: With the presence of multiple connected devices, students may become
distracted, reducing the effectiveness of instructional time.

o Disparities Among Students: 10T implementation can exacerbate inequalities if some students
have access to advanced technology while others do not. Schools must ensure equitable access
to all students.

e Socioeconomic Barriers: Students from lower socioeconomic backgrounds may lack the
necessary devices or internet access at home, limiting the impact of 10T tools [13].

Scalability Issues
As schools grow or change, scalability becomes an essential concern:
e Expansion Challenges: Schools may face challenges in scaling their loT solutions to
accommaodate new devices or integrate with existing systems.
e Resource Allocation: Determining how to allocate resources for loT scaling can weigh heavily
on administrative decisions.

Vendor Management
Working with third-party vendors introduces additional complexities for schools:

o Reliability of Vendors: Schools need to choose reliable vendors that can provide consistent
service and support. The failure of a vendor to deliver on promises can disrupt the implementation
of 10T solutions.

o Contractual Challenges: Negotiating contracts can be complicated, especially when determining
long-term costs and exit strategies

PROPOSED METHODOLOGY OF EDUEDGE

The app EduEdge is built for a school in such a way that teachers can directly upload results via 10T
devices, and these results are instantly delivered to parents as they enter the school premises. The edge
devices in this setup include mobile phones, computer labs, Raspberry Pi devices, and similar
infrastructure.

To implement serverless edge computing in this design, the traditional edge layer, which usually
consists of infrastructural devices, can be replaced with a serverless architecture layer. This change
reduces infrastructure costs while providing additional benefits. By using serverless platforms like
AWS Lambda or Google Cloud Functions, tasks such as data preprocessing, result generation, and login
authentication can be shifted to a serverless architecture hosted in the cloud. This method is more cost-
effective, improves performance, and allows for effortless scalability.

EduEdge Framework (Figure 4) represents a unique application designed specifically to streamline
communication regarding students' results between schools and parents. By leveraging 10T devices,
teachers can directly upload results, which are then instantly delivered to parents as they enter the school
premises. This innovative approach utilizes a combination of edge devices, including mobile phones,
computer labs, Raspberry Pi devices, and other infrastructure, to enhance the educational experience
for both teachers and parents.

ALGORITHM
Figure 5 represents the proposed algorithm of the model.

<START>
<Create iOT network with iOT Devices, Computer labs>
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<Develop iOT App for mobile phones of parents>

<Create separate logins for Teachers, parents>

<Teachers Compile Data for results>

<Teachers Transfer Data to Cloud Infra>

<As per requirements, cloud infrastructure is used for calculations including ranking of students>
<Results are generated>

<Results are sent to Authentic Parents in vicinity>

<Meetings are held in school after this results dissemination>

<END>

WORKING METHODOLOGY
It is as follows:
e Step 1: Using serverless architecture, teachers of the school enter marks and generate results for
each student.
e Step 2: These results are then uploaded at cloud, then results processing takes place using
platform-as-a-service.
Step 3: Because of edge computing, these results are ready to be dispatched
Step 4: Incoming parents’ mobile devices are located and results are sent on specific date and
time.

The Role of Edge Devices

In the EduEdge setup, edge devices serve as crucial components that enable real-time data acquisition
and transmission. These devices collect results from teachers and facilitate immediate updates to
parents. For instance, a teacher can input grades into a mobile app on their device. This data is processed
through the local network and delivered to parents’ mobile devices as they arrive at the school.

Cloud Layer Cloud Layer

e Big Data Processing
o Data Warehousing

i Result Generation Wy (O Student Login & Result PDF Sent To |
: Authentication Authentication Parents i
! Edge Layer Date Pre- :
! Processing !
i e Data Processing & Reduction i
i » Data Caching & Buffering i
| o Data Communication Across EduEdge !
. Recipients J
. Device Layer [ ] .
i e Sensors And Controllers :
i oo E
i - o D D - i
! ==l m 1 =
i Teacher and Parent Computer Labs n i
\ Mobiles School /!

Figure 4. EduEdge framework.
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Figure 5. Proposed algorithm

The use of devices like mobile phones and Raspberry Pi enables schools to harness existing
technology while minimizing additional expenditure on new hardware. Moreover, these devices can
operate seamlessly in various environments, allowing for flexibility in how and where educational data
is accessed [14].

Benefits of Serverless Edge Computing Architecture

One of the most significant innovative aspects of implementing EduEdge is the transition from
traditional edge computing to a serverless architecture. This change introduces multiple advantages,
including cost reduction, enhanced performance, and scalability.

Cost Efficiency

A conventional edge computing approach typically necessitates substantial investment in physical
infrastructure, encompassing servers and network management tools. A serverless architecture enables
schools to forgo the necessity of dedicated infrastructure. By employing platforms like AWS Lambda
or Google Cloud Functions, educational institutions can significantly decrease initial capital
expenditures, opting for a pay-as-you-go model instead. This adaptability is especially advantageous
for educational institutions that may function under constrained resources [15].

Performance Enhancement

By leveraging serverless platforms, tasks such as data preprocessing, result generation, and user
authentication can be offloaded from edge devices to the cloud. This not only optimizes the processing
power at the edge but also allows more complex computations and data management functions to be
performed in a more powerful, centralized cloud environment. As a result, the overall responsiveness
of the EduEdge application improves significantly, leading to a better user experience for teachers and
parents alike [16].
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Moreover, these serverless solutions automatically scale according to load. When a large number of
parents enter the school premises simultaneously, the serverless architecture can handle these spikes in
demand without any need for manual intervention or resource allocation, maintaining smooth
operations and timely delivery of results.

Effortless Scalability

Scalability is a critical component for any educational institution looking to innovate. With serverless
architecture, EduEdge can effortlessly scale its operations. Whether it is adding new users, integrating
additional features, or accommodating a growing student body, the serverless model allows the
application to adapt to changing needs instantaneously.

Additionally, serverless computing allows for the integration of advanced technologies, such as
machine learning and big data analytics. Schools can analyze trends regarding student performance,
attendance, and other metrics without the overhead of managing infrastructure. This capability equips
educational administrators with data-driven insights to improve teaching methodologies and parental
engagement [17].

Ensuring Data Security and Privacy

The security and privacy of student data in the EduEdge application must be paramount. Serverless
architectures generally incorporate stringent security standards and compliance controls, including
encrypted data transmission and storage. Utilizing services from reputable cloud providers enables
educational institutions to enforce stringent authentication and authorization protocols, ensuring that
only authorized individuals can access critical data.

Furthermore, edge devices can incorporate local security protocols, including biometric
authentication on mobile devices. This establishes an extra layer of security prior to the data being
processed in the cloud [18].

Transforming Parental Engagement

The prompt provision of results to parents upon school entry is essential. This feature cultivates a
sense of community and engagement among parents, prompting them to actively participate in their
child's education. Instant access to academic outcomes facilitates prompt exchanges between parents
and teachers, fostering a cooperative approach to student development. By optimizing communication
via the EduEdge platform, educational institutions may foster enhanced relationships with families.
Parents can obtain real-time updates on grades, attendance, and behavioral reports, facilitating more
informed decision-making over their children's education [19].

The distinction between cloud and serverless architecture is rooted in their emphasis. Cloud
computing is mostly utilized for the storage, management, and processing of data via centralized
servers, whereas serverless architecture facilitates application hosting without necessitating attention to
infrastructure or server-side configurations. Edge computing, conversely, facilitates data processing
and other tasks in proximity to 10T devices, hence enabling rapid, real-time replies and alleviating
server congestion.

By integrating both technologies via serverless edge computing, EduEdge may leverage both
strategies. This integration mitigates numerous disadvantages, improves scalability, and guarantees
superior performance while providing a smooth experience [20].

IMPACT OF EDUEDGE APP

Primarily the EduEdge app is designed for teachers to use whole technological infrastructure as per
requirements and gain something out of the whole process of:

e Assembling data
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Handling it, and

Creating students results.

Sending it to authentic parents only
Face real issues amongst parents
Guide students and parents for future

For parents the following benefits exist:
o Get genuine, verified results
o On time results generation and distribution

For school administration, following points are noticeable:
o Effective data management
o Effective infrastructure management
e Secrecy of results and data

This app is bound to make positive changes in lives of parents, students, teachers and school
management personnel in big way.

CONCLUSION

The paper is a revision to existing knowledge of serverless computing and edge computing. Unique
initiative of disbursing results in PDF format before parent—teacher meeting is worth studying. It also
means that there will be discretion while sending the results and not publicly showing the extreme cases
as well. Parents will get lesser time to compare their wards results amongst each other.
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