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Abstract

In today ’s rapidly evolving digital landscape, deepfake technology stands as both a marvel and a threat
to privacy and security. Deepfakes, hyper-realistic synthetic media created using artificial intelligence
(Al), can deceive and manipulate on an unprecedented scale, from political propaganda to
compromising videos of public figures. This research navigates deepfake detection, focusing on two
advanced methodologies: the vision transformers (ViT) image classifier and the Meso4 method. The
ViT model utilizes convolutional neural networks (CNNs) for image analysis, while the Meso4 method
examines images at a mesoscopic level. These methodologies are evaluated for their effectiveness in
differentiating genuine content from altered media. Motivated by the threats posed by deepfakes to
individuals and society, this project evaluates the ViT model using the Open Forensics dataset and the
Meso4 model using a combination of self-generated content and the Face2Face dataset. The ViT model
achieved 99.9% accuracy within its dataset and 85% accuracy for subtly deceptive images. Conversely,
the Meso4 model showed a 60% accuracy and biases, particularly towards female subjects, likely due
to its training on adult content. To address privacy and security concerns, five additional features are
proposed: eye movement error detection, lip sync inconsistency, facial expression analysis, facial
texture inconsistency, and background inconsistency. These features enhance detection accuracy and
reliability and are integrated into a customized model, augmenting the ViT model’s strengths and
addressing its limitations. The proposed model improves accuracy and computation speed, making it
practical for real-world applications. This research highlights the urgency of advancing robust and
unbiased deepfake detection methods to safeguard privacy and security in an era where truth can be
easily manipulated.

Keywords: Deepfake detection, Meso4, ViT, eye movement, skin texture, facial expression, lip sync
INTRODUCTION

Deepfakes, crafted with advanced Al, wreak havoc on digital content, fueling misinformation,
privacy violations, and cybersecurity threats [1, 2].
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To address these concerns, this research delves into
image and video analysis [3]. We compared two
pre-trained models: Meso4 [4], which is a heatmap
model offering meticulous distortion detection but
lacking accuracy, and VIiT [5], which excels in
accuracy but struggles with video compatibility.
Recognizing these limitations, we propose a hybrid
approach that leverages ViT image processing for
individual video frames while addressing
computational concerns [6]. Furthermore, [7] we
introduce a novel model that analyzes five key facial
features: eye movement, skin texture, facial
expressions, background inconsistencies, and lip
sync [8]. Focusing solely on the face, this model
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extracts and compares these features across frames to enhance the detection accuracy and can be
combined with ViT for further image classification improvements. This study addresses existing model
limitations and enhances deepfake detection by exploring key facial features [9]. Analysis of various
fusion methods for the recognition of different facial parts and features in earlier works motivated
confidence in building this application for deepfake detection using multimodal fusion [10-15].

Challenges in deepfake detection persist, necessitating ongoing research efforts. We outline future
directions, including enhancing the robustness of the model against adversarial attacks, improving the
interpretability of detection results, and exploring novel detection techniques beyond facial analysis.
Collaborative efforts and open-source initiatives play a pivotal role in advancing research on deepfake
detection. We highlight the importance of knowledge sharing and collaborative platforms in
accelerating innovation and fostering community-driven solutions to combat evolving threats posed by
deepfake technology. It promotes responsible Al use by contributing to robust detection tools and public
awareness, empowering us to navigate the digital landscape with trust [16] and discernment in the face
of evolving deepfake technology [17].

Overall, this study contributes to the development of robust deepfake detection tools and promotes
public awareness of the ethical implications of synthetic media manipulation. By empowering
individuals to navigate the digital landscape with trust and discernment, we can mitigate the risks posed
by the proliferation of deepfake technology and uphold the integrity of digital content.

DETECTION MODELS

The Meso4 and ViT models are discussed here, which are used to analyze the deepfake outcomes.
The Meso4 deepfake detection network (Figure 1) [4] employs a cascading series of convolutional
layers, each followed by batch normalization to enhance the training stability and accuracy. Feature
extraction progresses through these layers, culminating in fully connected layers and dropout for robust
classification. Max pooling reduces dimensionality, whereas the final sigmoid activation outputs a
probability score for the input image to be a deepfake [18]. This concise architecture leverages the key
elements for effective deepfake detection.

In this study, the Meso4 model incorporates an innovative enhancement through the integration of a
threshold value derived from a heatmap, offering an enriched approach to image analysis and data
visualization [19]. The workflow of the model begins with the loading of an image, followed by the
conversion of the image into a NumPy array presented in matrix form for heatmap generation [20]. The
heatmap plays a pivotal role in determining the threshold value and is subsequently utilized to calculate
the confidence level. This threshold value is integral to the decision-making process employed in the
Meso4 model.

After initializing the model and loading the pre-trained weights, the image was preprocessed for
subsequent predictions. The model classifies an image as either genuine or manipulated. The fusion of
the heatmap with the model contributes to the discernment of the discriminative regions. It facilitates
the identification of crucial areas in an image, thereby improving the resistance of the model to
adversarial attacks [21].

Our investigation identified the Vision Transformer (ViT) as a promising architecture for deepfake
detection [22]. Notably, a ViT-based image classifier achieved over 99% accuracy on its training data
(70,000 real/fake images) but suffered from limited generalizability and high computational demands
[5]. The proposed machine-learning workflow addresses these challenges. The pipeline (Figure 2)
utilizes the PIL library for efficient data loading, followed by label mapping and dataset splitting for
robust evaluation. A pre-trained ViT model was integrated [23], with the input image size adjusted for
optimal performance. Image transformations enhance model robustness and collate functions streamline
batched data preparation. Leveraging the pre-trained weights facilitates faster convergence during
training. The model was trained and evaluated on a validation set and its practical application was
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demonstrated through real-time image predictions. The results are presented as interpretable scores and

labels to empower users with informed decision-making.
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DATASET DETAILS

This paper presents a comparative analysis of Meso4 and ViT image classifiers, followed by
enhancements of the ViT model. We employed meticulous dataset selection tailored to the requirements
of each model.

o Meso4:2,043 images (960 fake, 1,081 real) categorized by difficulty level for training, testing,
and validation.
ViT: More extensive dataset (190,305 images):
Testing: 5,492 fake, 5,413 real.
Training: 70,000 fake, 70,000 real.
Validation: 19,600 fake, 19,800 real.

For additional feature testing, we used the EfficientNetB4 dataset (Kaggle):
e Training: 3462 fake images, 700 real images, 3462 fake videos, and 700 real videos.
e Validation: 678 fake images, 136 real images, 678 fake videos, and 136 real videos.
e Testing: 790 image directories and 790 video files (all labeled CSV files).

These diverse datasets enabled robust training and evaluation of the image and video classification
capabilities of both models. The performance metrics were meticulously computed and compared, as
summarized in Table 1. This approach ensures a comprehensive and fair comparison by considering the
specific training data and testing conditions of each model.

While the results of both Meso4 and ViT can be displayed using text output, we added a heatmap
function to better visualize the output and obtain a greater understanding of the working of the models.
Meso4 (Figures 3 and 4) shows the heatmap and the affected areas, whereas ViT (Figures 5 and 6)
displays the output as a numerical value.

Table 1. Comparative study of findings from Meso and ViT models.

Metric Meso4 ViT

Model size Compact Large

Complexity Moderate Easy

Training time Fast Medium — Slow

Inference speed Faster Slower

Accuracy 60% (fluctuates as per dataset size) | >90% (reduces to >45 on unknown datasets)
Robustness Tasks-specific Generalizes well

Resource requirements | Less Higher

Transfer learning Good Strong

Availability Pre-trained models available Pre-trained models available

Figure 3. Meso4 outputs for fake image.
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Figure 4. Meso4 outputs for real image.

Figure 5. ViT output for the real image.

The accuracy of the Meso4 model started at 0.65 at the first epoch, and increased to 0.99 by the tenth
epoch, indicating that the model was learning and improving its predictions with each epoch. However,
the accuracy curve plateaus, indicating that the model was no longer significantly improved. After
several observations, it was found that the accuracy decreased because of saturation and overfitting.
This situation motivated us to further extend our investigation to deepfake detection.

PROPOSED MULTIMODAL FUSION

While meso4 offered video compatibility but lower accuracy than ViT, ViT excelled in accuracy (in
and outside the training data) yet lacked video capabilities. To address this, we propose a custom model
(Figure 7) that leverages ViT image processing for individual video frames but with significant
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computational limitations. To enhance deepfake detection research [7], suggest carrying with it a novel
model analysis and fusion of five key features [26, 10-15, 27] of a human face is proposed.

Eye movement error detection: Identifies inconsistencies in eye movement patterns.

Skin texture detection: Analyses skin irregularities potentially indicative of manipulation.
Facial expression detection: Examines facial movements for unnatural expressions.
Background inconsistencies detection: Compares background elements for coherence across

1.

2.
3.
4

frames.

Lip sync inconsistency: The alignment of speech with lip movements is measured for possible

mismatches.

Figure 6. VIiT output for the real image.
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Figure 9. Sample output of tested video.

This model focuses solely on the face within the video, extracting and comparing these features across
frames for a comprehensive analysis and enhanced detection accuracy [28]. It can also be combined
with ViT to enhance the image classification capabilities at the cost of computation power and time.
The proposed features are tested on various videos to analyze the efficiency of these outcomes for
identifying deepfakes. A few sample outputs from the proposed methodology are shown in Figures 8
and 9. Still, work on and analyze the features of videos with different time durations. More
investigations are yet to be verified and observed in detail to confirm the conclusions of this study.

CONCLUSION

This research spearheads a multi-pronged attack against deepfakes, recognizing the limitations of the
existing models. We forge a hybrid approach, harnessing Meso4’s real-time efficiency and
interpretability for quick responses while exploiting ViT’s superior accuracy and generalization for
diverse tasks. In addition, we introduce a custom facial feature model that dissects five key areas: eye
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movement, skin texture, facial expressions, background coherence, and lip sync. This model
meticulously analyzes facial regions across video frames, offering enhanced detection accuracy and
seamless integration with ViT for further image classification improvements.

Crucially, ethical considerations underpin our work. We advocate responsible use, regulatory
compliance, and content management practices to ensure responsible technological advancements. The
adaptability and scalability of the system empower it to combat real-time threats in data streams and
large content batches, making it valuable for various scenarios. Its seamless integration with social
media platforms allows for automatic identification and removal of deepfakes, thereby protecting the
credibility of online information. Furthermore, this research translates into the environmental realm,
where the system’s capabilities can be harnessed for environmental monitoring, ensuring the
authenticity of multimedia content, and identifying manipulated media in surveillance systems.

Looking ahead, the continuous refinement and adaptation of the detection system are paramount.
Collaboration and knowledge sharing with the community will be crucial for staying ahead of evolving
manipulation techniques and navigating the ever-shifting deepfake landscape. This research serves as a
testament to the power of collective effort in the fight against deepfakes, paving the way for a more
trustworthy and responsible digital future.
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