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Abstract

The Internet of Things (loT) landscape is expanding rapidly, connecting billions of devices across
diverse domains. This interconnectedness, while offering unprecedented convenience and efficiency,
also creates a fertile ground for security vulnerabilities. Among these threats, side-channel attacks
(SCAs) pose a significant risk, particularly targeting the cryptographic implementations that underpin
10T security. SCAs exploit information leaked from the physical execution of cryptographic algorithms,
such as power consumption, timing variations, and electromagnetic radiation, to reveal sensitive data
like secret keys. Protecting loT devices against SCAs is crucial, and one promising approach involves
incorporating countermeasures directly into the hardware design using hardware description
languages like Very High-Speed Integrated Circuit (VHSIC) Hardware Description Language (VHDL).
This article explores the role of VHDL programming in implementing SCA countermeasures within loT
security. 1oT devices often rely on cryptographic algorithms for authentication, encryption, and data
integrity. However, even mathematically sound cryptographic algorithms can be vulnerable to SCAs if
their implementation leaks information about their internal operations. For example, in a power
analysis attack, an attacker can monitor the power consumption of a device while it executes a
cryptographic algorithm. By analyzing the power consumption patterns, the attacker can deduce
information about the key bits being processed, ultimately compromising the security of the device.

Keywords: IoT, security, side-channel attack, VHDL programming, VHSIC Hardware Description
Language (VHDL)

INTRODUCTION

The Internet of Things (IoT) is revolutionizing various aspects of our lives, from smart homes to
industrial automation. However, this interconnectedness presents a significant security challenge. IoT
devices, which are often resource-constrained and deployed in vulnerable environments, are prime
targets for malicious actors. Among various attack vectors, side-channel attacks (SCAs) pose a
particularly subtle and potent threat. Owing to their
ability to derive sensitive information by analyzing
the physical characteristics of a device during
operation, SCAs can bypass traditional
cryptographic protections [1-10].
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hardware-level defenses are crucial, the types of
SCAs that threaten IoT devices, and how VHDL can
be leveraged to mitigate these vulnerabilities.

Software-based security solutions can be valuable
but are often insufficient for sophisticated SCAs.
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Attackers exploiting SCAs monitor power consumption, electromagnetic radiation, timing variations, or
acoustic emissions to deduce secret keys or algorithms. These signals are intrinsic to hardware
implementation and can be exploited without directly accessing software. Therefore, embedding
countermeasures directly into hardware design using VHDL is a vital security layer [11-20].

Several types of SCAs can compromise the security of [oT devices, as shown in Figure 1.

Power analysis attacks (PAAs): These attacks monitor the fluctuating power consumption of the
device to infer information about the operations being performed. Simple power analysis (SPA)
can reveal the basic algorithm structure, whereas differential power analysis (DPA) uses
statistical methods to correlate the power traces with secret keys.

Timing attacks: By analyzing the time it takes for cryptographic operations to be completed,
attackers can deduce information about the key being used. Variations in execution time based
on key values can be exploited in timing analysis.

Electromagnetic (EM) analysis: Similar to power analysis, EM attacks monitor the
electromagnetic radiation emitted by the device during operation. EM emanations can reveal
information about a device’s internal state and cryptographic processes.

Acoustic attacks: In cases, sound emissions from the device can also be used to deduce
information about the calculations being performed.

Power analysis

attacks (PAAS) Timing attacks

Types of SCAs

Electromagnetic
(EM) analysis

Acoustic attack

Figure 1. Types of side-channel attacks (SCAs).

VHDL allows designers to implement countermeasures at the hardware level, significantly increasing
the resilience of IoT devices to SCAs. Here, the VHDL can be employed:

Masking: This technique involves introducing random values (masks) to obscure the relationship
between the device operations and the secret key. VHDL can be used to implement masked
cryptographic algorithms, in which all sensitive variables are combined with random masks
before processing. These masks are later removed, ensuring the correct computation outcome but
obfuscating power consumption or other side-channel signals. Masking must be implemented
carefully to avoid leakage of the secret key.

Example of masking in VHDL
signal key masked : std_logic_vector(127 downto 0);
signal random_mask : std logic vector(127 downto 0);

process (clk, rst)
begin
if rst =1’ then
key masked <= (others => ‘0’);
elsif rising_edge(clk) then
-- Generate a new random mask
random_mask <= generate random_mask();

-- Mask the key
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key masked <= key XOR random_mask;
-- Perform operations on masked key

end if}
end process;

e Hiding: This approach aims to make the device operations appear constant regardless of the
actual calculations being performed. This involves the following techniques:

o Dual-rail logic: This uses two wires to represent each bit, with one wire being the true value
and the other being its complement. This ensures that the power consumption remains
constant, regardless of the data being processed. VHDL can be used to implement logic gates
and circuits.

o Constant power consumption circuits: Circuits that consume a constant amount of power,
regardless of the operations performed, can effectively hide information leakage.

o Dummy operations: Dummy operations are inserted to obfuscate the timing and power
consumption patterns.

o Algorithm-level countermeasures: Specific cryptographic algorithms are designed to be more
resistant to SCAs. Implementing these algorithms in VHDL can provide a strong defense against
attacks. Examples include:

o Threshold implementations: A variant of masking where data are split into multiple shares.
The number of shares required to reconstruct the original data was greater than the threshold,
thereby preventing information leakage.

o Boolean masking: Applying bitwise operations to secret data with random Booleans to
obscure the relationship between the underlying secret data and the resulting side-channel
leakage.

e  Randomization: Introducing randomness into the execution flow of cryptographic algorithms can
make it more difficult for attackers to correlate side-channel signals with the secret key. This can
involve randomizing the order of the operations or using random delays. VHDL can be used to
implement random number generators and control the timing of operations.

Implementing SCA countermeasures in VHDL presents several challenges:

e  Performance overhead: Countermeasures can significantly affect the performance of IoT
devices, which often have limited resources. Therefore, careful optimization is crucial.

o Complexity: Implementing sophisticated countermeasures can increase the complexity of the
VHDL code, making it more difficult to verify and maintain.

e Verification: Thoroughly verifying the effectiveness of countermeasures against SCAs requires
specialized tools and techniques, such as power analysis simulations and fault injection.

e (ost: The development and verification of SCA-resistant hardware can be expensive.

Side-channel attacks pose a serious threat to loT device security. Although software defenses play a
role, implementing countermeasures at the hardware level using VHDL is crucial for building robust
and secure systems. By employing techniques such as masking, hiding, and algorithm-level
countermeasures, developers can significantly reduce the vulnerability of IoT devices to SCAs.
However, it is important to acknowledge that implementing such countermeasures introduces
complexity and performance overhead and requires rigorous testing and validation. As the IoT
landscape continues to expand, the demand for secure hardware will only increase, placing more
emphasis on VHDL programming as a vital skill for ensuring the confidentiality and integrity of
sensitive data [21-31].

VHDL: A KEY TOOL IN FORTIFYING IoT SECURITY AGAINST SIDE-CHANNEL
ATTACKS

The IoT has exploded in recent years, connecting billions of devices, ranging from smart home
appliances to critical infrastructure. However, such interconnectedness presents a significant security
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challenge. One of the most insidious threats to IoT security is SCA, which exploits the physical
characteristics of a device during cryptographic operations to reveal sensitive information. Fortunately,
hardware description languages such as VHDL play a crucial role in developing and implementing
robust countermeasures against such attacks [32—43].

Unlike traditional cryptographic attacks, which target algorithms directly, SCAs focus on extracting
information leaked through measurable physical phenomena. These side channels can include the
following:

Power consumption: Variations in power consumption during cryptographic operations can
reveal information about processed data and key bits.

Timing analysis: Measuring the execution time of cryptographic operations can expose
dependencies on key values.

Electromagnetic radiation: Analyzing electromagnetic emanations can reveal correlations with
the data being processed.

Acoustic emissions: Sound generated during computation can, in some cases, reveal information
about the operations being executed.

These attacks are particularly potent against embedded and IoT devices, which often have limited
processing power and memory, thereby making software-based mitigation techniques inefficient.

VHDL is a powerful language used to describe and simulate digital electronic systems [44-54]. Its
ability to model hardware at a low level makes it uniquely suited to implementing SCA
countermeasures.

Precise control over hardware implementation: VHDL allows developers to fine-tune the
hardware implementation of cryptographic algorithms, thereby enabling the integration of
countermeasures directly into the design. This contrasts with software-based approaches, which
often lack the granularity needed to effectively mitigate SCAs.

Implementation of hardware-level countermeasures: VHDL provides the means to implement

various hardware-level countermeasures, including the following.

o Masking: This technique involves introducing random values (masks) during computations
to hide the correlation between the data and the side-channel signal. VHDL allows precise
control over the implementation of masking schemes, thereby ensuring their effectiveness.

o Hiding: Hiding techniques aim to make the side-channel signal constant and independent of
data. This can be achieved through techniques such as constant power consumption circuits,
which are effectively implemented using VHDL.

o Dual-rail logic: This technique encodes each bit with two wires representing both the true
and complement values. This helps to balance power consumption and reduce information
leakage. VHDL allows precise design and verification of dual-rail logic implementations.

o Randomized clocking: Introducing randomness in a clock signal can disrupt timing-based
attacks. VHDL allows the implementation of randomized clock generators and their
integration into a cryptographic core.

Simulation and verification: The VHDL allows for thorough simulation and verification of the

designed hardware. This is crucial for confirming the effectiveness of the countermeasures

implemented before deployment. Simulations can identify potential vulnerabilities and optimize
the design of SCA resistance.

Flexibility and portability: VHDL is a standardized language that makes it possible to port

designs across different hardware platforms and technologies. This flexibility is essential for [oT

devices that often have diverse hardware requirements.

Several real-world applications have demonstrated the effectiveness of VHDL in implementing SCA
countermeasures for IoT devices.

Secure bootloaders: VHDL can be used to develop secure bootloaders that incorporate SCA-
resistant cryptographic algorithms to authenticate firmware updates and prevent malicious code
from being injected into the device.
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e Hardware security modules (HSMs): VHDL can be used to design HSMs that protect sensitive
keys and perform cryptographic operations in a secure environment shielded from SCAs. These
HSMs are crucial for protecting communication and data at rest in the [oT devices.

o Lightweight cryptography: For resource-constrained loT devices, VHDL can be used to
implement lightweight cryptographic algorithms with built-in SCA countermeasures. These
algorithms are designed to be efficient and secure even when implemented with low-power
hardware.

Despite the advantages of VHDL, several challenges remain in the development of SCA-resistant [oT
devices.
o Complexity: Implementing effective SCA countermeasures can significantly increase the
complexity of hardware designs.
o Verification: Verifying the effectiveness of SCA countermeasures requires specialized tools and
expertise.
e Overhead: Countermeasures can introduce overhead in terms of the area, power, and
performance.

Future research should focus on developing automated tools and methodologies to design and verify
SCA-resistant hardware. This includes exploring new countermeasures, formal verification techniques,
and efficient hardware architecture [55-65].

Side-channel attacks pose a serious threat to IoT device security. The VHDL offers a powerful and
versatile tool for developing and implementing robust countermeasures at the hardware level. By
leveraging VHDL’s capabilities of VHDLSs, developers can create secure and resilient [oT devices that
can withstand the ever-evolving landscape of security threats. As IoT continues to grow, the role of
VHDL in ensuring the security of connected devices will become increasingly critical.

SHIELDING IoT: DESIGNING VHDL FOR SIDE-CHANNEL ATTACK RESISTANCE

The IoT promises a connected world, but this interconnectedness introduces significant security
vulnerabilities. Among the most insidious are SCAs, which exploit unintended information leaked from
the physical implementations of cryptographic algorithms. Measuring power consumption,
electromagnetic radiation, or timing variations during cryptographic operations can reveal secret keys,
even if the encryption algorithm itself is mathematically sound. This is particularly concerning resource-
constrained IoT devices, where optimizing performance and power often overshadows the security
considerations. This study delves into the design of VHDL programming for implementing side-channel
attack countermeasures in loT security. VHDL, a widely used hardware description language, offers
control over the precise hardware implementation of cryptographic algorithms, making it a crucial tool
for incorporating SCA protection [66—70].

Before diving into countermeasures, understanding the landscape of SCA threats in the IoT is

paramount. Common SCA techniques include the following.

o Simple power analysis: SPA directly observes power traces to distinguish between different
operations, such as multiplications and additions, revealing the algorithm’s execution flow and
potentially the key.

e Differential power analysis: Statistical analysis of power traces correlated with hypothetical key
bits to extract the secret key.

o FElectromagnetic analysis (EMA): Similar to power analysis, electromagnetic radiation
emanating from the device was utilized.

o Timing attacks: The time taken for cryptographic operations to complete is measured, exploiting
variations dependent on the key.

o Fault injection attacks: Faults are introduced into the system during cryptographic operations to
force specific errors that reveal information about the key.
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Figure 2. VHDL design for SCA.

IoT devices, which often operate in physically insecure environments, are prime targets for these
attacks. Their limited processing power, low-power requirements, and poor physical security make
them more vulnerable than traditional computing platforms.

The VHDL provides the granularity needed to implement SCA countermeasures at the hardware
level. By carefully controlling the hardware implementation, the leakage can be minimized or rendered
statistically insignificant. The key strategies for SCA resistance in VHDL design, as shown in Figure
2, include the following:

e  Masking: Randomly masks the intermediate values during cryptographic operations, effectively
decoupling power consumption from the data being processed. This requires the generation of
random numbers and masking operations within the VHDL code.

o VHDL implementation: VHDL’s ability to define and manipulate signals to XOR data with
a random mask before and after sensitive operations. Special care was required to ensure that
the mask was randomly and uniformly distributed.

signal masked data : std logic_vector(DATA WIDTH - 1 downto 0);
signal random_mask : std_logic_vector(DATA_WIDTH - 1 downto 0);

process(clk, rst)
begin
if rst = ‘1" then
-- Initialization
elsif rising_edge(clk) then
-- Generate a new random mask
random mask <= generate random mask(); -- Assuming a function
generate_random_mask is defined
-- Mask the data
masked data <= input_data XOR random_mask;
-- Perform operations on the masked data.
result <= perform_cryptographic_operation(masked data);
-- Unmasking results (if required)
output data <= result XOR random_mask;
end if;
end process;

e Hiding: To ensure that power consumption is independent of the processed data, all operations
take the same amount of time and consume the same amount of power, regardless of the input.
This involves techniques such as balancing operations, dual-rail logic, and inserting dummy
operations.

o VHDL implementation: Careful consideration of the hardware implementation of the
cryptographic algorithm. For example, use balanced logic gates, where the number of
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transitions is consistent regardless of the data input. VHDL can be used to meticulously
control gate-level implementations.
Example: Dummy operation for timing equalization
process(clk)
begin
if rising_edge(clk) then
if condition then
-- Perform actual computation
result <= operation_a(input_data);
else
Perform dummy operations with similar complexity.
result <= dummy_operation(input_data);
end if;
end if;
end process;

o Algorithmic countermeasures: Modifying the cryptographic algorithm to improve SCA
resistance. Examples include randomized execution and secure multiplication techniques.

o VHDL implementation: Requires a deep understanding of the cryptographic algorithm and
how to implement its SCA-resistant variant in hardware using VHDL. This might involve
complex state machines, custom arithmetic units, and careful control of the data flow.

o Hardware-software co-design: Optimizing the overall system and distributing tasks between
hardware and software to leverage the strengths of each platform. This could involve offloading
computationally intensive but less sensitive operations into the software while implementing
critical cryptographic functions with hardware-level SCA protections.

Implementing SCA countermeasures in VHDL is not without its challenges:

o [ncreased complexity: SCA-resistant designs are often more complex than their unprotected
counterparts, requiring more hardware resources and potentially impacting the performance and
power consumption.

o Verification and validation: Thorough testing and verification are crucial for ensuring the
effectiveness of countermeasures. This requires specialized tools and expertise in SCA analysis.
However, traditional functional verification alone is insufficient.

e Performance overhead: Countermeasures often introduce performance overhead, which must be
carefully balanced against security gains. This is particularly important for resource-constrained
IoT devices.

o [mplementation costs: The design, implementation, and testing of SCA-resistant hardware can
be costly and time-consuming.

Securing IoT devices against side-channel attacks is crucial to protect sensitive data and ensure the
integrity of the entire ecosystem. VHDL provides a powerful platform for implementing SCA
countermeasures at the hardware level. Through careful design and incorporating masking, hiding, and
algorithmic techniques, developers can significantly reduce the susceptibility of loT devices to SCA
attacks. However, a holistic approach that considers the trade-offs between security, performance, and
cost is essential for deploying effective and practical SCA protection in the real world. As the loT
landscape continues to evolve, investing in hardware security expertise and exploring advanced VHDL
design techniques is vital for building truly secure and trustworthy connected devices.

DISCUSSION

[oT is rapidly expanding, connecting billions of devices from smart thermostats to industrial sensors.
This interconnectedness brings immense convenience and efficiency but also introduces significant
security vulnerabilities. Among these, side-channel attacks pose a serious threat by exploiting
information leaked through a device’s physical characteristics during operation. Fortunately, VHDL
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programming offers a powerful tool for building robust countermeasures against such attacks at the
hardware level.

Traditional security relies on cryptographic algorithms. However, side-channel attacks bypass these
algorithms by analyzing the physical emanations from the device, such as

e Power consumption: Variations in power consumption during cryptographic operations can
reveal secret keys.

o FElectromagnetic radiation: Similar to power analysis, analyzing electromagnetic emanations can
expose sensitive information.

o Timing analysis: Measuring the time taken for specific operations can reveal data dependencies
and leak the key.

e Acoustic emissions: Sound waves emitted by a device can sometimes be correlated with internal
computations.

These attacks are often implemented using sophisticated statistical techniques and require physical
access to the device, making them particularly concerning in resource-constrained IoT environments,
where physical security is often lax.

VHDL is a powerful hardware description language used to model and design digital circuits. By
leveraging VHDL, developers can implement countermeasures directly within hardware, making them
significantly more resilient to side-channel attacks.

How VHDL Enables Side-Channel Attack Countermeasures
1. Masking

o  Concept: Random values (masks) are introduced during cryptographic operations to obscure
the correlation between the power consumption and actual data.

o VHDL implementation: VHDL allows precise control and manipulation of data paths.
Random number generators (RNGs) can be implemented in VHDL to generate masks. These
masks are then applied to sensitive data using bitwise operations, ensuring that the power
consumption is dependent on the mask rather than on the actual data.

2. Hiding
o Concept: Ensuring that power consumption is constant regardless of the data being
processed.

o VHDL implementation: Techniques such as dual-rail logic and clock gating can be
implemented in VHDL to equalize power consumption. The dual-rail logic encodes each bit
using two wires, one representing the true value and the other representing the complement.
This ensures constant switching activity and, therefore, constant power consumption. Clock
gating can be used to selectively disable parts of the circuit that are not currently in use,
reducing power consumption and making it less dependent on the processed data.

3. Balancing

o Concept: Circuits are designed where the transitions between logic states are balanced,
leading to a more uniform power consumption profile.

o VHDL implementation: Careful VHDL coding practices can minimize data-dependent
transitions. This involves optimizing the circuit design to reduce the correlation between data
values and signal transitions.

4. Timing Randomization

o Concept: Introducing random delays in the execution of cryptographic operations to disrupt
timing analysis attacks.

o VHDL implementation: VHDL allows the insertion of variable delays using techniques such
as inserting random numbers of pipeline stages. This makes it difficult for attackers to
precisely measure the execution times of specific operations.
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5. Hardware Tamper Detection

e Concept: Building mechanisms to detect physical tampering attempts on the device.

o VHDL implementation. VHDL can be used to incorporate sensors and detectors into
hardware design. These include sensors for voltage deviations, temperature changes, and
physical intrusions. If tampering is detected, the device can be configured to erase sensitive
data or even self-destruction.

Benefits of Hardware-Based Countermeasures
o [ncreased security: Hardware-based countermeasures are more difficult to bypass than software-
based ones.
e Performance efficiency: Countermeasures integrated directly into hardware can often be
implemented with minimal performance overhead.
e Reduced complexity. Offloading security tasks to hardware can simplify software development
and reduce the attack surface.

Challenges and Considerations

o Design complexity: Implementing robust side-channel attack countermeasures in VHDL is a
complex and challenging task. This requires a deep understanding of both the hardware design
and the nuances of side-channel attacks.

o Verification and validation: Thorough verification and validation are crucial to ensure that the
implemented countermeasures are effective and do not introduce new vulnerabilities.

o Cost overhead: Implementing side-channel attack countermeasures can increase the hardware
design cost.

e Resource constraints: In resource-constrained IoT devices, balancing security with power
consumption and performance is crucial.

As loT devices have become increasingly pervasive, the need for robust security solutions has
become more critical. VHDL programming offers a powerful approach for building secure hardware
that can withstand sophisticated side-channel attacks. As researchers continue to develop new side-
channel attack techniques, continuous innovation in VHDL-based countermeasures is essential for
maintaining the security and integrity of the IoT ecosystem. The future lies in developing more
sophisticated VHDL-based solutions that are adaptable, power-efficient, and capable of addressing the
evolving threat landscape.

By embracing VHDL and its capabilities, loT manufacturers can significantly enhance the security
of their devices and build a more trustworthy and resilient infrastructure.

CONCLUSION

VHDL programming is a valuable tool for implementing countermeasures against side-channel
attacks on IoT devices. By providing a means to design and verify hardware circuits at the digital level,
VHDL programming allows the implementation of robust and effective countermeasures against
various types of side-channel attacks. Moreover, VHDL programming can be used to develop and test
hardware designs before implementation, thereby ensuring that they are secure and efficient. As the
demand for secure [oT devices increases, the importance of utilizing VHDL programming to implement
countermeasures against side-channel attacks cannot be overstated. By incorporating VHDL
programming into hardware design and development processes, IoT device manufacturers can improve
the security and reliability of their products, earn consumers’ trust, and ensure their long-term success.
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