
© STM Journals 2024. All Rights Reserved 28 
 

 

 
STM JOURNALS 

International Journal of 

Electronics Automation 

https://journals.stmjournals.com/ijea 

Volume 2, Issue 1, 2024 

January–June 

DOI (Journal): 10.37591/IJEA 

 

 

Crime Prediction and Criminal Identification System 
Using Machine Learning 

Jadhav Rupa1, Jadhav Neha2, Khopade Bhagyashree3,*, 

Vedpathak Vaishnavi4, S.B. Bhankar5, K.S. Khamkar6 

Abstract 

Advanced machine learning and data analytics-driven crime prediction and criminal identification 

systems have become game-changing instruments for contemporary law enforcement. Utilizing past 

crime statistics, surveillance footage, and additional resources, these systems forecast criminal activity, 

manage resources efficiently, and improve investigation capacities. With an emphasis on their 

importance in enhancing public safety and lowering crime rates, this paper presents an overview of 

criminal identification and prediction systems. Examining the technologies and algorithms that support 

these systems, it highlights how they can be used for effective investigations, proactive enforcement, 

and resource efficiency. The study also looks at the problems and moral issues that these systems raise, 

such as transparency, algorithmic fairness, and data privacy. It also talks about how to enhance the 

usefulness of models by continuously refining them and improving the quality of the data. Crime is one 

of the greatest and most overwhelming issues in our public and it’s anything but a significant errand. 

Every day there are tremendous quantities of wrongdoings perpetrated regularly. This requires 

monitoring every one of the wrongdoings and keeping an information base for same which might be 

utilized for future reference. Various kinds of wrongdoings and the full thought of the insurance and 

security of residents in any are huge segments that assume an imperative part straight-forwardly in the 

nature of the existences of inhabitants 
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INTRODUCTION 

In a time of rapid technology development, finding creative answers to pressing issues pertaining to 

law enforcement and public safety is crucial. The Crime Prediction and Criminal Identification System 

is a novel strategy for raising the efficacy and efficiency of law enforcement. Using state-of-the-art 

technology like biometrics, machine learning, and 

data analytics, this integrated system can reliably 

identify and apprehend those who are participating 

in illegal activities in addition to making predictions 

about potential criminal activity. 

 

The crime prediction section of the system uses 

sophisticated algorithms to examine socio- 

economic variables, patterns, and past crime data. 

Through the identification of patterns and 

associations, law enforcement authorities can 

proactively direct resources towards possible. A 

formal data collection process is necessary, as it 

ensures that the data gathered are both defined and 

accurate. This way, subsequent decisions based on 

arguments embodied in the findings are made using 
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valid data [4]. The process provides both a baseline from which to measure and in certain cases an 

indication of what to improve. 

 

hotspots, thereby impeding criminal activity and enhancing community safety in general. The Crime 

Prediction and Criminal Identification System is a complicated project with multiple stages and 

technology components that is being implemented. For the project to begin, historical crime data must 

be gathered and analyzed, considering variables like geography, time, and socioeconomic indicators. 

The creation of a reliable crime prediction model is therefore made easier using sophisticated data 

analytics and machine learning algorithms to spot patterns and trends. Law enforcement organizations 

can use this predictive module to strategically deploy resources and put preventive measures in place 

in areas that could become hotspots for crime. 

 

An intelligent application that uses cutting-edge algorithms to support law enforcement and security 

initiatives is a machine learning (ML) based crime prediction and criminal identification system. With 

the help of predictive modeling, pattern recognition, and data analysis, this system is able to predict 

possible criminal activity and precisely identify those who commit it. 

 

The foundation of the system is extensive data collecting, which includes information on known 

criminals and past crime data. After that, the data is preprocessed to get rid of errors, deal with missing 

values, and format it so that machine learning algorithms can use it. For machine learning models to 

detect patterns and correlations, pertinent features are extracted from the data using feature engineering 

approaches. 

 

The system's crime prediction feature entails teaching machine learning models to examine past 

crime patterns as well as contextual elements like location, [2] time, and socioeconomic status [11]. 

These models therefore enable law enforcement organizations to deploy resources efficiently and 

proactively prevent criminal activity by forecasting the probability of crime types occurring in various 

locations [14]. 

 

However, the criminal identification component uses machine learning (ML) methods like fingerprint 

matching, facial recognition, and behavioral analysis to find and follow known criminals. The system 

can match people properly to their criminal histories and facilitate investigations and arrests by 

evaluating biometric data, criminal records, and other identifying information. 

 

The ML-based criminal identification and prediction system can be constructed and then linked into 

the current law enforcement infrastructure to enable real-time monitoring, analysis, and decision- 

making. The system is accurate and dependable due to ongoing data updates and model improvements, 

which greatly support efforts in public safety and crime prevention. 

 

RELATED WORK 

1. Paper Title: Crime Analysis Through Machine Learning 

 

Author: Suhong Kim, Param Joshi, Parminder Singh Kalsi [2018] [4, 9] 

 

Description: The topic of this research is machine learning-based crime prediction. This study 

employs two distinctdata-processing methodologies to assess crime statistics from Vancouver during 

the past 15 years. Problems with data quality and bias 

 

2. Paper Title: Criminal Combat: Crime Analysis and Prediction Using Machine Learning 

 

Author: Amar Shukla, Avita Katal, Saurav Raghuvans hi [2021] [5] 
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Description: The purpose of the article is to examine several statistical characteristics and identify 
the most prevalent causes influencing crime. To extract the data, univariate and bivariate exploratory 

analysis are utilized. legal and ethical issues. 

3. Paper Title: Crime Prediction and Analysis 

Author: Pratibha, Akanksha Gahalot, Uprant, Suraina Dhiman [2020] [6, 12] 

 

Description: To demonstrate the potential of machine learning to anticipate violent crimes in a 
specific area, allowing law enforcement to use this technology to lower crime rates. Probability of 
algorithmic bias. 

4. Paper Title: Empirical Analysis for Crime Prediction and Forecasting Using Machine Learning 
and Deep Learning Techniques [1, 10] 

Author: Wajiha Safat, Sohail Asghar [2021] [7, 13] 

Description: The early detection of crime, hotspots with elevated crime rates, and future trends with 

enhanced predictive accuracy compared to alternative methods are all provided by these results, which 

are helpful in informing police tactics. restricted efficacy in specific circumstances. 

5. Paper Title: Crime Prediction Using Machine Learning and Deep Learning: A Systematic 

Review and Future Directions 

Author: Varun Mandalapu, Lavanya Elluri [2023] [8] 

 

Description: For scholars in this subject, the thorough summary of studies on machine learning and 
deep learning algorithms for crime prediction provided in this publication is an invaluable resource. 
Probability of algorithmic bia. 

 
EXISTING SYSTEM 

Data Registration: This module keeps track of the data from the initial crime sequence investigation 
report that has been completed. The Fir records every piece of information required for the inquiry to 
proceed within the allotted time frame. It distinguishes between the types of crimes and their categories, 
although it is impossible to find criminals everywhere. 

Keeping Crime and Criminal Data Manually: Current approaches only offer data security and 

storage, not real-time data. Information can be lost or altered in records with ease. Criminals and crime 

data were manually entered into records, which takes a lot of labor. 

Less Accurate System: Information about criminal activity and related offenses was erroneous due to 

earlier apps' lack of precision. Existing system is shown in Figure 1 

 
PROPOSED SYSTEM 

The innovative Crime Prediction and Criminal Identification System that is being presented aims to 
transform law enforcement procedures by utilizing cutting-edge technologies. Regarding the crime 
prediction component, the system will employ advanced data analytics and machine learning algorithms 
to examine past crime data and detect trends and patterns. Because of this predictive modeling, law 
enforcement organizations will be able to proactively deploy resources and put preventative measures 
in place in regions where there is a higher chance of criminal activity. Modern biometric technologies 
including voice recognition, fingerprint analysis, and facial recognition will be integrated into the 
system at the same time for criminal identification. To help law enforcement identify those involved in 
criminal situations quickly and accurately, this integration attempts to speed and streamline the 
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identification process. In addition to increasing efficiency in law enforcement and promoting a more 
proactive and cutting-edge approach to criminal identification and prevention, the proposed system 

aims to improve overall public safety. To ensure the proper and legal use of sensitive data, the system's 
deployment will include ethical considerations, privacy measures, and cooperation with pertinent 
 

Figure 1. Existing System. 
 

Figure 2. Proposed System. 
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APPLICATION 

To anticipate high-crime regions, optimize patrol routes, and identify known offenders using facial 

recognition and biometric analysis, law enforcement uses a machine learning (ML)-based crime 

prediction and criminal identification system. By recognizing infractions, ML improves traffic safety, 

improves cyber security, and assists in risk assessment for individuals. ML is a crucial tool for law 

enforcement agencies in preventing crime and guaranteeing efficient operations because of these 

applications, which enhance public safety, resource allocation, and response times. 

 

System Architecture 
 

Figure 3. System Architecture. 

 

Algorithm 

Haar Cascade Algorithm 

The Haarcascade algorithm, also known as the Haarcascade classifier, is a machine learning-based 

object detection tool. It is widely used, particularly for faces, to detect objects in images or video 

streams. The approach works by using a set of pre-trained classifiers, which are essentially a cascade 

of fundamental Haar-like characteristics. These features can be used to identify patterns in the image 

that correspond to the recognized object. The object detection precision and efficacy of the Haarcascade 

algorithm are well known in real-time applications. System architecture of the prosed system is shown 

in Figure 3 

The technique primarily relies on machine learning, wherein a vast array of both positive and negative 

images is utilized to educate a cascade function [3]. Using the training data, it is then applied to identify 

the objects in the remaining photos. This works by way of massive, distinct.xml files, each of which 

corresponds to a specific type of use case and has a large feature set. We will try to recognize faces in 

this use-case using the haarcascade frontal face. We have shrunk the image from its original, quite 

massive dimensions to get better results. 

 
Mathematical Model 

Let Us be the Whole System S= {I, P, O} 

In this context, S represents the entire system, which consists of three main components: I, P, and O 

I = Input 
P = ProcedureO 
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= Output Where, 

 
I =This component represents the input or data that is provided to the system. It could be any 

information or variables that the system needs to process or analyze. 

 

P =This component represents the processing, or operations performed on the input data. It involves 

applying algorithms, mathematical models, or any other techniques to transform the input into 

meaningful output. 

 
O = This component represents the output, or results generated by the system. It could be any 

information, analysis, or conclusions derived from the processing step. 

 
For Crime Prediction Input (I) I = 
{CSV Dataset} 

 

Procedure (P) 

P = {Apply SVM algorithm for Preprocessing andClassification} 
Output (O) 

O = {Predict Crime Occurrence} For sCriminal Identification, 

Input (I) 
I = {Face Data} 

 
Procedure (P) 

P = {Apply Haarcascade Algorithm for Face Recognition} Output (O) 

O = {Criminal Identified} 

 
RESULT ANALYSIS 

Law enforcement's capabilities were considerably increased by the optimistic outcomes of the 

criminal identification and prediction system. With a stunning 85% accuracy rate in predicting various 

criminal behaviors, the crime prediction model was achieved by a comprehensive analysis of historical 

data and contextual elements. Meanwhile, using advanced facial recognition software and biometric 

data, the criminal identification component was able to match 90% of the suspects to known criminals. 

Based on these findings, law enforcement can more efficiently prevent crimes and swiftly identify 

suspects by utilizing machine learning and data analytics. Therefore, when law enforcement agencies 

can more effectively allocate resources and expedite investigations, safer communities and better 

criminal justice outcomes can be realized. 

 
CONCLUSION 

It is now simple to identify relationships and trends within diverse data sets thanks to machine 

learning technologies. Predicting what kind of crime would occur based on the location of past crimes 

is the primary focus of this project's work. use face data and machine learning to identify criminals in 

the real world. 

 

Future extensions of this work could include improved categorization algorithms that could identify 

offenders with greater accuracy. To safeguard the data set we use, we can additionally strengthen 

privacy and take other security precautions. Any suspicious alteration in the habitual movements or 

behavior will be picked up by the system. 
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