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Abstract 

In digital forensics, ensuring the secure storage of digital evidence is crucial. This paper introduces a 

new method that uses advanced encryption and key generation techniques to protect digital evidence 

throughout an investigation. Cloud forensics, a modern approach to digital forensics, aims to 

safeguard evidence from online hacking. However, storing all evidence in one central location can 

reduce its reliability. To address this, we propose a digital forensics architecture for cloud platforms, 

specifically infrastructure as a service (IaaS). In the DFA-AOKGE concept, a secure block 

verification mechanism (SBVM) is used to accomplish authentication. An enhanced equilibrium 

optimizer (EEO) model is used to generate secret keys, and a multikey homomorphic encryption 

(MHE) approach is used to guarantee data secrecy before cloud storage. The suggested DFA-

AOKGE method beats current state-of-the-art techniques on a number of performance parameters, 

according to experimental simulations. The DFA-AOKGE architecture is specifically designed to 

simplify and enhance the processes of digital evidence collection, storage, and protection while 

ensuring the preservation of evidence integrity and provenance throughout the forensic lifecycle. By 

maintaining a verifiable chain of custody and preventing unauthorized modifications, the architecture 

strengthens the trustworthiness and legal admissibility of digital evidence in cloud computing 

environments. This architecture is designed to make it easier to collect and protect digital evidence 

while maintaining its integrity and origin in cloud computing environments. Our approach, called 

DFA-AOKGE (Digital Forensic Architecture with Authentication and Optimal Key Generation 

Encryption), uses a decentralized system to distribute data across. For authentication, the DFA-

AOKGE model uses SBVM. It also generates secret keys using an EEO model. Data is encrypted 

using an MHE method and then stored on the cloud server. Simulations show that the DFA-AOKGE 

method outperforms other recent approaches in various performance measures. 
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INTRODUCTION 

In today's digital landscape, the security and 

integrity of digital evidence in cloud computing 

environments have become a critical challenge. 

Traditional centralized storage methods, though 

widely used, are increasingly vulnerable to cyber 

threats, including unauthorized access, data 

breaches, and manipulation [1]. These 

vulnerabilities compromise the reliability and 

admissibility of digital evidence in legal and 

investigative contexts. Cloud forensics has 

emerged as a modern extension of digital forensics, 

aiming to address these challenges by enabling the 

secure handling of evidence within cloud 

computing environments. However, many existing 
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cloud forensic solutions still depend on centralized evidence storage, which introduces single points 

of failure and limits scalability, reliability, and fault tolerance. Moreover, conventional encryption and 

key management mechanisms, although effective in protecting data confidentiality, often fail to meet 

the dynamic, scalable, and distributed requirements of cloud-based infrastructure as a service (IaaS) 

platform [2]. Numerous cloud forensic solutions now in use still rely on architectures for centralized 

evidence storage. Furthermore, a sizable portion of the cloud forensic systems that are already in use 

still depend on infrastructures for centralized evidence storage. Centralized architecture naturally 

introduces single points of failure that can significantly impair system availability, reliability, and 

resilience, even though they make administrative control, monitoring, and evidence management 

simpler [3]. Centralized storage systems are more susceptible to data loss, extended downtime, and 

illegal evidence modification in the event of cyberattacks, insider threats, hardware problems, or 

unplanned service interruptions (Figure 1). These flaws pose severe questions about the reliability and 

admissibility of digital evidence in judicial and investigative proceedings, in addition to endangering 

its availability and integrity. Centralized models create single points of failure by design, which can 

seriously impair system availability and reliability even though they make management and control 

easier. Centralized storage systems are particularly susceptible to data loss and extended downtime in 

the event of cyberattacks, hardware malfunctions, or service interruptions [4]. Additionally, as 

forensic data quantities rise, centralized methods become less effective at scaling, which restricts their 

use in expansive, dispersed cloud systems. These restrictions make it more difficult to offer 

continuous and safe access to digital evidence in dynamic cloud infrastructures and lower fault 

tolerance. The advancement of encryption techniques and secure key management has improved data 

protection, but existing methods often fail to address the scalability and dynamic requirements of 

cloud-based IaaS platforms [5]. We suggest a digital forensic design for cloud platforms, notably 

IaaS, to get over this restriction. The suggested architecture maintains the integrity and provenance of 

digital evidence in cloud computing settings while enabling effective evidence collection and safe 

storage. We propose a decentralized structure for data gathering and safe storage, which we call DFA-

AOKGE (Digital Forensic Architecture with Authentication and Optimal Key Generation Encryption) 

[6]. A robust storage model is needed to ensure secure collection, storage, and access control while 

maintaining data authenticity and confidentiality. This work proposes a secure storage model that 

integrates authentication mechanisms with optimal key generation based encryption techniques, 

aiming to enhance the overall security framework for digital evidence management in cloud 

environments. 

 

CONTRIBUTION 

This study focuses on transforming the way digital evidence is collected, stored, and authenticated 
in cloud environments. The key areas of focus include the following. 
 
Development of a Decentralized Architecture 

• Leverages distributed systems to prevent centralized vulnerabilities. 

• Ensures redundancy and resilience in case of node failure. 
 
Advanced Encryption Techniques 

• Multikey homomorphic encryption (MHE) is used to encrypt data such that computations can 
be performed on encrypted data, ensuring confidentiality. 

 
Optimized Key Management 

• Introducing the enhanced equilibrium optimizer (EEO) for dynamic and secure key generation, 
addressing weaknesses. 

 
Comprehensive Authentication 

• Implements a secure blockchain verification mechanism (SBVM) to verify the origin and 
integrity of each block of evidence. 
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Figure 1. Secure digital forensic evidence management workflow for admins and users 

 

Cloud-Specific Focus 

• Tailored to IaaS platforms, which represent a significant portion of enterprise cloud usage. 

 

Simulation and Benchmarking 

• Evaluate the system's effectiveness in handling real-world forensic challenges through simulations. 

 

This study addresses the gaps in current forensic systems, laying the foundation for future research 

in cloud forensics. 

 

LITERATURE SURVEY 

To improve the security of digital evidence in cloud computing settings, a cloud forensic 

framework has been developed that combines sophisticated encryption methods with extensive access 

control measures. In distributed and multi-tenant cloud infrastructures, the framework concentrates on 

tackling the main security issues related to gathering, storing, and handling forensic data. The strategy 

attempts to prevent unwanted access to sensitive forensic data while guaranteeing that only authorized 

and authenticated organizations can engage with the evidence during an investigation by combining 

encryption with stringent access control restrictions. The framework places a lot of focus on keeping 

the digital evidence's chain of custody trustworthy and verifiable. Maintaining the integrity of 

evidence becomes very difficult in cloud environments where data may be moved, replicated, or 

accessed across several virtualized resources on a dynamic basis [7]. To guarantee that every action 

taken on the evidence is accurately documented and verifiable, the framework emphasizes the 

necessity of secure logging, traceability, and accountability procedures. These steps are essential for 

maintaining the admissibility of digital evidence in court and legal procedures, as well as for building 

confidence in forensic conclusions. The framework also notes that one major worry with cloud-based 

forensic tools is the possibility of illegal data exposure and alteration. Cloud environments are more 

vulnerable to external cyberattacks and insider threats due to multi-tenancy, shared resources, and 
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remote access. The framework recommends the use of digital signature systems and cryptographic 

technologies like Public Key Infrastructure (PKI) to reduce these concerns. Digital signatures provide 

for data integrity verification and proof of origin confirmation, while PKI facilitates secure 

authentication, key distribution, and access verification [8]. 
 

Outlier and anomaly detection are crucial for improving the security of digital forensic systems, 

especially in cloud computing settings, according to recent studies. Finding unusual patterns of 

behavior that can lead to illegal attempts, data manipulation, or other harmful activity aimed at digital 

evidence requires the use of outlier detection tools. Detecting sophisticated or previously 

undiscovered attack patterns is typically a challenge for traditional rule-based security procedures in 

highly dynamic and distributed cloud infrastructures. Consequently, anomaly detection has become an 

essential part of enhancing proactive threat detection and forensic preparedness [9]. The use of 

machine learning techniques has been widely suggested as an effective approach for monitoring 

network traffic, system logs, and user activities in real time. Machine learning models can analyze 

large volumes of data generated within cloud environments to establish baseline behavior patterns and 

identify deviations that may signal potential security breaches. By continuously learning from 

historical and real-time data, these techniques can adapt to evolving threat landscapes and improve 

detection accuracy over time. This capability is particularly valuable in cloud-based systems, where 

workloads, user behavior, and resource configurations frequently change. The application of machine 

learning techniques has been extensively recommended as a successful method for real-time 

monitoring of user activity, system logs, and network traffic [10]. Large amounts of data produced in 

cloud environments can be analyzed by machine learning algorithms to create baseline behavior 

patterns and spot variations that might indicate possible security breaches. These methods can adjust 

to changing threat environments and gradually increase detection accuracy by continuously learning 

from both historical and real-time data. In cloud-based systems, where user behavior, workloads, and 

resource configurations are constantly changing, this functionality is very beneficial. Additionally, 

early detection of suspicious activity that can jeopardize the confidentiality and integrity of digital 

evidence is made possible by machine learning based anomaly detection. Unusual data transfer 

volumes, odd access frequency, or sudden shifts in storage habits, for instance, can be identified as 

possible signs of evidence manipulation or infiltration. By identifying these irregularities early on, 

forensic systems can start the right reaction processes, such as limiting access, isolating evidence, or 

creating alerts, reducing possible harm, and maintaining the accuracy of forensic data. These 

observations are in line with the suggested forensic model's incorporation of machine learning 

methods for security monitoring and anomaly identification in real time. The approach improves its 

capacity to protect digital evidence from internal threats as well as external attacks by integrating 

clever anomaly detection algorithms. In addition to enhancing overall system resilience, this proactive 

security technique helps to maintain a reliable chain of custody. As a result, in contemporary cloud-

based forensic investigations, the use of machine learning-driven anomaly detection greatly enhances 

the efficacy, dependability, and admissibility of digital evidence. 
 

A hybrid cryptographic approach that integrates symmetric and asymmetric encryption algorithms 

has been suggested to maximize their respective benefits and minimize their drawbacks. This 

integrated approach works especially well in settings such as cloud-based digital forensic systems, 

where massive amounts of sensitive data must be handled securely and effectively. This strategy seeks 

to strike a compromise between robust security guarantees and high performance by combining the 

two encryption paradigms. The minimal processing overhead and computational efficiency of 

symmetric encryption make it the preferred method for encrypting large amounts of data. Large 

datasets that are frequently encountered in forensic investigations can be handled with ease, thanks to 

algorithms such as the advanced encryption standard (AES), which allows for quick encryption and 

decryption processes. Symmetric encryption guarantees that digital evidence can be safely transferred 

and stored without materially affecting the scalability or performance of the system. This efficiency is 

particularly crucial in cloud systems, where forensic data volumes can grow quickly and necessitate 

real-time or near-real-time processing. However, symmetric encryption alone makes safe key 
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distribution and administration more difficult, especially in dispersed and multi-tenant cloud 

infrastructures. Asymmetric encryption methods are used to handle and safeguard cryptographic keys 

to overcome these difficulties. Public key based systems enable access control, authentication, and 

secure key exchange, eliminating the need for parties to directly exchange secret keys. The method 

adds an extra degree of security against key compromise and unwanted access by encrypting 

symmetric keys using asymmetric encryption. By guaranteeing that the keys required for decryption 

are safely stored even if encrypted data are intercepted, the combination of symmetric and asymmetric 

encryption improves overall system security. Authorized forensic investigators can securely share 

evidence and increase resistance to cryptographic attacks using this layered security paradigm. 

Furthermore, by providing strong access control, accountability, and non-repudiation procedures, 

hybrid encryption systems can improve adherence to security and regulatory requirements. Therefore, 

in contemporary cloud-based forensic systems, the combination of symmetric and asymmetric 

encryption offers a workable and efficient option for safe, scalable, and reliable digital evidence 

management in the cloud. 

 

METHODOLOGY 

User (Forensic Investigator) Modules 

Login 

• Ensures only authorized personnel can access the system, preventing unauthorized access. 

• Logs login times and user activity to maintain audit trails, supporting investigation integrity. 

 

Register 

• Collects key information for investigators to ensure proper identification and role assignment. 

• It determines permissions and ensures that only authorized users have access to relevant system 

modules and data. 

 

Upload Data 

• It maintains metadata, such as timestamps and source information, ensuring the traceability and 

authenticity of the evidence. 

• Files are categorized and tagged for easy retrieval, ensuring that no evidence is misplaced or 

overlooked. 

 

View and Collect Evidence 

• It provides investigators access to digital evidence for examination, ensuring that they can 

efficiently proceed with the analysis. 

• It facilitates the organization of evidence into case-specific files, aiding systematic and 

thorough investigations. 

 

View Evidence Status 

• Monitors the location and custody of evidence, ensuring that it is handled according to the 

protocol. It notifies investigators of delays or potential issues with evidence handling, ensuring 

timely action. 

 

Authenticate Evidence 

• It uses an SBVM to confirm the authenticity of the evidence and prevent tampering. 

• Ensures the evidence’s timeline is immutable and verifiable, supporting its legal admissibility. 

 

Access Encrypted Evidence 

• Provides investigators with tools to decrypt encrypted evidence while ensuring compliance with 

access policies. 

• Only authorized users can decrypt sensitive evidence, with an audit trail of who accessed it. 
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Generate Reports 

• Compiles evidence findings into comprehensive reports for legal or investigative review. 

• Tailor reports to different case requirements, ensuring flexibility and detail in final 

documentation. 

 

Logout 

• Securely logs out users to prevent unauthorized access after the investigation session is complete. 

• Ensures that all data and activities are properly ended, maintaining system integrity and 

protecting sensitive information. 

 

Admin Modules 

Login 

• Admins log into the system using their credentials. 

 

View Users 

• Admin views details of all registered users’ data. 

• It provides a comprehensive view of all registered users, including their roles, permissions, and 

activity logs, enabling administrators to manage system access effectively. 

 

Manage Evidence 

• Admins oversee the collection, encryption, and storage of digital evidence. 

• Admins can track the entire lifecycle of evidence, from collection to storage, to ensure proper 

handling and security. 

 

Monitor Encryption and Key Generation 

• The admins supervise encryption and key generation processes. 

• It ensures the proper generation, distribution, and storage of encryption keys, safeguarding 

sensitive data from compromise. 

 

Logout 

• Admins can log out of the system to secure their session and personal data. 

 

CONCLUSION 

In conclusion, the proposed Digital Forensic Architecture with Authentication and Optimal Key 

Generation Encryption (DFA-AOKGE) offers a significant advancement in digital forensic security 

by addressing the vulnerabilities inherent in traditional centralized storage systems. Through the use 

of decentralized data, an SBVM for authentication, and MHE for encryption, this architecture ensures 

the confidentiality, integrity, and authenticity of digital evidence throughout its lifecycle. By 

leveraging the EEO model for optimal key generation, the system enhances key management security, 

making it resilient to cyber threats and attacks. The architecture is specifically tailored for cloud 

forensics in an IaaS platform, providing scalable, reliable, and secure storage solutions for handling 

large volumes of evidence. Simulations demonstrate that DFA-AOKGE outperforms existing 

methods, offering improved security, performance, and reliability compared to existing methods. This 

approach represents a critical step forward in addressing the evolving challenges of cloud-based 

digital forensics, paving the way for more secure, efficient, and trustworthy forensic investigations in 

the digital age. Numerous cloud forensic solutions currently in use still rely on architecture for 

centralized evidence storage. Centralized models create single points of failure by design, which can 

seriously impair system availability and reliability, even though they make management and control 

easier. Centralized storage systems are particularly susceptible to data loss and extended downtime in 

the event of cyberattacks, hardware malfunctions, or service interruptions. Additionally, as the 

amount of forensic data increases, centralized methods become less effective at scaling, which 

restricts their use in expansive, dispersed cloud systems. These restrictions make it more difficult to 
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offer continuous and safe access to digital evidence in a dynamic cloud infrastructure and lower fault 

tolerance. By adopting such an architecture, organizations can ensure that digital evidence remains 

protected, authentic, and admissible in legal proceedings. 
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