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Abstract 

These days, video surveillance is quite vital. Technology has evolved considerably as machine learning, 

artificial intelligence, and deep learning become increasingly widespread. There are several algorithms 

that assist in identifying distinct kinds of suspicious behaviour from live footage by combining the 

techniques. A person's behaviour is the most unpredictable thing, and it can be quite challenging to 

determine whether it is normal or suspicious. Video surveillance is automated to address this. On CCTV 

cameras, it is currently not feasible to manually watch every incident. It is a waste of time to manually 

look for the identical occurrence in the recorded video, even if it has already occurred. An emerging 

area in automated video surveillance systems is the analysis of anomalous events in video.To identify 

questionable or odd behaviour in the academic setting and notify the relevant authorities if any 

suspicious conduct is found, a deep learning technique is employed. For surveillance purposes, a 

collection of still photos from a video is commonly employed. Each frame is divided into two halves. In 

the first phase, the features are computed from the video frames; in the second, the classifier uses the 

retrieved features to determine whether the class is normal or suspicious. 
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INTRODUCTION 

It has numerous uses in intelligent video surveillance, real-world human behaviour recognition, and 

shopping behaviour analysis. There are many uses for video surveillance, particularly in indoor and 

outdoor environments. Being vigilant is essential to maintaining security. For reasons of safety and 

security, security cameras are becoming a commonplace feature in modern life. One of the main goals 

of Digital India, the Government of India's development programme, is e-governance. Video 

surveillance is still included in it. Effective surveillance, reduced labour costs, cost-effective 

surveillance capabilities, adoption of new security trends, etc. are some benefits of video surveillance. 

Humans are now in charge of tracking [1]. 

 

People may easily become overwhelmed by the 

volume of video data we are working with, and 

manual intervention will inevitably lead to 

mistakes. It has a significant impact on the system's 

efficiency. Video surveillance is automated to 

address this. On CCTV cameras, it is currently not 

feasible to manually watch every incident. It is a 

waste of time to manually look for the identical 

occurrence in the recorded video, even if it has 

already occurred. An emerging area in automated 

video surveillance systems is the analysis of 

anomalous events in video. In video surveillance 
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systems, human behaviour detection is an automated method for quickly identifying suspicious object 

action. Airports, train stations, banks, workplaces, exam rooms, and so forth. Several efficient 

techniques, including machine learning, deep learning, and artificial intelligence's use of video 

surveillance, can be used to automatically identify human behaviour in public areas. 

 

Computers can think more like humans thanks to artificial intelligence. Predicting future data and 

learning from training data is a key aspect of machine learning. Deep learning is employed because 

huge databases and GPU (Graphics Processing Unit) processors are available today. Public safety and 

security will be guaranteed by the integration of video surveillance and computer vision technologies. 

The following processes are included in computer vision techniques: data fusion from multiple cameras, 

tracking, motion detection, classification of moving objects, understanding, and interpreting behaviour, 

and environment modelling. The process of extracting features from several video sequences using this 

method is labour intensive. Sorting techniques: supervised and unsupervised. While unsupervised 

classification is entirely computer-driven and does not involve human participation, supervised 

classification makes use of manually defined training data [2–6]. 

 

LITERATURE SURVEY  

Food goods must be profiled in real time to determine their shelf life, quality, and freshness along 

the supply chain. This work presents the use of thin film coated sensor tags that are compatible with 

electronic article surveillance (EAS) and produced on a porous substrate for volatile profiling. Different 

amounts of volatile vapours are injected into an enclosed chamber containing the thin film coated tag 

and a reference tag that is not coated. To distinguish distinct volatile concentrations, the frequency shift 

between the reference tags and the sensor is observed. The tags are made on a flexible, porous substrate 

that allows capillary condensation to cause surface adsorption. The tags' wireless and adaptable design 

makes it simple to integrate them with current packaging technologies for real-time food supply chain 

monitoring [7]. 

 

Since one of our fundamental requirements is safety, we require a security system that can deter 

crime. We frequently employ surveillance footage to observe the surroundings and actions of people in 

a certain area. Nevertheless, surveillance footage is limited to capturing still photos or moving images 

without any other data. Therefore, to obtain more information like human position and movement, we 

need more sophisticated cameras. The information was extracted from security camera footage by this 

research using an algorithm for human detection and tracking. A highly well-liked area of artificial 

intelligence called deep learning convolutional neural networks serves as the foundation for the human 

detection framework. Channel and spatial correlation filter are employed by tracking algorithms to 

follow observed humans. As an extra piece of data, this system will produce, and export tracked 

movement on video. This tracked movement can be examined in more detail for future investigations 

into issues with surveillance cameras. 

 

Block Diagram Mall television systems could be utilised to track customers' purchasing habits. 

Features such as the relationship with the shopping area, the head's position, the direction and speed of 

walking, and pauses that are thought to be related to the shopper's interest can be retrieved from the 

tracked journey [8]. After detecting interest, the following stage is to analyse the consumer's (non-

verbal) behaviour to determine whether the shopper appreciates the focused products positively or 

negatively. The system's ultimate objective is to evaluate sales prospects by determining whether a 

client need assistance. 

 

In this work, we outline our approach to creating such a system, which includes creating models of 

shopping behaviour, evaluating related aspects, and examining underlying technologies. We recorded 

in our shop lab to collaborate our observations. Next, we go into the tracking technology that was 

employed and the outcomes of the trials [9]. 

MOTIVATION 



 

International Journal of Satellite Remote Sensing 

Volume 1, Issue 1 

 

 

© STM Journals 2023. All Rights Reserved 25  
 

In recent times, video surveillance has become very complex in nature. With the advancement in 

technology, it has become more troublesome to analyze human actions and other object behaviors for 

analyzing patterns for threat detection and prevention of any kind of suspicious activities. 

 

 

METHODS 

Architecture 

Data Cleaning: Data cleaning is the process of sanitizing the information gathered from the website. 

Checking the circumstances and frequency is the first step. System architecture model is shown in 

Figure 1. The message may consist of a single word or an n-gram. The quote's letters should all be 

condensed into a single letter, like lowercase or lowercase. 

 

 
     Figure 1. System architecture model. 

 

Initially, we take the frames out of the input and feed them to Deep Neural Convolutional Networks, 

which feed them to the training model. The training phase includes the complete process of receiving 

input and extracting features. Testing video is fed through the trained model once the training phase is 

complete, and the input sample is classified as either suspicious or typical activity. The trained model 

will warn the relevant authorities if it notices questionable activity so they may act quickly and prevent 

unintended effects [10]. Login and Registration can be done as shown in Figures 3 and 4. 

 

RESULT AND ANALYSIS 

Almost everyone in the modern world understands the value of CCTV footage, however most of the 

time, these recordings are utilized for investigative purposes following a crime or occurrence. Project’s 

Landing page is shown in Figure 2. One advantage of the suggested model is that it deters crime before 

it occurs. The CCTV footage captured in real time is being monitored and examined. 

 

The analysis conclusion is a directive to the appropriate authority to take appropriate action should 

the conclusion suggest that an undesirable incidence will occur. Thus, we can put an end to this. 

 

APPLICATIONS 

Because deep learning, a subset of machine learning, offers great accuracy in object recognition and 

activity detection, it has completely changed the video surveillance industry. The following are some 

uses of deep learning for identifying questionable behaviour in surveillance footage: 

1. Object Detection: Deep learning algorithms can be used to recognise suspicious activities by 
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identifying items in surveillance footage, such as people, cars, and weapons. 

2. Activity Recognition: Deep learning models can identify odd or suspicious behaviours as well as 

human movements like walking, running, and leaping. 

3. Anomaly Detection: Deep learning algorithms can identify odd or anomalous behaviour, such as 

lingering in a prohibited area or going somewhere they shouldn’t. 

4. Facial Recognition: Using deep learning techniques, facial recognition software can recognise 

people in surveillance videos and compare their information to a database of suspected criminals. 

5. Predictive Analytics: By analysing vast volumes of surveillance data, deep learning models can 

forecast the locations and times of suspicious activities, enabling the taking of preventative 

action. 

6. Real-Time notifications: When suspicious activity is discovered, deep learning algorithms can 

deliver real-time notifications that enable prompt action and the avertance of criminal activity. 

 

 
Figure 2. Project’s Landing Page. 

 

 
Figure 3. Login Window Page. 
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Figure 4. Registration Window Page. 

 

CONCLUSION 

Almost everyone in the modern world understands the value of CCTV footage, however most of the 
time, these recordings are utilised for investigative purposes following a crime or occurrence. One 
advantage of the suggested model is that it deters crime before it occurs. The CCTV footage captured 
in real time is being monitored and examined. 

 
The analysis conclusion is a directive to the appropriate authority to take appropriate action should 

the conclusion suggest that an undesirable incidence will occur. Thus, we can put an end to this.The 
suggested method can also be used to anticipate more suspicious behaviour in public or private settings, 
despite some of its drawbacks. Any situation where training should be provided with suspicious activity 
appropriate for that scenario can use the model. 
 
Future Works 

This approach can be used in various future works for the detection of suspicious activities from 
surveillance films as deep learning continues to advance. The following are some possible study topics: 

1. Enhanced Object Recognition: Deep learning methods like convolutional neural networks 
(CNNs) and object identification algorithms can be used to increase the accuracy of object 
recognition algorithms. 

2. Multi-Modal Analysis: The accuracy of detecting suspicious activity can be increased by 
integrating data from several sources, including text, audio, and video. 

3. Better anomaly detection: Deep learning models can be trained to identify more intricate and 
subtle anomalies in video material, like aberrant facial expressions or odd gait patterns. 

4. Human-in-the-Loop: By adding human input to the deep learning system, it is possible to increase 
accuracy and decrease false positives, which in turn can aid in the more accurate identification 
of suspicious activity. 

5. Real-Time Adaptation: Develop deep learning models that are capable of learning and changing 
on the fly. For instance, these models should be able to identify anomalous behaviour in people 
in real-time, even in the absence of prior knowledge. 

6. Adversarial Attacks: To avoid false positives or false negatives in the detection of suspicious 
activity, it can be crucial to build models that are resistant to adversarial attacks. 
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