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Abstract

With the use of facial recognition technology, someone's identity can be confirmed or identified. Real-
time or picture-based facial recognition technology can be used to identify individuals. One of the most
important elements in the field of biometric security is facial recognition. The technology is mostly used
in the fields of law enforcement and defence, while interest in other fields is growing. To recognize the
face, numerous technologies and algorithms were developed and used. In this paper, we will study two
algorithms that are CNN and SVM for detecting face and analysis the best algorithm between the two.
This work is organized into sections: an introduction, a face detection methods section, face detection
using algorithms, and a result and conclusion section.
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INTRODUCTION

A digital photo or video frame may contain a person's face that can be compared to a database of
faces using technology called a facial recognition system. This kind of equipment finds and measures
facial features from a picture, usually in the context of confirming users' identities through ID
verification services. Although it doesn't take much for people to identify faces, facial identification is
a difficult pattern recognition challenge in computing. Based on a two-dimensional image, facial
recognition systems try to identify a human face, which is three-dimensional and changes appearance
with lighting and facial emotion. Four steps are taken by facial recognition systems in order to complete
this computational task. Face detection is utilised first in order to extract the face from the backdrop of
the image. The segmented face picture is aligned in the second phase to take into consideration the size
of the image, the facial attitude, and photography characteristics like grayscale and illumination. In the
third stage, known as facial feature extraction, the alignment technique serves to facilitate the precise
localization of facial features [4].
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Applications of Facial Detections

¢ Medical attention: Al and computer vision are coupled to track patient medication consumption
and assist with pain management methods.

o Safety: Deep learning algorithms are contributing to improved anti-spoofing capabilities, fraud
detection, and a decrease in the requirement for frequent passwords on mobile devices.

e Airport Boarding: Airports have started implementing "smart gates," which combine liveliness
and facial recognition technology, to expedite processes.

e Proctoring: Using webcam surveillance, certain proctor services employ Al technologies to
identify and record questionable behavior. The occurrences can then be contextualized and
analyzed by live proctors [7].

HOW TO DETECT FACE
Face Detection can be done at three levels as specified (Figure 1):

Detection

When computer vision is enabled, faces in photos with one or more human faces can be recognised
and identified individually by facial recognition software. Face profiles and face data can be detected
by it. Computer vision enables machines to quickly and efficiently identify persons, locations, and
objects in photos with accuracy on par with or higher than that of humans. Computer vision extracts
meaningful information from picture input through classification, analysis, processing, and
comprehension using cutting-edge artificial intelligence (Al) technologies [8].

Analysis

The facial recognition system reads the shape and geometry of the face as it analyses it. In addition
to more, it finds significant facial traits for face recognition. The face print, also known as landmarks,
is a sequence of numbers or dots created by the system from face recognition data. Each person's face
is as distinct as their fingerprint. There are additional applications for this facial recognition data, such
as digital face reconstruction [9].

Standard face datasets offer annotations of 68 x and y coordinates that represent an individual's most
notable facial traits. One popular open source library that can identify these landmarks in a picture is
called Dlib [10, 11]. The landmarks of a sample image is shown Figure 2.

Recognition

By comparing the faces of two or more photographs and determining the likelihood of a face match,
face recognition technology may recognise an individual. For instance, it can confirm that the face
displayed in an image taken with an electronic device's camera is the same as the face displayed in an
official government photo, like an aadhar card or driver's licence or voter id [13-17].

Detection

Recognition

Figure 1. Levels of face detection.
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Figure 2. Landmark of a face [2].

o7

Fully
Connected
Pooling_",.---"' o RN Output

Convolution

Input

\ L )

Feature Extraction Classification

Figure 3. Architecture of CNN [12].

ALGORITHMS FOR FACE DETECTION
In this study of face detection two algorithms were used they are CNN and SVM.

CNN

One kind of deep learning algorithm created especially for image processing and recognition
applications is the convolutional neural network (CNN). Since CNNs are able to learn hierarchical
representations of features from raw images that are input, they require less setup than traditional
classification methods. With the help of convolutional layers—which use filters to identify local
patterns—they are excellent at determining the relative relevance of different objects and attributes
inside the images. The visual cortex in the human brain, where neurons react to particular areas or
receptive fields in the visual environment, serves as an inspiration for the connection pattern in CNNs
[18-20]. CNNs are able to recognize spatial relationships and patterns in images thanks to this
architecture. Multiple convolutional and pooling layers are stacked to enable CNNs to learn more
complicated features with high accuracy (Figure 3) [1].

SVM

Regression and classification are two applications of Support Vector Machine (SVM), a supervised
machine learning method. Still, classification problems are the best situations to use regression
problems. The SVM method's primary goal is to identify the best hyperplane in an N-dimensional space
for dividing data points into various feature space classes [21,22]. The hyperplane seeks to maintain as
large a buffer as it can between the nearest points belonging to various classes. How many features there
are determines the hyperplane's dimension. The hyperplane may be conceptualized as a line when input
characteristics are restricted to two (Figure 4). The hyperplane transforms into a 2-D plane upon input
of three attributes [3].
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Figure 4. Architecture of SVM [15].
DATASET AND EXPERIMENTAL SETTINGS
In this study between the two algorithms CNN and SVM Kaggle dataset was used specifically:

1. ORL Datasets: There are 400 pictures from 40 different subjects in the ORL Database of Faces.
Depending on the illumination, subjects' facial emotions (open or closed eyes, smiling or not
smiling), and face details (glasses or not) were captured at different periods for some people.
Each picture featured a uniformly dark background and featured persons standing straight ahead,
allowing for slight deviation to either side [23]. Each image has 256 grey levels per pixel and is
92 by 112 pixels. The dataset can be found with the help of this link:
https://www.kaggle.com/datasets/kasikrit/att-database-of-faces [15].

2. LFW Datasets: a collection of face photos intended for research on the issue of unrestricted face
identification. The data collection encompasses around 13,000 photos of faces that were collected
from the internet. Each person's face in the photo has their name inscribed on it. In the data set,
1680 individuals have two or more unique photographs. These faces are only limited by the fact
that the Viola-Jones face detector identified them. The dataset can be downloaded from this link:
https://www.kaggle.com/datasets/atulanandjha/lfwpeople [37].

We have employed SVM and CNN in python and the dataset can include undesired information and
noise. We may prevent this by using Dimensionality Reduction strategies, which assist us in reducing
the dataset's complexity and taking into account just relevant information rather than unimportant
information we are using the PCA (Principal Component Analysis) [24-30].

Basic Procedure for face detection involves various steps:
Firstly dataset is loaded then face selection and preprocessing is done. After this algorithm is selected
for the evaluations and validations. After this model is trained and tested (Figure 5).

RESULT AND CONCLUSION
Both the model has been trained and tested for the datasets with 150 epchos. While training the model
with CNN and SVM the accuracy rate is as follow Table 1:

From the above comparison of the two algorithms, we find that the SVM model gave better accuracy
rate compared to CNN [31-37].

Table 1. Comparison table for face detection.
S.N. | Algorithm Used | Accuracy Rate

1 CNN 65%
2 SVM 83%
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Figure 5. Procedure for face detection [1].
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