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Abstract 

Mobile healthcare technologies generate sensitive information through electronic health records, 

smartphones, wearable sensors, medical imaging systems, and remote monitoring platforms. These 

distributed data sources can improve disease prediction, continuous monitoring, clinical decision 

support, and personalized healthcare, but centralized collection creates substantial privacy, security, 

interoperability, and data-governance concerns. Federated learning (FL) provides a distributed 

machine learning paradigm in which participating healthcare institutions and personal devices 

collaboratively train models while retaining raw data at their original locations. This paper presents a 

focused review of FL for privacy-preserving mobile healthcare, emphasizing system architecture, 

learning mechanisms, healthcare applications, privacy protection, security threats, and deployment 

challenges. The discussion covers electronic health records, medical imaging, wearable sensing, 

remote patient monitoring, and multimodal healthcare. Federated Averaging (FedAvg), differential 

privacy, secure aggregation, homomorphic encryption, and trusted execution environments are 

examined as important components of privacy-aware FL systems. Recent research from 2024–2026 

indicates a shift from proof-of-concept experiments toward multimodal learning, resource-aware 

architectures, secure Internet of Medical Things (IoMT) integration, and clinically oriented evaluation. 

The review also identifies persistent limitations involving non-IID data, device heterogeneity, 

communication overhead, model poisoning, privacy leakage, interoperability, fairness, explainability, 

and clinical validation. Based on these observations, the paper outlines research directions centered 

on adaptive aggregation, efficient edge training, personalized models, multimodal federation, robust 

security, standardized evaluation, and real-world clinical deployment. 
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INTRODUCTION 

Healthcare artificial intelligence increasingly depends on data generated outside a single clinical 

institution. Hospitals maintain electronic health records (EHRs), diagnostic centers produce medical 

images, laboratories maintain test results, and patients generate continuous physiological information 

through smartphones and wearable devices. 

Remote monitoring platforms further extend this 

ecosystem by collecting data from patients in 

homes and community settings. These sources 

provide opportunities for machine learning models 

to identify disease patterns, predict clinical events, 

and support personalized interventions. 

 

The difficulty is that healthcare data are not 

ordinary machine learning datasets. Medical 

information can reveal diagnoses, medications, 

physiological characteristics, genetic information, 

or behavioral patterns. In addition, healthcare 
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organizations operate under institutional policies, ethical requirements, and legal frameworks that 

restrict how patient information can be transferred and reused. Consequently, combining data from 

multiple organizations through a conventional centralized repository can be technically and 

administratively difficult [1]. 

 

Federated learning (FL) addresses this problem by changing where model training occurs. Instead of 

sending raw data to a central server, participating clients train a shared model locally and transmit 

selected model information to an aggregation mechanism. The central system then combines the 

contributions and distributes an updated model for another training round [2]. The original FedAvg 

work demonstrated that decentralized training could operate effectively despite unbalanced and non-

IID data and highlighted communication as a major constraint in distributed learning [2]. 

 

The healthcare relevance of FL has grown considerably. A systematic review published in 2024 

analyzed 612 healthcare FL publications and found that most studies remained proof-of-concept 

experiments, with only a small proportion reporting real-life applications [3]. This observation is 

important because strong experimental accuracy alone does not establish that an FL system is ready for 

clinical use. 

 

Recent work has expanded the scope of FL beyond conventional hospital-to-hospital collaboration. 

Digital healthcare surveys now cover Internet of Medical Things (IoMT) devices, wearable systems, 

communication efficiency, privacy protection, energy consumption, and model heterogeneity [4, 5]. 

Medical imaging has become another major research area because images are difficult to centralize 

across institutions, while multicenter training can improve the diversity of training data [6, 7]. More 

recent research has also moved toward multimodal healthcare systems combining imaging, EHRs, 

wearable information, and clinical decision support applications [8]. 

 
Therefore, the objective of this study is not simply to describe FL as a privacy-preserving alternative 

to centralized machine learning. Instead, this study examines FL as a distributed healthcare 
infrastructure in which learning, privacy, communication, device capability, security, and clinical 
requirements must operate together. The review addresses five questions: 

1. How can FL architecture be adapted to mobile healthcare? 
2. What role do aggregation and optimization methods play in decentralized training? 
3. Which privacy and security mechanisms are appropriate for healthcare FL? 
4. Which healthcare applications benefit from decentralized learning? 
5. What technical and clinical barriers must be resolved for practical deployment? 

 
The remainder of this paper develops these questions through an architecture-oriented discussion 

rather than a simple application catalogue. 
 
FEDERATED MOBILE HEALTHCARE ARCHITECTURE 

Distributed Healthcare Learning Environment 

A mobile healthcare FL system generally contains three functional layers: data-producing clients, an 
orchestration layer, and healthcare AI services (Figure 1). 
 

The client layer contains hospitals, clinics, smartphones, wearable devices, imaging systems, and 

IoMT equipment. Data remains at these locations. The orchestration layer manages model distribution, 

client selection, aggregation, security controls, and training rounds. The service layer contains the 

resulting models and healthcare applications. 

 

This separation is useful because the data owner and model coordinator do not necessarily need to be 

the same entity. A hospital can maintain control of its clinical database while participating in a 

multicenter learning process. Similarly, a patient's wearable device can locally process sensor 

information without transmitting the complete time series to a remote server. 
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Figure 1. Layered architecture of privacy-preserving federated learning for mobile healthcare [9]. 

 

Architecture Illustrates an Important Principle 

Raw healthcare data and model collaboration are separated. This separation reduces direct data 

movement but does not eliminate privacy risks, because model parameters and updates can contain 

information about local training data [5, 10]. 

 
Local Training and Global Aggregation 

The basic FL cycle begins when the coordinating server distributes a global model to selected clients. 
Each client performs local optimization using its own data. The locally trained parameters are returned 
to the aggregation process, after which a new global model is generated. 
 

The standard Federated Averaging formulation is: 

𝑊𝑡+1 =∑
𝑛𝑘
𝑁

𝐾

𝑘=1

𝑊𝑡+1
𝑘  

Where, 

𝑁 =∑𝑛𝑘

𝐾

𝑘=1

 

Here, Wt+1 is the global model at round t+1, Wk
t+1 is the locally trained model from client k, nk is the 

number of local training samples at client k, and K represents the number of participating clients. 
 

The coefficient 

𝑛𝑘
𝑁

 

determines the relative contribution of client k. Thus, the standard FedAvg mechanism gives greater 
weight to clients containing more training samples [2]. 
 

However, in healthcare, sample count is not always an adequate indicator of contribution. A hospital 
with a smaller dataset may contain rare diseases or underrepresented patient populations. Similarly, a 
wearable device may provide fewer samples than a hospital but may contain high-frequency 
longitudinal information. Consequently, sample-weighted aggregation can produce undesirable effects 
when healthcare distributions are highly heterogeneous [3, 5]. 
 

This motivates adaptive aggregation methods that consider client reliability, distributional 
differences, model quality, fairness, and computational capability. 
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DATA AND SYSTEM HETEROGENEITY 
Healthcare FL differs from many conventional distributed learning environments because 

heterogeneity exists simultaneously at the data, device, network, and institutional levels. 
 
Statistical Heterogeneity 

Patients do not generate identically distributed data. A cardiology hospital, pediatric clinic, oncology 
center, and general hospital may have very different patient populations. Even within a single 
institution, patients differ in age, disease status, medication, lifestyle, and treatment response. 
 

This non-IID structure can cause local models to move in different directions during training. 
Therefore, a global model may converge more slowly or provide uneven performance across sites [2, 3]. 
 
Device Heterogeneity 

Mobile healthcare introduces substantial hardware variations. A hospital server may have high-
performance graphics processing units (GPUs), whereas a wearable sensor may have limited processing 
capability and battery capacity. 
 

A practical FL system should therefore avoid assuming that every client can perform the same 
number of local training operations. Client selection and adaptive local computation can be used to 
accommodate resource differences. 
 
Network Heterogeneity 

Communication conditions also vary. Hospital networks may provide reliable high-bandwidth 
connections, whereas wearable devices may depend on intermittent wireless connectivity. 
 

Because FL requires repeated communication rounds, network conditions can determine the total 
training time and energy consumption. The original FedAvg study identified communication as a central 
constraint in federated training [2]. 
 
Institutional Heterogeneity 

Healthcare institutions may use different EHR schemas, terminology systems, imaging protocols, 
data preprocessing pipelines, and clinical workflows. Even if two institutions use the same machine 
learning model, their input data may not have identical meaning or structure. 
 

Recent research on EHR harmonization identifies differences in healthcare data representation as a 
major obstacle to multi-partner FL [11]. 
 
PRIVACY AND SECURITY MECHANISMS 

Keeping patient records locally is an important privacy measure; however, FL should not be 
described as inherently private. The transmitted model updates may reveal information about local 
datasets, and malicious participants can attempt to manipulate the training process. 
 
Differential Privacy 

Differential privacy (DP) provides a mathematical framework for limiting the influence of an 
individual record on the released result. In machine learning, noise can be added to gradients or model 
updates to reduce the possibility of reconstructing sensitive information [12]. 
 

The privacy parameter is commonly represented by ϵ. Lower values of ϵ generally correspond to 
stronger privacy guarantees, although the precise privacy-utility relationship depends on the mechanism 
and composition of multiple training steps. 
 

In healthcare, DP must therefore be evaluated together with predictive performance. Excessive noise 
can reduce diagnostic or monitoring accuracy, whereas weak privacy protection may not adequately 
address the threat model. 
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Secure Aggregation 

Secure aggregation allows a server to obtain an aggregate of client updates without directly seeing 
each individual update. Bonawitz et al. developed a practical protocol designed for high-dimensional 
user-held data and demonstrated its relevance to FL [13]. 
 

This mechanism is particularly useful in healthcare because an institution should not necessarily have 
access to the detailed updates generated by another institution or patient device. 
 
Homomorphic Encryption 

Homomorphic encryption allows computations to be performed on encrypted information. In FL, it 
can protect model information during the selected stages of aggregation. 
 

Its principal limitation is its computational cost. Healthcare FL involving large neural networks and 
resource-constrained mobile devices must therefore consider whether the additional encryption 
overhead is justified by the required security level. 
 
Trusted Execution Environments 

Trusted execution environments provide hardware-supported protected regions for sensitive 
computations. They can be used to protect aggregation or model-processing operations from 
unauthorized access. 
 

TEE-based approaches can reduce dependence on computationally expensive cryptographic 
operations in some architectures; however, they introduce reliance on trusted hardware and 
implementation assumptions [5]. 
 
Hybrid Privacy Protection 

Recent systematic reviews have shown increasing interest in combining DP, secure multiparty 
computation, homomorphic encryption, TEEs, zero-knowledge mechanisms, and blockchain-based 
controls [5, 10]. 
 

The appropriate combination depends on the application. A wearable monitoring system may 
prioritize energy efficiency and secure aggregation, whereas a multi-hospital imaging system may 
justify more computationally intensive protection. 
 
HEALTHCARE APPLICATIONS 
Electronic Health Records 

EHRs contain structured and unstructured information, including diagnoses, laboratory results, 
medications, clinical observations, and demographic information. FL allows several institutions to train 
predictive models while retaining their original records locally (Figure 2). 
 

Possible applications include: 
• disease-risk prediction; 
• readmission prediction; 
• patient deterioration detection; 
• treatment-outcome prediction; and 
• clinical decision support. 

 
The main difficulty is that EHRs are not standardized automatically across organizations. Data 

harmonization and common representations are necessary before meaningful collaborative learning can 
occur [11]. 
 
Medical Imaging 

CT, X-ray, ultrasound, pathology, and other images contain sensitive patient information and may be 
difficult to transfer across institutions. 
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Figure 2. Federated workflow for medical imaging [7]. 
 

FL allows hospitals to train common segmentation, classification, or detection models while retaining 

the original images at each site [6, 7]. 

 

Recent medical imaging reviews have identified several persistent problems, including scanner 

variation, acquisition differences, non-IID data, privacy leakage, and limited external clinical validation 

[6, 7]. 

 

Wearable and Smartphone Monitoring 

Wearables provide continuous physiological and behavioral measurements. Smartphones can collect 

activity, mobility, and application-derived health information. 

 

An FL system can train models for activity recognition, sleep monitoring, cardiovascular monitoring, 

or abnormal-event detection without transferring the complete sensor stream. 

 

Recent work has specifically addressed wearable health devices by combining FL with encrypted 

aggregation to reduce the exposure of sensitive sensor data while addressing communication  

overhead [14]. 

 

However, wearable systems require careful energy management. Frequent model updates can 

consume battery power and wireless bandwidth. Therefore, client participation should be selective 

rather than continuous. 

 

Remote Patient Monitoring 

Remote patient monitoring extends healthcare beyond hospitals. Patients can transmit measurements 

from connected devices while receiving continuous or periodic model-based assessments. 

 

FL can allow models to learn across many patients without requiring their complete monitoring 

histories to be centralized. Recent IoMT research has explored federated frameworks for decentralized 

patient monitoring and data fusion [15, 9]. 

 

The major practical issue is reliability. A remote device may become disconnected, produce noisy 

measurements, or operate with limited computational capacity. Therefore, FL systems require 

mechanisms for incomplete participation and unreliable clients. 
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Multimodal Healthcare 
Healthcare decisions increasingly depend on multiple information sources. A single patient may have 

EHR information, medical images, laboratory results, wearable measurements, and clinical notes. 
Multimodal FL attempts to learn from these heterogeneous modalities without centralizing all 
underlying data. Recent reviews have identified multimodal healthcare FL as an emerging area covering 
biomedical imaging, EHRs, wearables, and clinical decision support [8, 16]. 
 

However, multimodal FL is more complicated than single-modality learning. Different institutions 
may possess different combinations of modalities. One hospital may have imaging and EHR data, while 
another may have EHR and wearable data but no imaging. Future systems must therefore handle 
missing modalities and asynchronous information. 
 
COMPARATIVE ANALYSIS OF APPLICATION AREAS 

The comparison demonstrates that the privacy problem is shared across applications, but the 
engineering constraints are different. Consequently, healthcare FL should be designed around the 
characteristics of the target application rather than treated as a single standardized technology (Table 1). 
 
SECURITY THREATS AND MITIGATION 

Model Inference 
Attackers may attempt to infer information from transmitted updates. Even when raw data remain 

local, model parameters can contain statistical information about the underlying records. 
 

Secure aggregation and DP can reduce this risk, although neither mechanism should be considered 
universally sufficient. 
 
Model Poisoning 

A malicious client can send manipulated updates to influence the global model. In healthcare, this 
creates a particularly important safety concern because an attacker can attempt to alter a diagnostic 
model. 
 

Robust aggregation, client authentication, anomaly detection, and update validation are possible 
mitigation strategies [5, 10, 17]. 
 
Membership Inference 

Membership inference attempts to determine whether a particular patient's information was included 
in the model training. Such attacks are especially relevant when rare medical conditions are involved. 
Privacy mechanisms should therefore be selected according to the sensitivity of the application and the 
anticipated adversary. 
 
Communication Attacks 

Healthcare FL also requires protection during communication. Authentication, encryption, access 
control, secure channels, and appropriate key management are required to prevent unauthorized 
modification or interception of updates. 

 

Table 1. Federated learning applications in mobile healthcare. 

Application Primary data Typical objective Main technical issue 

EHR analytics Clinical records Risk and outcome prediction Data harmonization 

Medical imaging CT, MRI, X-ray, pathology Detection and segmentation Site variability 

Wearables Physiological signals Continuous monitoring Energy consumption 

Smartphones Activity and behavioral data Personalization Device heterogeneity 

Remote monitoring Time-series measurements Early warning Connectivity 

Multimodal systems EHR, images, sensors Integrated prediction Missing modalities 

Source: Synthesized from [3–8, 14, 15]. 
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Table 2. Key performance dimensions for mobile healthcare FL. 

Dimension Measurement examples Importance 

Predictive performance Accuracy, F1-score, AUROC, sensitivity, specificity Clinical usefulness 

Communication Bytes transferred, rounds, bandwidth Mobile scalability 

Computation Training time, FLOPs, memory Device feasibility 

Energy Battery consumption, energy per round Wearable deployment 

Privacy Privacy budget, attack success rate Data protection 

Robustness Poisoning tolerance, failure tolerance System security 

Fairness Subgroup/site performance Equitable performance 

Generalization External-site performance Clinical reliability 

Source: Consolidated from [3–5, 7, 10]. 

 

PERFORMANCE AND RESOURCE CONSIDERATIONS 

Privacy alone cannot determine whether a healthcare FL system is useful. A practical system must 

balance several dimensions. 

 

A study reporting only predictive accuracy therefore provides an incomplete assessment of an FL 

system. For mobile healthcare, communication, energy, privacy, and cross-site generalization should 

be reported alongside conventional machine learning metrics (Table 2). 

 

INTEROPERABILITY AND CLINICAL DEPLOYMENT 

One of the most important differences between an experimental FL system and a deployable 

healthcare system is interoperability. 

 

Two hospitals may store the same clinical concept using different terminology or coding systems. 

Imaging systems may use different acquisition protocols. Wearables may sample physiological signals 

at different frequencies. These differences can prevent direct federation, even when the institutions 

agree to collaborate. 

 

Data harmonization is therefore an important prerequisite [11]. The solution does not necessarily 

require complete centralization. Instead, common schemas, standardized metadata, compatible 

preprocessing procedures, and agreed-upon outcome definitions can be implemented locally. 

 

Clinical deployment introduces additional requirements. A model should be evaluated using data 

from institutions that were not involved in its development. This provides evidence of generalization. 

A 2024 systematic review of healthcare FL found that real-world deployment remained limited 

compared with proof-of-concept research [3]. 

 

This gap remains important in 2026. Recent reviews continue to identify reproducibility, clinical 

validation, interoperability, and scalability as unresolved issues [5, 6, 8]. 

 

COMPARISON OF PRIVACY MECHANISMS 

A hybrid design is often more realistic than relying on a single technique. For example, secure 

aggregation can hide individual updates from the server, whereas DP can reduce information leakage 

from the aggregate model (Table 3). 

 

RESEARCH DIRECTIONS 

Adaptive Client Selection 

Future systems can consider data diversity, battery level, network conditions, previous contribution, 

and reliability instead of selecting clients solely according to availability. This can reduce unnecessary 

communication while preserving representative participation [17, 16]. 
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Table 3. Privacy-preserving methods for healthcare federated learning. 

Method Protection mechanism Strength Limitation 

Differential Privacy Adds controlled noise Formal privacy framework Accuracy/privacy trade-off 

Secure Aggregation Hides individual updates Protects client contributions Protocol overhead 

Homomorphic 

Encryption 

Computation on encrypted 

values 

Strong confidentiality High computation cost 

TEE Hardware-isolated processing Efficient protected execution Hardware dependency 

SMPC Joint secure computation No single party receives complete 

input 

Communication complexity 

Blockchain Distributed audit trail Traceability Scalability overhead 

Source: Synthesized from [5, 10, 13]. 

 

Personalized Federated Learning 

A single global model may not be equally appropriate for all patients. Personalized FL can maintain 
a shared representation while adapting selected model components locally. 

 
This direction is particularly relevant to mobile healthcare because individual health conditions and 

behavioral patterns can vary substantially. 
 

Communication-Efficient Learning 

Communication remains a fundamental limitation of FL [2]. Future mobile systems can combine 

model compression, quantization, update sparsification, asynchronous participation, and adaptive 
communication intervals. 

 
Robust and Trustworthy Aggregation 

Aggregation algorithms should distinguish malicious updates from legitimate updates generated by 
naturally different healthcare populations. This is challenging because an unusual update is not 

necessarily an attack. 
 

Future research should therefore combine robust statistics with contextual information about clients. 

 
Multimodal Federation 

Multimodal FL is likely to become increasingly important as healthcare systems integrate images, 
EHRs, sensors, and clinical information [8]. Research is needed for missing-modality scenarios, 

modality-specific privacy, and efficient cross-modal representation learning. 
 

Explainability 

Clinical users require understandable explanations for model predictions. Explainable FL should 

therefore provide useful information about model behavior without exposing patient information. 
 

Standardized Benchmarks 

The field needs standardized evaluation protocols. Studies should report not only accuracy but also 

privacy, communication, computation, energy, robustness, fairness, and external-site performance. 
 

Clinical Validation 

The transition from laboratory experiments to real clinical environments should become a central 

research objective. Multi-institutional prospective studies can provide stronger evidence than single-

dataset simulations [9]. 
 

PROPOSED REFERENCE WORKFLOW 

Based on the reviewed literature, a practical mobile healthcare FL workflow can be organized into 

seven stages: 
1. Local data preparation: Each institution or device preprocesses its healthcare data locally. 
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2. Model initialization: A baseline model is distributed to selected participants. 
3. Local training: Participants perform a predefined number of training epochs. 
4. Privacy protection: Updates are clipped, encrypted, noised, or otherwise protected according to 

the threat model. 
5. Secure aggregation: Protected updates are combined without unnecessarily exposing individual 

contributions. 
6. Global evaluation: The updated model was evaluated using appropriate local and external 

validation procedures. 
7. Controlled redistribution: The new model is distributed to the next set of participants. 

 
This workflow emphasizes that FL is not simply a replacement for centralized training. It is a 

complete operational process that involves data preparation, distributed computation, privacy 
protection, aggregation, validation, and governance. 
 
DISCUSSION 

The literature demonstrates that FL provides a practical mechanism for collaborative healthcare AI; 
       ,            “       -          ”                                .                          
location of raw data processing. Additional mechanisms are required to protect model updates, 
aggregation processes, and communication channels [5, 10]. 
 

The most important technical issue is heterogeneity. Healthcare participants are inherently different, 
and forcing them into an identical training configuration can reduce model effectiveness. This suggests 
that future systems should be more adaptive rather than simply increasing the complexity of the global 
model [18, 19]. 
 

Another important observation is the movement toward multimodal and edge-based healthcare. 
Recent work includes IoMT monitoring, wearable systems, medical imaging, EHRs, and multimodal 
clinical decision support [8, 14, 15]. These developments broaden the potential usefulness of FL but 
also make system design more complicated. 
 

The evidence also suggests a gap between algorithmic research and clinical deployment. A 2024 
systematic review reported that only a small proportion of healthcare FL research had reached real-
world implementation [3]. More recent reviews continue to emphasize interoperability, reproducibility, 
secure aggregation, scalability, and clinical validation [5, 6]. 
 

Therefore, future research should evaluate FL systems as healthcare infrastructures rather than only 
as machine learning algorithms. A clinically useful system must be accurate, secure, efficient, 
interoperable, explainable, and maintainable. 
 
CONCLUSION 

FL provides a distributed approach for developing healthcare AI while reducing the need to centralize 
sensitive patient information. Its architecture is particularly relevant to mobile healthcare because 
information is naturally distributed across hospitals, clinics, smartphones, wearable devices, and 
Internet of Things (IoMT) platforms. 
 

The review examined the underlying FL process, FedAvg aggregation, healthcare applications, 
privacy mechanisms, security threats, system heterogeneity, and deployment requirements. EHR 
analytics, medical imaging, wearable monitoring, remote patient monitoring, and multimodal healthcare 
represent important application areas. 
 

However, FL should not be regarded as a complete privacy solution by itself. DP, secure aggregation, 
encryption, trusted execution, and other mechanisms may be required depending on the threat model. 
Similarly, technical performance cannot be judged solely through predictive accuracy. Communication 
overhead, energy consumption, robustness, fairness, interoperability, and external clinical validation 
must also be considered. 
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Recent 2025–2026 research indicates that the field is moving toward more comprehensive healthcare 
FL ecosystems involving IoMT, multimodal data, secure aggregation, privacy-aware architectures, and 
clinical translation. The next stage of research should therefore emphasize adaptive and personalized 
learning, efficient edge computation, robust aggregation, standardized evaluation, explainability, and 
multi-institutional clinical validation. 
 

FL has considerable potential for privacy-aware mobile healthcare; however, its long-term value will 
depend on the ability to integrate machine learning performance with privacy engineering, healthcare 
interoperability, security, and clinical requirements. 
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