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Abstract 
This research explores the application of deep learning and compressive sensing in order to optimize 

data traffic in non-orthogonal multiple access (NOMA)-based wireless internet of things (IoT) networks 
and weather monitoring. Such a framework would be very effective and overcome pilot attacks and 

reconstruction losses for secure data transmission. In this regard, a strong communication model has 

been adopted based on power-domain NOMA for simultaneous wireless transmission by multiple IoT 
devices. The system utilizes spreading codes based on advanced transformations to prevent collisions 

in signals. It uses a novel deep compressive sensing algorithm, which employs a combination of greedy 

reconstruction techniques, like CoSAMP, with deep learning to improve the accuracy with which 

signals are reconstructed. It ensures resilience against noise and pilot contamination attacks while it 
maintains very low latency and high accuracy in methodology. Simulations run on MATLAB confirm 

the model with substantial enhancements regarding mean square error (MSE) and root mean square 

error (RMSE) performances from various signal-to-noise ratios (SNRs) as well as compression ratios. 
This study introduces an improved compressive sensing framework for weather data acquisition, 

utilizing deep learning-driven reconstruction algorithms. The proposed method enhances the sampling 

process, minimizes the data needed for precise reconstruction, and boosts the efficiency of weather 
monitoring systems. Through comprehensive simulations and analysis of real-world data, the 

performance of the suggested approach is assessed, showing notable advancements in reconstruction 

precision and computational efficiency over traditional methods. These results suggest promising 

prospects for the development of scalable, real-time, and cost-effective weather monitoring solutions. 
Extensive scalability, robustness, and high potential to meet the stringent demands of next-generation 

IoT networks come out clearly in the results. Future research directions would span the model over 

multi-hop IoT environments, and blockchain-based security mechanisms would be integrated. 
 

Keywords: Wireless internet of things (IoT), deep learning, compressive sensing, non-orthogonal 
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INTRODUCTION 
For the past decade, people in the world have 

dramatically increased their reliance on the internet 
in daily operations and corporate undertakings. This 
rise is attributed to the internet technology 
revolution (fiber and 5G connections), easy access 
through various devices, relatively competitive 
offered prices, and other services by the internet [1]. 
The International Telecommunication Union said in 
2019 that there were 4.1 billion internet users 
worldwide, up more than 53% from 2005 and 5.3% 
from 2018. This has brought a heavy burden over 
internet service providers (ISPs) to find a solution 
for network traffic classification and identification 
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of the causal application, protocol, or service to fulfill quality of service (QoS), content filtering, lawful 
interception, and malicious behavior identification objectives. Low latency is necessary for real-time 
applications like video conferencing and voice over internet protocol (VoIP) to distribute network 
traffic; other applications, including web browsing, are not. This is achieved by implementing QoS, 
where the flow of real-time applications' traffic is given higher priority for processing by the network 
nodes. Many regulations restrict the use of certain applications within a country's boundary and block 
the content accordingly. For instance, China banned the use of Skype back in 2013, citing its protocol 
did not comply with Chinese national regulations. In many countries, lawful interception is a 
requirement of the law where ISPs are, by the security authorities' mandate, required to provide the 
capability of lawful interception when needed by the local law enforcement agencies [2, 3]. 

 

Essentially, internet of things (IoT) is an extension of the concept where everyday things are powered 

with computing and Internet connectivity and can sense, compute, communicate, and control the 
surrounding environment. Such capabilities have been in demand because of potential impacts in 

various applications, ranging from streamlining and securing everyday life to making improvements 

and simplifications in current approaches. In fact, IoT creates a new perspective about what kind of data 
should be collected and how often, as well as from which location, so that information unavailable 

before could be achieved [4]. The proliferation of communication systems and networks, in the number 

of users, as well as the amount of generated traffic, presents network traffic monitoring and analysis 

(NTMA) with different daily challenges, such as: (1) traffic data storage and analysis; (2) use of traffic 
data for business objectives through insight, (3) traffic data integration, (4) validation of traffic data, (5) 

security traffic data, and (6) acquiring traffic data. The unprecedented increase in the number of 

connected nodes and the volume of data amplify the network complexity, calling for continuing studies 
to analyze and monitor the networking performance. In addition, the availability of such a massive and 

heterogeneous amount of traffic data calls for new approaches for monitoring and analyzing network 

management data. Due to these challenges, most of the works would focus on one aspect of NTMA, for 
instance, anomaly detection, traffic classification, or QoS [5]. 

 

A significant amount of geographically scattered and heterogeneous data is available in real time due 

to the variety of devices that continuously transmit data. In this context, therefore, there is a need for 
study and the design of database management techniques that take all such specificities of applications 

based on IoT into consideration. Data management has traditionally been a very wide concept that 

relates architectures, practices, and procedures for managing the requirements of the data lifecycle of 
systems. Data management in the context of the IoT should be a layer that sits between the devices and 

objects, where applications use the data for services and analysis. Using a typical database system would 

not be a better option because of the vast volume of data and its unique features. In fact, a number of 
concepts serve as the foundation for the design of IoT data management systems [6]. A number of data 

management strategies have been put forth based on these various tenets, such as IoT data schema 

support solutions, data storage and indexing solutions, and middleware-based IoT-oriented on data and 

sources. A middleware is provided between objects and data storage places via middleware-based IoT 
techniques. As a result, the middleware makes data stream routing easier. IoT data can be produced at 

a very fast rate, the quantity of the data can become incredibly big and diversified with many types of 

data. To mitigate these possible issues, data storage solutions put forward the idea for data storage 
environments that not only can efficiently store large amounts of IoT data but also integrate both 

structured and unstructured data, allowing the possibility of access through NoSQL queries. However, 

data indexing systems enable effective data discovery and search. While some of these systems use 

distributed indexing in dynamic IoT networks, others use hash tables with centralized indexing. Data 
volumes are diverse and schema definition support that allows for flexible schema will definitely ensure 

interoperability [7, 8]. 

 

LITERATURE REVIEW 

Ji [9] studied that deep learning technologies have experienced tremendous growth due to their 

nonlinearity in recent years. Numerous advances in computer vision, natural language processing, and 
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speech recognition were made possible by deep learning, which encouraged researchers in other domains 
to investigate the potential for implementing deep learning methods. In the fields of bioinformatics, 

medicine, material science, civil engineering, etc., a lot of work has been done and significant 

advancements have been seen. This is also seen in the computer network and communications field. 
Significant advancements have been made in the upper layers, such as the deployment of communication 

networks, as well as in the lower layers, such as coding and modulation methods. But because it is still 

in its infancy, there are still a lot of problems to be resolved and a lot of untapped potential. It specifically 
addresses the viability of applying deep learning techniques to increase the efficiency of next-generation 

communication and expand the range of radio frequency (RF) sensing. 

 
The latest research on the deep learning-assisted non-orthogonal multiple access (NOMA) system 

was given by Andiappan and Ponnusamy [10]. We also demonstrate how deep learning is being used 
in various wireless technologies. NOMA has garnered significant interest in wireless communication 

as a crucial strategy for next-generation communication systems. Unlike orthogonal multiple access 
(OMA) approaches, NOMA allows users to send information at the same time and frequency, 
improving spectral efficiency. The fundamental components of a NOMA-assisted communication 
system are power allocation, channel estimation, and successive interference cancellation (SIC). In 

addition to making the system computationally simpler than the traditional method, deep learning has 
garnered attention recently as a solution to wireless communication issues. Their deep learning 
applications demonstrated further wireless technology. 

 

Nelavallai et al. [11] addressed the key challenge of prolonging network lifespan without 
compromising performance by inventing the new paradigm of a deep reinforcement learning−enhanced 
particle swarm optimization (DRL-EPSO) model for the optimization of energy consumption within 

wireless sensor networks (WSNs). The work combined the global search ability of PSO with the 
adaptive learning capability of DRL to allow real-time dynamic optimization of operational parameters 
and energy consumption strategies in WSNs. The DRL-EPSO model resulted in a realistic increase in 
energy efficiency via simulations on a 500-node network, achieving 25% energy savings against 

standard PSO procedures and 40% energy savings compared to conventional DRL methods. The 
network's operating lifetime was increased by an average of 30% with a 15% improvement in latency 
and a proportionate increase in data transmission reliability under various climatic conditions. The 
application of DRL and PSO together for energy management in WSNs has been demonstrated in this 

work, offering a scalable and adaptable method that can significantly increase networks' sustainability 
and efficiency. 

 
Srividhya et al. [12] proposed a novel method of applying deep learning to enhance the performance 

of radio communication channels. Our proposal is called the "Proposed Method" and uses complex 
neural network structures to model and improve features from the channel. They tested the performance 
of the proposed method relative to six well-known ones, namely, orthogonal matching pursuit, 

maximum likelihood estimation, least squares, compressive sensing, singular value decomposition and 
beamforming, to establish how well it may perform in practical application. This includes mean absolute 
error (MAE), signal-to-noise ratio (SNR), bit error rate (BER), computational complexity, and root 
mean squared error (RMSE) for rating how good something works. From the results, it was found that 

the Proposed Method is better as it models and estimates channels more correctly and has lower RMSE, 
MAE, BER, and MSE. The Proposed Method also has a higher SNR, which means the quality of the 
data is better. Plus, since it is simple to compute, it is a good answer for real-world problems. 

 

Kumaram et al. [13] demonstrated a new approach that integrates DL for signal processing in wireless 
body area networks (WBANs) to better extraction and processing of signals. For better precision and 
reliability, DL models are used for extracting features and for classification of physiological signals. 
The proposed system allowed real-time processing and immediate medical response through smooth 

integration into existing WBAN frameworks. The comparative analysis shows improved performance 
metrics: 93% F1-score, 94% recall, 92% precision, and 95% accuracy obtain higher values compared 
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to the 87%, 85%, 88%, and 86% values of the system in existence. In addition, the proposed system 
optimizes resource usage by increasing memory and central processing unit (CPU) utilization and 
reducing graphics processing unit (GPU) usage. All these results highlight potential used in 

transforming remote patient monitoring with increased diagnostic accuracy and resource economy. 
 
Ma et al. [14] proposed two new views of applying deep learning to the R17 Type-II codebook for 

improvement, where the dominant angular-delay-domain port selection is effectively executed with 
deep learning, considering the low signal-to-noise ratio uplink channels and incorporating the focal loss 
to solve the class imbalance problem. In this work, they suggested using the sparse knowledge of the 
structures in the R17 Type-II codebook's feedback to leverage deep learning to rebuild the downlink 
channel state information (CSI) at the base station. A weighted shortcut module is created for that reason 
in order to support proper reconstruction. According to simulation results, the suggested approaches 
may outperform the deep learning benchmarks and the conventional R17 Type-II codebook in terms of 
sum rate performance. 

 
Ballard et al. [15] talked about computational sensing with an emphasis on designing intelligent 

sensor systems. Acquisition gear was radically altered to 'lock-in' to the best sensing data in relation to 
a user-specified cost function or design constraint using inverse design and machine learning 
approaches. In order to create low-cost and compact sensor implementations that are developed through 
iterative analysis of data-driven sensing outcomes, they would conceptualize and design a new 
generation of computational sensing systems that both improve sensing capabilities and lessen the load 
of data. According to them, the methods discussed here will take center stage in the design of sensing 
hardware, radically changing and rightfully challenging conventional, intuition-guided sensor and 
readout designs in favor of implementations that are application-specific and possibly very 
counterintuitive. Therefore, machine learning-based computational sensors have the potential to create 
new, widely dispersed applications that will leverage "big data" analytics and the internet of things to 
build robust sensing networks. These applications will impact a variety of fields, including 
environmental sensing, global health, and biomedical diagnostics. 

 
Kokila and Reddy [16] proposed a concept called BlockDLO, which is essentially IoT security based 

on blockchain technology integrated with deep learning. The five-phase edge computing blockchain 
architecture was proposed. In the first phase, chaotic map-based identification and authentication 
resolved network localization. In the second phase, page rank-based clustering was proposed for edge 
computing. Then, BlockDLO combined the shared-chain technique with a deep distributed file system 
to address concerns over block creation and ledger distribution, and an ethereum smart contract to 
address concerns relating to data security issues. The phase of optimization on the communication route 
was done by way of page rank centrality search optimization. Lastly, the integration of the deep learning 
model to detect malicious data on the IoT network was achieved via the use of the authenticated received 
data. BlockDLO is efficient due to intrusion detection by making a deep convolution neural network 
and blockchain combine. The proposed system was trained using public data sources and tested using 
an in-house network testbed. Utilizing energy, packet loss rate, end-to-end delay, routing overhead, 
network lifetime, accuracy, and security strength, the results showed that the suggested system 
performed better than existing work. A comparative analysis of recent research in deep learning 
applications for wireless communication and IoT is shown in Table 1. 

 
OBJECTIVES 

 To analyze the existing compressed sensing and reconstruction methodologies for wireless IoT 
network. 

 To design a framework to improve the data transmission accuracy and reconstruction accuracy 
and to solve this optimization problem of reconstruction model that exploit some data structures 
such as sparsity in some transformation domains, low rank, etc. 

 To support multi-data transmission simultaneously and reduce the losses during reconstruction 
of data. 

 To mitigate the pilot attack and minimize the reconstruction error 
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Table 1. Comparative analysis of recent research in deep learning applications for wireless 
communication and internet of things (IoT). 

Reference Focus Area Proposed 

Methodology 

Key Metrics/Results Advantages 

[9] Deep Learning 
(DL) in 
Communication 

Exploration of DL for 
enhancing next-
generation 
communication 
efficiency and radio 
frequency (RF) 
sensing. 

Highlighted the 
potential of DL across 
physical and upper 
layers of 
communication 
systems. 

Established the 
foundation for using DL 
in diverse 
communication layers. 

[10] DL in NOMA 
Systems 

Applications of DL for 
Non-Orthogonal 
Multiple Access 
(NOMA) including 
SIC, channel 
estimation, and power 
allocation. 

Improved spectral 
efficiency and 
computational 
simplicity compared to 
OMA. 

Enhanced system design 
efficiency and spectral 
utilization. 

[11] Energy 
Optimization in 
Wireless Sensor 
Networks (WSNs) 

Deep reinforcement 
learning (DRL)-
enhanced particle 
swarm optimization 
(PSO) model for 
dynamic energy 

optimization. 

25% reduction in 
energy consumption 
(vs. PSO), 40% (vs. 
DRL), 15% latency 
improvement, 30% 
increase in network 

life. 

Efficient energy 
management and 
extended network 
lifespan. 

[12] Channel 
Performance 
Enhancement 

Deep learning models 
for radio channel 
modeling and 
enhancement, 
compared with six 
baseline methods. 

Achieved lower 
RMSE, MAE, BER, 
and MSE, with 
improved SNR and 
computational 
simplicity. 

High-quality channel 
modeling with practical 
computational 
requirements. 

[13] DL in Wireless 
Body Area 
Networks 
(WBANs) 

DL models for real-
time processing and 
classification of 
physiological signals. 

F1-score: 93%, Recall: 
94%, Precision: 92%, 
Accuracy: 95%. 

Improved diagnostic 
accuracy and resource 
optimization in 
WBANs. 

[14] DL for Codebook 
Design 

DL methods for R17 
Type-II codebook 

improvement, 
including focal loss and 
weighted shortcut 
modules. 

Enhanced sum rate 
performance compared 

to traditional and DL 
benchmarks. 

Superior performance in 
uplink and downlink 

CSI reconstruction. 

[15] Computational 
Sensing Design 

Integration of machinle 
learning (ML) 
techniques in sensor 

hardware design for 
targeted data 
acquisition. 

Reduced data burden 
and improved sensing 
capabilities. 

Low-cost, compact 
sensors with broad 
applications in 

biomedical and 
environmental sensing. 

[16] IoT Security with 
Blockchain and DL 

BlockDLO framework 
integrating blockchain 
with DL for IoT 
security using edge 

computing. 

Superior energy usage, 
packet loss rate, end-
to-end delay, network 
lifetime, and security 

metrics. 

Robust and scalable 
intrusion detection with 
efficient communication 
route optimization. 

 

THE TRANSFORMATIVE ROLE OF IOT IN WEATHER AND ENVIRONMENTAL 

MONITORING 

The IoT has revolutionized the field of weather and environmental monitoring, enabling real-time data 

collection and analysis that enhances our understanding of climatic patterns and ecological changes. By 

interconnecting a wide array of smart sensors and devices, IoT allows for the continuous measurement of 

various atmospheric parameters such as temperature, humidity, air pressure, and wind speed. This granular 
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data helps meteorologists and environmental scientists to achieve more accurate weather forecasts and to 

track environmental variables that could signify climate change or natural disasters. 

 

Moreover, IoT-based solutions facilitate the deployment of networks of remote sensors in diverse 

locations, including urban areas, forests, and oceans. These networks can monitor pollution levels, 

assess water quality, and track wildlife movements, providing invaluable insights into the health of 
ecosystems. For instance, smart sensors can detect spikes in air pollutants, alerting authorities to take 

action and protect public health. In agriculture, IoT-enabled weather stations can inform farmers about 

local weather conditions, allowing them to optimize irrigation and crop management practices based on 
precise weather forecasts. 

 

In addition to improving data collection, IoT technologies also enable predictive modeling and 

analytics. With vast amounts of real-time data at their disposal, researchers and decision-makers can 
employ advanced algorithms and machine learning techniques to identify trends and make informed 

predictions about environmental shifts. This proactive approach not only enhances preparedness for 

disasters such as hurricanes and floods but also aids in the design of more sustainable urban and 
agricultural systems. Ultimately, the integration of IoT in weather and environmental monitoring 

represents a significant advance in our capability to understand and respond to the complex challenges 

posed by our ever-changing environment. 

 
In an era characterized by rapid technological advancement, the IoT stands as a pivotal innovation, 

reshaping various sectors, including weather and environmental monitoring. By seamlessly connecting 

a vast array of devices and sensors to the Internet, IoT has ushered in a new age of data collection, 
analysis, and communication, enabling more accurate and timely insights into weather phenomena and 

environmental changes. 
 

The IoT refers to the network of interconnected devices that communicate and exchange data with 
one another, often autonomously. Sensors, actuators, and smart devices form the backbone of IoT, 

allowing for real-time data capture and analysis. In weather and environmental monitoring, IoT devices 
enable stakeholders—from scientists to policymakers—to gather critical information about atmospheric 
conditions, environmental health, and climate patterns over large geographical areas [17–40]. 

 
How Internet of Things Enhances Weather Monitoring 
Data Collection and Accessibility 

 Traditional weather monitoring often relied on fixed meteorological stations, which, while 
effective, could be sparse and limited in geographic coverage. IoT dramatically expands data 
collection capabilities through the deployment of low-cost, portable sensors that can be installed 
in diverse locations. These sensors gather metrics such as temperature, humidity, wind speed, 
and atmospheric pressure, transmitting data in real-time to cloud-based platforms for analysis. 

This proliferation of data not only enhances accuracy but also allows for better predictive 
modeling. 
 

Real-time Monitoring and Alerts 

 One of the most significant advantages of IoT in weather monitoring is the capacity for real-time 
data analysis. IoT-enabled systems can detect severe weather patterns such as storms, hurricanes, 
or floods, and send instant alerts to local communities and emergency services. By facilitating 

timely action, these systems potentially save lives and minimize property damage. 
 

Improved Predictive Modeling 

 IoT devices continuously gather and transmit environmental data, which can be analyzed using 
advanced algorithms and machine learning techniques. This ongoing input allows meteorologists 
to refine their predictive models, leading to more accurate weather forecasts. A more reliable 
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forecast aids various sectors, including agriculture, aviation, and disaster management, allowing 
for informed decision-making. 

 

Internet of Things in Environmental Monitoring 
Pollution Tracking 

 Environmental monitoring has become increasingly crucial as pollution levels rise in urban 

environments. IoT sensors can measure air quality by detecting pollutants such as particulate 
matter, nitrogen dioxide, and ozone. This data is invaluable for public health officials and urban 

planners, enabling them to take corrective measures and create policies that promote cleaner air 

and healthier communities. 
 

Biodiversity and Ecosystem Monitoring 

 IoT technologies can also play a critical role in preserving biodiversity. By deploying sensors in 

forests, wetlands, and oceans, researchers can monitor species populations, habitat conditions, 

and environmental changes over time. This information is vital for conservation efforts, allowing 

for targeted interventions and management strategies to protect endangered species and fragile 

ecosystems. 

 

Water Quality and Resource Management 

 Water scarcity is an ever-growing concern, and IoT helps tackle this challenge through real-time 

monitoring of water bodies. Sensors can measure parameters such as pH, temperature, turbidity, 

and contaminants in lakes, rivers, and reservoirs. This data enables timely responses to pollution 

events and helps manage freshwater resources more effectively. 

 

Challenges and Considerations 

 While the potential of IoT in weather and environmental monitoring is tremendous, challenges 

remain. Data security and privacy are paramount, as the vast amount of collected data can be 

susceptible to cyber threats. Moreover, there are concerns about the accuracy and reliability of 

inexpensive sensors, and the integration of disparate data sources can pose technical hurdles. 

 Additionally, the digital divide remains a significant issue, particularly in developing countries 

where access to such technology can be limited. Ensuring equitable access to IoT resources and 

capabilities is crucial for maximizing the benefits of these innovations for all communities. 

 

The integration of IoT technologies into weather and environmental monitoring marks a significant 

advancement in our ability to understand and respond to the complexities of our planet's systems. By 

leveraging real-time data and advanced analytical capabilities, IoT not only enhances predictive 

accuracy but also empowers decision-makers to take proactive measures in tackling environmental 

challenges. As we continue to innovate and overcome existing challenges, IoT promises to play a vital 

role in shaping a sustainable future, one sensor at a time. 

 

THE ROLE OF DATA OPTIMIZATION IN IOT APPLICATIONS FOR WEATHER AND 

ENVIRONMENTAL MONITORING 

In an era driven by rapid technological advancements, the IoT has emerged as a transformative force 

across various sectors, including environmental sciences and meteorology. As climate concerns and 

environmental changes escalate, the need for accurate and timely data monitoring has never been more 

critical. IoT applications play a pivotal role in weather and environmental monitoring, where data 

optimization becomes essential for enhancing performance and decision-making. 

 

IoT refers to a network of interconnected devices that communicate and share data collected from 

their surroundings. In weather and environmental monitoring, IoT allows for the deployment of various 

sensors, such as temperature gauges, humidity sensors, air quality monitors, and precipitation meters, 
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across diverse geographic locations. These sensors collect real-time data, which is then transmitted to 

centralized systems for analysis. 

 

The continuous flow of data from numerous sources increases the volume and variety of information, 

which, if not managed properly, can lead to overwhelming inefficiencies. This is where data 

optimization comes into play, ensuring that the vast quantities of data generated are processed, analyzed, 

and utilized in the most effective manner possible. 

 

THE IMPORTANCE OF DATA OPTIMIZATION 

Enhanced Data Quality 

Data optimization ensures that the quality of the data collected is high, which is crucial for making 

reliable forecasts and decisions. Techniques such as data cleansing remove inaccuracies and 

redundancies, allowing only the most relevant and accurate information to inform weather predictions 

and environmental assessments. High-quality data leads to better models and more precise predictions, 

thus enhancing operational efficiency. 

 

Real-Time Insights and Faster Decision-Making 

IoT applications discharge an enormous volume of data every second. To make swift and  

impactful decisions—be it for disaster management, agricultural planning, or climate research—data 

optimization techniques such as edge computing can be employed. By processing data closer to where 

it is generated, the latency is minimized, and insights can be drawn in real time. This prompt analysis 

is crucial for effectively responding to natural disasters, monitoring climate patterns, and optimizing 

resource management. 

 

Efficient Resource Utilization 

Optimizing data can lead to significant savings in bandwidth, storage, and processing capabilities. 

By employing techniques like data compression and prioritization, non-essential information can be 

filtered out, ensuring that only critical data is transmitted and stored. This not only reduces costs but 

also minimizes the environmental impact associated with data storage and transmission. 

 

Scalability and Flexibility 

As environmental monitoring demands grow, IoT systems must scale effectively. Data optimization 

frameworks facilitate the integration of new sensors and data sources, thus ensuring that the system can 

adapt to increased data influx without compromising performance. Predictive analytics, powered by 

machine learning, can also be utilized to forecast future data requirements, allowing for proactive scaling. 

 

Despite its numerous benefits, achieving effective data optimization in IoT applications comes with 

its challenges: 

 Data security and privacy: The more data is collected and transmitted, the higher the risk of 

breaches. Ensuring data security while optimizing data flow is an ongoing concern that must be 

addressed. 

 Interoperability: With a diverse array of devices and protocols, ensuring that different IoT 

systems work effectively together poses a significant hurdle. 

 Cost of implementation: The upfront investment in advanced systems for data processing, 

storage, and analytics can be substantial, particularly for smaller entities. 

 

As climate change issues become more pressing, the demand for robust IoT solutions in weather and 

environmental monitoring will only escalate. Future innovations in data optimization, such as artificial 

intelligence (AI)-driven anomaly detection, predictive maintenance for IoT devices, and advanced data 

analytics algorithms, will bolster the capabilities of IoT applications in these fields. 
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Moreover, with the integration of edge intelligence and the development of federated learning 

models, data can be analyzed while still preserving user privacy and enhancing security—addressing 

two of the most significant challenges currently faced. 

 

In conclusion, data optimization plays a crucial role in enhancing the efficiency and efficacy of IoT 

applications for weather and environmental monitoring. By improving data quality, enabling real-time 

insights, optimizing resource utilization, and ensuring scalability, data optimization not only enhances 

predictive accuracy but also supports better decision-making in addressing environmental challenges. 

As technology continues to evolve, the role of data optimization in IoT applications will remain integral 

to fostering sustainable practices and resiliency against the impacts of climate change [41–60]. 

 

METHODOLOGY 

A thorough framework in the section is defined to mitigate the reconstruction losses and pilots' attacks 

in NOMA-IoT networks. In a multi-antenna network, having adequate computational resources, the 

proposed system model uses power-domain NOMA techniques to ensure effective communication 

among the IoT devices and the base station (BS). In channel estimation, superimposed pilot signals 

carrying unique information from IoT users are transmitted to the BS. The BS then processes these 

signals to estimate individual user channels and facilitate communication. However, the system is 

vulnerable to pilot contamination attacks where malicious entities manipulate the pilot sequences to 

disrupt the channel estimation process. These attackers impersonate other users by changing or 

mimicking pilot signals and hence subvert the integrity of compressive sensing systems to compromise 

secure communication. 

 

To counter these issues, the communication model uses a spreading code matrix obtained from the 

strong process of generation, such as a generation of Gaussian random vector, circulant shifting, and 

Bernoulli transformation to produce different spreading codes for legitimate IoT users, resulting in low 

collision probability chances. A greedy approach-based DeepCS algorithm is introduced for signal 

reconstruction and attack detection. It combines the CoSAMP algorithm for iterative reconstruction of 

signals with a deep learning network to improve performance. CoSAMP iteratively selects the largest 

projections and refines the signal estimate based on least squares, then produces a sparse signal that 

becomes the target for training the network. The compressed measurements are mapped to the 

reconstructed signal by a separately trained deep network that guarantees efficient and secure 

communication under the NOMA-IoT framework. NOMA-IoT System Data Secure Communication 

and Reconstruction Process: The process starts by initializing the channel parameters and the sensing 

matrix, followed by the data communication process via the channel. Subsequently, compression of 

data and data collection occur, along with addressing potential attacks in the system. Using that model, 

deep learning is used on data reconstruction; the process is completed by ensuring a reconstruction error 

assessment for performance analysis as shown in Figure 1. 

 

RESULTS AND DISCUSSION 

This section describes the system setup and tools used for performance evaluation of the proposed 

methodology. The system is set up with a system configuration of 16 GB RAM, 1 TB HDD, and a 

Windows 64-bit operating system, with MATLAB being used as the primary software tool. MATLAB 

is versatile. Known for its versatility, MATLAB provides a robust platform for technical simulations 

and mathematical computations. Its wide range of features with object-oriented programming, 

debugging tools, and predefined functions coupled with a vast array of specialized toolboxes make it 

ideal for conducting this research. The various apps integrated into MATLAB, those focused on control 

systems, neural networks, signal processing, and optimization among others, enhance its usability with 

efficient implementation and analysis of the NOMA-IoT framework. The result analysis is obtained by 

running a simulation on the MATLAB platform. Two result analysis is carried out, that is, on the basis 

of a lossy environment and on the basis of a variable compression ratio. 
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Figure 1. Flowchart of working. 

 
Figure 2. Percentage root mean square difference (PRD) analysis with respect to compression ratio. 

 

Figure 2 shows the percentage root mean square difference (PRD) analysis with respect to 
compression ratio where PRD values are 17.89, 17.77, 19.57, 18.79, 20.46, 19.68, 20.79, 21.39, and 

22.11 with compression ratio 10%, 20%, 30%, 40%, 50%, 60%, 70%, 80%, 90%, respectively. Figure 

3 shows the MSE analysis with respect to compression ratio where MSE values are -38.09, -34.59, -
33.97, -35.16, -33.57, -33.81, -34.88, -34.40, and -34.31 with compression ratio 10%, 20%, 30%, 40%, 

50%, 60%, 70%, 80%, 90%, respectively. 

 
Figure 4 shows the performance comparison of various algorithms (Deep Code Search (DeepCS), 

Open Multi-Processing (OMP), Back Propagation (BP), Compressive Sampling Matching Pursuit 

(CoSAMP), Iteratively Reweighted Least Squares (IRLS), Least Mean Squares (LMS), and Normalized 

Least-Mean-Square (NLMS)) in terms of the metric for different SNRs (SNR: 10 dB, 20 dB, and 30 
dB). The y-axis indicates the respective values of metrics, with better performance typically at higher 

values. DeepCS always performs far better, and the variations are much smaller at each SNR level 

compared to the traditional methods LMS and NLMS, which have large spikes. This pattern indicates 
how robust DeepCS is compared to its counterparts LMS and NLMS at higher SNRs, where the 

performance of LMS and NLMS degrade. 
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Figure 3. MSE analysis with respect to compression ratio. 

 

 
Figure 4. Comparison of percentage root mean square difference (PRD) with state-of-art models. 

 

 
Figure 5. Comparison of meas square error (MSE) with state-of art models. 
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Figure 5 compares the performance of different algorithms like DeepCS, OMP, BP, CoSAMP, IRLS, 
LMS, and NLMS at three different SNR conditions: 10 dB, 20 dB, and 30 dB. In the plot, y-axis 
represents one form of the performance metric in which lower values represent poor performance. 
DeepCS always demonstrates superior performance with less error levels compared to others at every 
stage of SNR conditions. Traditional algorithms, such as LMS and NLMS, make more significant errors 
and under low SNR, which proves noisy. The pattern is indicative of DeepCS's performance, which 
does not yield to noise and is worthy of reconstruction for the signal. 

 
Figure 6 plots the reconstruction MSE under two different scenarios: with attack and without attack, 

for compression ratios ranging from 10% to 90% across different bars as blue and red, respectively. It 
shows that MSE is always higher in the presence of attacks, with a difference mostly notable at higher 
compression ratios, such as CR = 90%, where MSE with attack reaches 6.072 compared to 4.855 MSE 
without attack. As the CR drops, the difference in MSE in both scenarios decreases, showing that lower 
compression ratios are less sensitive to attacks. This means that strong defense mechanisms must be in 
place to counter this attack, especially since reconstruction errors are largest at higher compression 
levels. 

 
Figure 7 shows the RMSE for data reconstruction under two conditions: with attack in blue bars, and 

without attack in red bars, at compression ratios (CRs) ranging from 10% to 90%. The differences 
between these two cases clearly show that higher values of RMSE occur when there are attacks, 
meaning their reconstruction accuracy degraded. For CR = 90%, the difference is the most extreme, 
with RMSE values of 2.464 and 2.203 for the two scenarios, respectively. When the CR takes on smaller 
values, the RMSE difference between the two scenarios diminishes, and the performance of the two 
scenarios approaches equality at low CR levels; for example, at CR = 10%. These results highlight the 
effects of attacks on reconstruction accuracy, especially when the compression level increases, and point 
to the particular need for secure reconstruction mechanisms to ensure reconstruction accuracy. 

 
Table 2 shows the MSE result for two different image compression algorithms: DeepCS and L&S, at 

varying SNR levels. In general, it suggests that lower MSE means better image quality after 
compression. So, from this table, we can find that L&S makes better performance than the DeepCS 
algorithm on low SNR values: 10 dB and 20 dB. Meanwhile, the DeepCS outperforms L&S at high 
SNR value: 30dB. However, it is worth noting that the power of these algorithms may depend on so 
many parameters; and other performance measures aside from MSE are also to be taken into 
consideration. 

 

 
Figure 6. Reconstruction mean square error (MSE) comparison with and without attack. 
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Figure 7. Reconstruction root mean square error (RMSE) comparison with and without attack. 
 

Table 2. Comparative state-of-art. 
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The MATLAB results of compressive sensing analysis and reconstruction algorithms across various 

scenarios in a lossy IoT scenario evince quite a number of trends. From the results obtained, for the 
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the importance of the proposed framework in terms of data integrity and reconstruction errors. The 
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framework's scalability and viability for IoT applications are demonstrated in this paper. Future work 

will be on extending the model to multi-hop communication scenarios, carrying out dynamic attack 

simulations, and further integrating blockchain technologies for enhanced security. All these 

advancements further solidify the framework as a scalable and robust solution in optimizing data traffic 

in diverse and evolving IoT ecosystems. In conclusion, data optimization plays a crucial role in 

enhancing the efficiency and efficacy of IoT applications for weather and environmental monitoring. 

By improving data quality, enabling real-time insights, optimizing resource utilization, and ensuring 

scalability, data optimization not only enhances predictive accuracy but also supports better decision-

making in addressing environmental challenges. As technology continues to evolve, the role of data 

optimization in IoT applications will remain integral to fostering sustainable practices and resiliency 

against the impacts of climate change. 
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