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Abstract

Nowadays there are huge applications of internet of things, and cyberattacks are causing concern all
over world. To avoid cyberattacks, designing cybersecurity approach is today’s basic need. Artificial
intelligence has appeared as a powerful tool in the domain of cybersecurity and can be tuned to deal
with cybersecurity and cyberthreats. Cybersecurity is an incredibly growing field since the past decade,
there are many applications based on cybersecurity, eventually threats are accelerating. The paper will
deliberate about the utilization of artificial intelligence and implementation in cybersecurity and
annotate on the disadvantages.
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INTRODUCTION

Cybersecurity is important as it encloses everything that relates to safeguard data from cyberattackers
who want to steal information and cause harm. The day to-day elevation and development in
cybersecurity threats, it is going through problems which would be reduced by affiliation of artificial
intelligence (Al) into cybersecurity. Al and machine learning are connected over industries and
applications as there is increase in computing power and data collection. With machine learning and
Al, we can deal with the vast measure of information, the information can be obtained within a blink of
an eye, which will help the organization to associate and recover from security threats as shown in
Figure 1 [1].
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Figure 1. Artificial intelligence in cybersecurity.

INTERACTION OF ARTIFICIAL INTELLIGENCE WITH CYBERSECURITY

Al is used to make the structure of a computer in a manner that, where computer is controlled by a
robot or any other software brilliantly. Al helps us know how humans think, it is made in such way that
machines can know what type of thinking is going on in humans. So, the software is developed more
proficiently than humans, to detect the threats easily and solve them accordingly.

Surfacing of Artificial Intelligence

Al can examine a large amount of data; it will allow us to know and identify the threats at the earliest.
Many IT companies have already involved this to reduce the threats. Using many machines learning
algorithms, it can recognize the patterns and the other anomalies which humans fail to notice. It will
also analyze human behavior; Al can detect and will prevent some insider threats which may be found.
It will make us learn from the threats which are already committed so that we can learn about improving
self, which leads to the defense system and also the increase in security.

Al will work as a genius where you can prepare the machine learning algorithms and also implement
programs based on Al. It will be more alert when compared to normal worker. With Al, the work done
by 10 employees can be accomplished in much less time. Al will not at all get extremely tired as shown
in Figure 2 [2].

Figure 2. Artificial intelligence shaping cybersecurity arms.
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Implementation of Artificial Intelligence in Cybersecurity

When we speak about Al usage in cyberthreats, Al plays a crucial role to detect the problem to solve
it. As Al will reduce the time by reading data, which is structured or unstructured, it also helps in speech
recognition and patterns. Al will maintain the information which is confidential. Many people try to
access the data and devices where it is security is slack and where cracks appear without notice [3]. So
Al makes sure if the people are getting any emails, which may be spam, so nowadays people are being
told to do all the required authentication procedures.

Block Chain

The amazing growth in cryptocurrency like Bitcoin has led to transformation in the payment system,
has been the advantage for easier transaction and payment cannot be reversed easily. Medical records
are now checked by several authorities. Experts make sure to increase the security to prevent
cyberattacks as shown in Figure 3.

Botnets

Group of enormous number of objects contaminated by the same malware (i.e., internet of things
devices, servers, computers, cell phones with internet). It is identified on the basis of pattern recognition
as shown in Figure 4.

Figure 4. Artificial intelligence in botnets.

© STM Journals 2023. All Rights Reserved 3



Blended Learning of Artificial Intelligence in Cybersecurity Manjunatha et al.

WORKING OF ARTIFICIAL INTELLIGENCE IN CYBERSECURITY

The flowchart in Figure 5 tells us about the working of Al in detecting the threat earlier so that we
can take preventive measures to avoid the threat. Al is further divided into narrow and general Al.
Furthermore, we make use of the machine learning concepts which is based on different algorithms
making use of it will help in anomaly detection, network traffic analysis, and threat intelligence will
detect the unusual patterns of packets sent and analyze the threat. This will play a crucial role in
detecting the threats and help the enterprises and the people to safeguard their resources and data from
the hackers. Here, the supervised type of machine learning consists of large amount of data and if the
data is not found with the usage of machine learning algorithms, it will help to detect the threats and
also the inconsistency.

Large data will further find the software, which is made of viruses, worms, trojans and detect the
software which will damage the system. It will find the information provided which is irrelevant so in
this it will work with the usage of concepts provided by artificial intelligence.

Artificial intelligence

v v
Artificial narrow Artificial general
intelligence intelligence
[
v v
Machine learning Deep learning
I
v v
Supervised Unsupervised
; l Y Y A 4
A 1 N k traffi Th
Large data Data not found nomaty etwor ‘Ta ¢ . y cat
detection analysis intelligence
.Detect.lon of Threat
inconsistence
A A
Detection of Detection of unusual Analyse
unusual patterns patterns of the pockets threat
v
Find malicious Irrelevant
software information

Figure 5. Flowchart of working of artificial intelligence in cybersecurity.

THREATS IN CYBERSECURITY

Threats in cybersecurity mainly focus on damaging the security of the data and the software available
and the networks. There are different types of threats in cybersecurity. It is affecting the privacy of the
people by attacking their personal data and accessing it without the knowledge of the people.

1. Malware: It is the software, which is created and implemented to damage the system. It is mainly
made of worms, viruses and many others which will in turn affect the data which is available in
the system.

2. Phishing: This is the method used by the cyberpunks to attack on the mails of the users by sending
spam mails which allows the attackers to access confidential data like bank details, passwords,
or debit or credit card details.
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3. Denial-of-service: This type of attack is mainly to extract money from the public. The attack may
be from one person or a group of people, and it is depicted to network with traffic which is
intended for not giving access to users.

4. Man-in-the-middle: It occurs when an attacker interrupts the conversation between two people
where the distraction is done.

5. Insider threats: The threat occurs by the people who have legal access to the information
provided by the enterprises. It may be from individuals who are working for the company, who
take the advantage and misuse their access.

KEY CHALLENGES

1. Data privacy: The usage of Al will ensure the privacy of information. The data available may be of
different types, it may include sensitive information, personally identified data, etc.

2. Adversarial machine learning: Cyberpunk can use this technique to access information and can
convert it into harmful files. This can affect the security provided by the Al, when it is not identified.

3. Complexity: The solutions provided by Al are complex to build, implement, and manage. So, the
need of experts is necessary to work with these tools.

4. Scalability: Al needs more resources and components; cloud is needed to store the data so the
enterprises should provide capital for such resources.

5. Human error: Humans can make errors in developing the algorithms and implementing them in
the Al technologies.

6. Interoperability: As different tools are present, they have different methods for the particular

tasks which may indeed affect the transfer of information from one source to another, which may
affect the enterprise security system.

Advantages of Artificial Intelligence in Cybersecurity

1.

4.

Al is capable of handling large amounts of data: In companies, a lot of information exchange is
done between customers and the organization on a daily basis constantly. The information should
be kept safe from harmful persons and software [4, 5].

Duplicative processes: Attackers will adapt different approaches to reduce this if a person is
assigned the work, he may not work with it properly and may lead to risk to the network [6, 7].
Al takes care of these things and will give cybersecurity.

Time to detect threats is increased: To keep the network safe in the company, the first step should
be identifying threats. It will be ideal if we identify the dishonest data. It will protect our network
from lasting damage. Implementation of Al in cybersecurity will detect the risks earlier and the
operations on security will get easy [6, 8].

Authenticity protection: There will be user accounts from most of the websites where users have
to login to access the services. For identification, different methods are used like face recognition,
CAPTCHA, and fingerprint recognition. By this process we can get to know whether the login
procedure done is authorized or not.

Disadvantages of Artificial Intelligence in Cybersecurity

1.

2.

Increase in cost: The cost of the services provided by Al is high due to which everyone cannot
easily access it..

Effect of cybercrisis: The information and the privacy of the people is not so safe. The
cyberterrorists are easily accessing the information, can trace the location if the precaution is not
taken at the right time.

Supervising the individual: Al is nowadays included in every aspect of life where it guides
humans to work.

Increase in unemployment: Al is now considered as hazard as the work of humans is replaced by
the machines due to which the work is done efficiently but people are getting unemployed.

Not everyone is familiar with Al: Some of the people do not want to adopt new automation tools
and learn them.
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FUTURE ASPECTS

Al plays a crucial role in cybersecurity. Using advanced tools like Al, machine learning, and
automation will develop cybersecurity. As it detects the threats and responds to them earlier to prevent
the threats from harm for long time. Nowadays as enterprises expand vigorously, they will get to know
about the problems they are overcoming. Research and information will acknowledge that disbursement
of cybersecurity will enlarge in the upcoming days. Usage of blockchain automation will also help in
businesses from the heavy industries, in mining, in driving the consciousness of the shareholders, and
also the sustainable goals of the company. Banks and financial institutions make the usage of digital
crypto currencies, and also encouragement in digitalizing the payments of bills to cooperate in the
reduction of fraud and identity theft.

CONCLUSION

In this paper, we have learnt about Al and the emergence of the Al in cybersecurity, its various
advantages and how the threats can be reduced. Key challenges faced by Al in cybersecurity and the
flowchart how the AI can be used in cyberthreats detection using the algorithms and concepts are
presented. The types of cyberthreats are discussed so that users get awareness of these threats so that
they can implement the security to their data for the safety. Though there are some disadvantages, Al
has a crucial role in cybersecurity. To overcome the drawbacks, Al will help to advance cybersecurity.
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