Journal of 155N: 2395-6720

Artificial Intelligence
Research & Advances

G

STM JOURNALS

Volume 12, Issue 1, 2025
January—April
DOI Journal: 10.37591/J0AIRA

https://journals.stmjournals.com/joaira

Unmasking Hallucinations in Large Language
Models Using Analysis of the LLAMA 2
Model and RAG Intervention

Atharva Patil*, Arohi Paigavan, Amarti Dhamele,
Abbas Merchant, Aditya Kasar

Abstract

The study describes the creation of a chatbot for financial trading called "TradeBot" and how it uses
Retrieval Augmented Generation (RAG) to overcome the problem of producing false or unverifiable
information, sometimes known as hallucinations. RAG allows the chatbot to refer to an external data
source in addition to its taught knowledge, which increases the accuracy of its responses. The NCFM
(NSE's Certification in Financial Markets) book was integrated as an external data source by the
authors of this study, who employed the Llama 2 Model for the chatbot and RAG implementation.
We examine the ways in which RAG improves the accuracy of LLAMA 2 in financial trading scenarios
by including the NCFM (NSE's Certification in Financial Markets) book as an external data
source. The results of our investigation demonstrate that the addition of RAG significantly lowers the
frequency of hallucinations and enhances reaction reliability when LLAMA 2 is used with and without
RAG. The study compared the chatbot's responses to when RAG was used and when it was not, to show
how RAG helps avoid hallucinations and guarantee that the chatbot delivers more accurate and
trustworthy information.

Keywords: LLMs, hallucinations, RAG, llama 2, generative Al, hallucinations in LLMs, retrieval
augmented generation

INTRODUCTION
Deep learning models that have been pre-trained on substantial data sets are known as large language
models (LLM). The transformer consists of neural networks with self-attention capabilities, including
encoders and decoders. The encoder and decoder
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process text to extract meaning and connect words
and phrases. Large language models are highly
adaptable. A model is capable of handling multiple
functions, including question answering, document
summarization, language translation, and sentence
completion. Even though they are not flawless,
LLMs show a remarkable capacity for making
predictions from a limited set of cues or inputs.
Using human language input, generative Al
(artificial intelligence) may generate material
using LLMs.

LLMs have showed promise for generative and
knowledge-intensive activities that necessitate

© STM Journals 2025. All Rights Reserved

76



Unmasking Hallucinations in Large Language Patil et al.

global or domain knowledge. The way in which LLMs represent words is critical to their operation.
Each word was represented by a numerical table in earlier machine learning models.

However, this representation was unable to identify word links, such as those with similar meanings.
This limitation was lifted by expressing words using multidimensional vectors, also known as word
embeddings, in a way that places words with relevant contextual meanings or other associations close
together in vector space. Transformers can use word embeddings to pre-process text into numerical
representations through the encoder. Although large language models (LLMs) are effective artificial
intelligence tools across a range of areas [1-3], these are prone to producing erroneous or faked outputs
crafted to be believable, or hallucinations [5]. Serious repercussions might arise from hallucinations [5,
1], particularly in fields where it is relied upon heavily for referencing and learning. This study
investigates the origins and consequences of hallucinations and suggests a potential remedy based on
Retrieval Augmented Generation (RAG). RAG is a method that directs the creation of LLMs by
utilizing outside information sources [6]. The concept of RAG is further explained in the paper in the
beginning of the proposed methodology section (section 3). An open-source large language model
(LLM) developed by Meta Al is called Llama 2 [7]. It is a family of transformer-based autoregressive
causal language models. It is trained with a reinforcement learning approach to produce non-toxic and
family-friendly output. A set of pretrained and refined generative text models with scales ranging from
7 billion to 70 billion parameters is called Llama 2. The Llama-2-Chat LLMs have been fine-tuned and
are optimized for dialogue use cases. On the majority of benchmarks, Llama-2-Chat models perform
better than open-source chat models [7], and they are comparable to several well-known closed-source
models like ChatGPT and PaLM [8] when evaluated by humans for helpfulness and safety.

In the world of conversational Al, ChatGPT is a leading frontier. From its mere contextual
capabilities provided by GPT 3.5, to now also accepting image as in input, introduced in the fourth
model (GPT 4) in its series of the GPT foundational models. It too is prone to Al hallucinations. This
study further discusses about the susceptibility of ChatGPT to hallucination, based on the instances of
GPT 3.5 hallucinations. Using RAG, the authors of this study have utilized a custom embedding model
for contextualization. Using the Llama 2 Model, RAG, and an external data source consisting of a single
pdf document encompassing of content for learning how to trade using technical analysis, the study
builds and tests a chatbot called TradeBot to illustrate the efficacy of RAG. The purpose of TradeBot
is to skill individuals on leveraging technical analysis strategies to master trading. The pdf document in
the external data source is the NSE’s Certification in Financial Markets (NCFM) book [9] by National
Stock Exchange of India. It is an excellent source for learning technical analysis and is followed by
many universities nationally in their pedagogy.

LITERATURE REVIEW

Within the burgeoning field of conversational Al, the reliability of Large Language Models (LLMS)
is a concern largely due to the rise of the phenomenon of hallucinations which are responses deviating
from factual or contextually accurate information. This literature review surveys existing research on
hallucinations in LLMs, homing in on their implications in conversational Al applications. In this study,
the authors explore the nature and causes of hallucinations, generalize current mitigation strategies, and
particularly investigate the potential of Retrieval Augmented Generation (RAG) in improving response
accuracy.

Hallucination in Large Language Models

This is a behavior in which the model crafts responses with false knowledge as if it is accurate.
Hallucinations mostly happen when mixing facts with language-based context, and they are mainly
brought on by skewed training data, unclear prompts, and erroneous large language model parameters
[10]. Al hallucinations might be defined differently, based on context. In general, Al hallucinations
occur when LLM outputs are contextually unreasonable, contradictory with reality, or unreliable to the
input. Some academics feel that the term "hallucination™ is misleading and that Al hallucinations are
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more accurately described as fabrications. On the surface, hallucinations result from a lack of contextual
knowledge since the model must abstract the training data and the prompt, which may cause some
information to be lost. Additionally, noise in the training set could produce a distorted statistical pattern
that causes the model to behave differently than one would have predicted.

Hallucinations could be seen as a characteristic of large language models. If you want the models to
be creative, you want to see them hallucinate. For instance, if you ask ChatGPT or other large language
models to provide you with a fantasy story plot, you want it to create a fresh character, scene, and
storyline rather than copying an already existing one. Temperature is a parameter which can be used to
control such a characteristic. Temperature determines how “creative” the model can be with its
responses i.e. selecting the less probable tokens along with the most probable ones. The value of the
temperature ranges from 0 to 1. A temperature closer to 1 indicates a more hallucinated response while
a temperature closer to 0 indicates zero ability of the model to generate innovative responses. Even
outside the contextual scope, hallucinations can be utilized to improve the quality of the generated result
of large foundational models. This has motivated recent work on vision-based machine translation
which aims to improve machine translation systems by leveraging hallucinations [11]. Addressing Gen-
Al hallucinations is imperative, as it not only compromises the reliability of LLMs but also poses the
risk of disseminating misinformation.

ChatGPT

Despite its prowess, ChatGPT is not immune to hallucination. Instances abound where the GPT 3.5
model generates responses that, while sounding plausible, are factually inaccurate or contextually
inappropriate. In a much recent study, ChatGPT was tested with the HaluEval benchmark to examine
the rate of hallucinations in responses [12]. HaluEval is a comprehensive benchmark meant to assess
hallucinations in LLMs. The empirical results showed that 19.5% of the responses on specific topics
provided by ChatGPT were fabricated responses. Graver situations of hallucination can be found in
research studies where the application of Generative Al in scientific writing is explored. One such study
proposed the ‘double-edged sword’ nature of ChatGPT in generating pathogenesis (the cause and
development of a disease) of homocystinuria-associated osteoporosis and late-onset Pompe disease
(LOPD) [1]. In that paper, the authors, Alkaissi and McFarlane, first prompted ChatGPT to provide a
literature review of the contents of the diseases to which ChatGPT replied accurately with the right kind
of scientific explanation. The authors then prompted ChatGPT to explain the findings further with
references to fact check the presumed literature review. ChatGPT then provided five references dating
to the early 2000s. In reality, none of the papers exist.

Many financial firms such as JP Morgan, Bank of America, Citigroup, Deutsche Bank, Goldman
Sachs and Wells Fargo had forbidden their employees from using ChatGPT or any conversational Al
for that matter [3]. This rooted from the mere prevalence of the concern of the potential for generative
Al to produce inaccurate or misleading information which, in the finance sector is far more damaging
and edging to the risk of users’ monetary information, than in other sectors. This is a result of the LLM’s
capability to not retrieve relevant information. The Retrieval Augmented Generation (RAG), discussed
in this study, however, can help refine this querying ability of any LLM. The methodology proposed in
the study does not make use of any monetary data or real-time financial data.

Mitigating Hallucinations

When misleading or inaccurate information is generated or seen, it can have major effects in mission-
critical fields like medical [13], banking, and finance settings. In these fields, accuracy and
dependability are critical, and any kind of distortion in data, analysis, or decision-making can have a
big negative impact on results and operations. Thus, in these high-stakes areas, strong policies and
procedures are necessary to reduce and even eliminate hallucinations [14]. If the hallucination was
brought on by tainted training data, you can purge the data and retrain the model. On the other hand,
the majority of models are too big to train on your own. On commodity technology, it might not even
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be able to fine-tune an existing model. Human intervention in the outcome [10], and requesting the
model to regenerate if something went horribly wrong could be two of the finest mitigating strategies.

Numerous strategies and tactics exist to reduce hallucinations from the perspective of the user
(prompt engineering) and the LLM (model development). Tonmoy et al. [15] offers a taxonomy of
strategies for mitigating hallucinations in LLMs, emphasizing popular approaches that include model
building and prompting tactics. Techniques to remove hallucinations can be further simplified into three
branches, including knowledge retrieval based approach (introducing external source of data),
redefinitions to the vector databases (training data source), and supervised fine-tuning during model
development. In this study, the authors explored the branch of knowledge retrieval and implemented
Retrieval Augmented Generation (RAG) method on their Llama 2 chatbot to prevent it from creating
hallucinated responses pertaining to data on learning financial trading.

The foundation for a thorough examination of the impact of generative Al hallucinations is laid by
this study of the literature. By synthesizing existing knowledge on the nature, impact and prevention of
these hallucinations, researchers can develop a nuanced understanding of the implications for data
reliability. The understanding of the RAG approach further enhances the relevance of the research,
contributing valuable insights to all users. With the domanial problems of ChatGPT put forth, one must
be fully aware of the limitations of their chosen LLM [5]. ChatGPT for instance, does not possess any
data after September 2021 nor does it support Realtime data. Hence, prompting to reference the latest
articles or research papers will become an impossible task for ChatGPT if it will not have access to the
material. So, it is less about which LLM to use and more about using an LLM after understanding all
its strengths and weaknesses.

PROPOSED METHODOLOGY
Retrieval Augmented Generation (RAG)

RAG is an Al framework that takes care of these two problems. It was first proposed in 2020 by Meta
(then known as Facebook) [6] to give LLMs access to data beyond their training data. There are two
main problems suffered by LLMs: no access to relevant data sources, and the data source being static
in nature. The traditional architecture of generative LLMs consists of the user sending prompts to the
LLM and receiving a response back, having users’ queries resolved. Here, the responses sent by LLMs
are often not evidenced or questioned by the user on validity as LLM always claims to be confident in
its reply. The model solely uses the training set of data. So, the RAG framework instructs the LLM to
retrieve data from an additional set of external data, make changes to the response and then display it
to the user. This data contains multiple content files and can be open source like the internet or closed
source (a fixed set of documents and files). In this way, the RAG approach causes the LLM to
hallucinate less without leaking confidential data and produces more reliable responses. The retriever
that queries or indexes information from the external data source needs to be highly accurate in order
to assist the LLM. To highlight the key differences in the responses between a non-RAG implemented
LLM and a RAG implemented LLM, the authors of this study developed two variations of a chatbot
called “TradeBot”. TradeBot  comes  with open-source code available  at
https://github.com/Progpr/TradeBot. One variant is a chatbot, not supported by the RAG framework
(Figure 1). This variant depicts the standard user-LLM architecture where the user first enters the input,
sends the prompt, the prompt is received by the LLAMA 2 model, the model then sends responses, the
responses are recorded in the chatbot’s session and finally displayed in the chat Ul. The second variant
is supported by the RAG framework (Figure 2). This variant introduces a retrieval engine that the model
leverages before replying to the user. The user first enters the input, sends the prompt, the prompt is
received by the LLAMA 2 model, the model then uses the retrieval engine to retrieve relevant content
from the pdf document, the retrieved information is converted to text, the text is then used to generate
the response which is then displayed back to the user in the chat Ul. The Llama 2 model was trained on
an external data source that comprised of a single pdf document (the NCFM book [9]). The NCFM
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book consists of information about learning technical analysis for trading. For this experiment, the
authors categorized the QnA prompts in three categories of financial trading concepts: chart patterns,
trading strategies, and trading psychology. One question per category was asked to the chatbot and the
responses were recorded.

Components
Llama 2 7B Chat

To develop the chatbot, the authors of this study chose the GGUF (GPT-Generated Unified Format)
guantized Llama2 7B chat model by Meta. The model is available publicly at this repository,
https://huggingface.co/TheBloke/Llama-2-7B-Chat-GGUF. The model was run on Google Colab’s T4
GPU resource of the free tier, and it showcased sufficient utilization of system resources (Figure 3).
The authors set the maximum number of tokens to be used in a response as 256.

Embedding Model

Embedding models are used to convert text or tokens to continuous vector representations. They are
used by LLMs to contextualize information. The authors have chosen the GTE (General Text
Embedding) model over plain sentence transformer embedding models. According to the text
embeddings leaderboard proposed by Muennighoff et al. [16], the GTE model performs better than
most sentence transformer embedding models across various tasks such as retrieval, summarization,
classification and many more.

Prompt Load Get LLM
passed to LlamaCpp response
Llama 2 LLM

User Enters User sends
Input —»  prompt I

| Update chat

history

Display

response in Ul

Figure 1. Solution architecture without Retrieval Augmented Generation (RAG).

Prompt Use ' Retrieve
passed to —P Retrieval NCFM
| Llama 2 Engine PDF

User sends | Y
prompt

User Enters
Input

» Provide Retrieved
Document as

\ /" Text

_/

Display Update Chat Generate
Response in Ul history Response

Figure 2. Solution architecture with Retrieval Augmented Generation (RAG).
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System RAM GPU RAM
3.8/127GB 22/15.0GB

Disk
301 /78.2 GB

Figure 3. Resource usage on running the Llama 2 model with
RAG implementation using the T4 GPU.

RAG with Llamalndex

A data framework for LLM-based apps is called Llamalndex. It makes use of Retrieval Augmented
Generation (RAG) systems, which fuse a private knowledge base with massive language models. The
indexing stage and the querying stage are the two stages that make up RAG in general. Your data is put
into RAG and "indexed", or ready for queries. The index is impacted by user searches, which narrow
down your data to the most pertinent context. This framework has been used to create a vector index of
the NCFM book [9] so that it can be queried and converted to text to be sent in the response to the
user [17].

Chatbot

Streamlit, a python framework, was used as front end means to create the chatbot. The chatbot stores
the user prompts and the LLM responses as key value pairs in a maintained chat session history using
Streamlit’s session package [18-20].

RESULTS AND DISCUSSION

Questions prompted to TradeBot from each of the three categories were: from chart patterns, the
authors asked “What is a shooting star candle stick pattern?”; from trading strategies, the authors asked
“Under Dow Theory, a reversal from a bull market to a bear market or vice versa is not signaled until
and unless both indexes, i.e., the Industrial Index and the Transportation Index, confirm the reversal.
True or False?”; and lastly from trading psychology, the authors asked, “Why do trends never turn on
a dime?”. Degree of hallucination as to how far off the chatbot’s responses are from the factual and
conceptually correct information, about technical analysis is measured. The results showed that the
Llama model had just the surface level knowledge (basic familiarity with terms) about technical
analysis, so it generated contextually correct but conceptually inaccurate information with no in-depth
insights and hence poor justifying ability.

The chatbot was prompted for two iterations. The first iteration consists of hallucinated/inaccurate
responses. The second iteration consists of RAG enabled responses. The figures ahead are snapshots of
the chatbot Ul that showcase the generated responses.

First Iteration of Responses

For the first question in the first iteration (Figure 4), the model unusually referenced a German article
with false information in their response which was neither mentioned in the user prompt nor implied
otherwise. The response then continues to incorrectly define the shooting star candlestick pattern as a
bullish reversal pattern when factually, it is a bearish reversal pattern. The actual pattern is formed
during the uptrend of the market price but the response states that it is formed during the downtrend.
The model manages to get one fact right, which is the upper shadow of the body being longer than the
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body as a candle stick pattern has an inverted hammer present in it with its upper shadow being twice
as big as its body. For the second question in the first iteration (Figure 5), the response stated by the
model is not entirely accurate according to Dow Theory. According to Dow Theory, confirming
indications for a trend reversal should be provided by the Dow Jones Transportation Average (DJTA)
as well as the Dow Jones Industrial Average (DJIA).

Input

what is a shooting star candlestick pattern?

Response is

Einzelnen 10, 2023 A shooting star candlestick pattern is a rare and bullish reversal pattern that forms
during a downtrend. It is characterized by a long white candle with a small real body (i.e., the body of the
candle) and a large upper shadow (i.e., the area above the real body). The upper shadow should be at
least twice the height of the real body. The name "shooting star" comes from the shape of the pattern,
which resembles a shooting star in the sky. The pattern is considered to be a sign of buying pressure, as
the bulls are able to push the price higher despite the overall downward trend. To form a shooting star

pattern, the following conditions must be met:

. The pattern must form during a downtrend.

. The long white candle must have a real body that is at least twice the height of the previous candle's

real body.
. The upper shadow must be at least twice the height of the real body.

. The upper shadow must be visible on the chart.

. The pattern must be recognized

Figure 4. Response to the question, “What is a shooting star candlestick pattern?”.

TradeBot

A Llama 2 Trading Assistant

Chatbot without RAG Implementation

Input

Under Dow Theory, a reversal from a bull market to a bear market or vice versa is not signalled until and

Response is

Answer: False. According to Dow Theory, a reversal from a bull market to a bear market or vice versa can
be confirmed by either of the two indices (Industrial Index or Transportation Index) confirming the
reversal. In other words, only one confirmation from either of the indices is required for a confirmed dow

theory signal.

Figure 5. Response to the question, “Under Dow Theory, a reversal from a bull market
to a bear market or vice versa is not signaled until the Industrial Index and the
Transportation Index, confirm the reversal. True or False?”.
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In Dow theory, the Industrial Average represents the production sector, and the Transportation
Average represents the transportation sector. The idea is that for a healthy economy, both sectors must
be in sync. Therefore, if one index shows a trend reversal, the other should follow suit to confirm the
change in market conditions. So, according to Dow Theory, it is not sufficient for only one of the indices
to confirm a reversal. The expression "turn on a dime" is an idiom that means to change direction
quickly and sharply, similar to the way a coin can pivot rapidly when flipped. In the context of trends,
it suggests the uncertain nature of trends and how trends can shift patterns or continue in their ongoing
nature of the market. In the response (Figure 6), the model however fails to understand this and deviates
into associating trends with the fashion industry. While the information in the referenced article seems
plausible, the response is contextually unreliable. The model again references a German article which
goes to show the model is sitting on flawed data.

Second Iteration of Responses

In the second iteration of responses, for the same number of tokens, the model is able to answer
responses, both factually correct and contextually correct. For the first question (Figure 7), the model
answers precisely about what a shooting star candlestick pattern depicts, when it is found, and its
structure. The pattern is explained correctly by the model without stating extra information that is not
relevant to the content.

For the second question (Figure 8), the model replies to the point by simply stating the answer as
True and does not justify a hallucinated reply unlike in the first iteration. More importantly, it does not
deliberately try to leverage more false information to create a believable response. The model now
understands the principles of Dow Theory and how it affects the economy. If asked to explain further,
the model will guarantee, query the right information about Dow’s theory from the book to elaborate
since it now has access. For the third question (Figure 9), the model finally interprets the idiom
rightfully and associates it with trading to explain how market participants go against the trend (buy in
bearish market and sell in a bullish market). Hence implying the abrupt change in the market conditions
and the uncertain nature of trends.

Chatbot without RAG Implementation

Input

Why do trends never turn on a dime?

Response is

paZdziernik 2019 r. 26 13:34 Trends are a crucial element of the fashion industry, and they often change
rapidly. However, some trends seem to persist over time, refusing to turn on a dime. In this article, we will
explore why this happens and what it means for the fashion industry. Why do trends last longer than

expected? There are several reasons why trends may last longer than expected in the fashion industry:

1. Consumer behavior: Consumers may be more willing to invest in certain styles or pieces that have
been around for longer periods of time. This could be due to factors such as personal preference or
cultural heritage. For example, the "90s revival" has been around for several years now, with many
consumers embracing the nostalgia of this era and purchasing clothing from that time period.

. Innovation: Fashion brands may choose to revive classic styles rather than introducing new ones. This
can lead to trends lasting longer as brands focus on updating existing styles rather than creating

entirely new ones.

Figure 6. Response to the question, “Why do trends never turn on a dime?”.
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A Llama 2 Trading Assistant

A Chatbot with RAG implementation

Input

what is a shooting star candlestick pattern?

Responseis

A Shooting Star is a single line pattern that indicates an end to the uptrend. It is easily identified by the
presence of a small body with a shadow at least two times greater than the body. It is found at the top of

an uptrend, and it indicates that the uptrend may be coming to an end.

Figure 7. Shooting star candlestick pattern.

A Llama 2 Trading Assistant

A Chatbot with RAG implementation

Input

Under Dow Theory, a reversal from a bull market to a bear market or vice versa is not signalled until and

Response is

True

Figure 8. Under Dow Theory, a market reversal is confirmed when both the Industrial and
Transportation Indexes agree. True or False?.

TradeBot

A Llama 2 Trading Assistant

A Chatbot with RAG implementation

Input

Why do trends never turn on a dime?

Response is

Trends never turn on a dime because within each of us is a rebel, and part of human nature to go against
the crowd. This means that even if the majority of traders are trading with the trend, there will always be a

percentage that chooses to go against it, even if only to prove a point or to be different from the rest.

Figure 9. Why do trends not change abruptly?.
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CONCLUSION

Large Language Models (LLMs) and their perils co-exist. LLM hallucinations is one such
characteristic which can add to or deteriorate the performance of the desired functionality that the model
is being used for. Hallucinations in generation tasks provide serious problems for Al's reliability and
accountability. However, asking for suggestions or seeking diversity are two more situations where
hallucinating might be desirable. Optimizing the output of a big language model by referencing a
reliable knowledge base outside of its training data sources before producing a response is known as
Retrieval Augmented Generation, or RAG. Because Llama 2 is built for assistant-like chat use cases
and can be customized for a range of natural language generating jobs, it was the best option for our
research. RAG is not designed to eliminate hallucinations from LLMs, but it serves the purpose of
adding more functionality to the LLM. This is preferred in instances where LLMs are utilized for more
personalized applications which according to this study, was a chatbot that helps individuals to learn
about technical analysis for financial trading.

Limitations and Future Scope
In this study, the authors experimented with a GGUF quantized Llama 2 model by taking into
account, the requirements of the computing system on which the experiment was performed.

There is pace for leveraging other quantization techniques including, GPTQ, and AWQ quantized
Llama 2 models to explore the full potential of a system’s CPU and GPU. The Llama 2 chat model
comes in two other parameterized versions, one having 13 billion and the other having 70 billion, both
of which can be utilized. Modern model evaluation benchmarks can be used to evaluate the accuracy of
the model. A greater number of tokens (more than 256) can be used for more accurate responses and
for a stronger test against hallucinated responses.
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