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Abstract

Linux operating systems are widely used in servers, embedded platforms, cloud infrastructure, and
high-performance computing environments, making continuous system monitoring and risk assessment
essential for maintaining security and operational reliability. Conventional risk assessment approaches
often rely on individual system commands and manual interpretation of processor, memory, process,
file, and security information, which can limit timely identification of abnormal system conditions. This
paper proposes a Bash shell programming-based automated risk assessment framework for Linux
operating systems integrated with an isomorphic graph model for risk mitigation. The proposed
framework automatically collects and analyzes system-level parameters including processor utilization,
memory consumption, running processes, file permissions, user activity, network services, and system
logs. The collected parameters are mapped to Low, Medium, and High (L/M/H) risk levels and
subsequently associated with Preventive, Detective, and Corrective (PC/DC/CC) security controls. The
isomorphic representation establishes relationships among system resources, risk levels, and security
control mechanisms, providing a structured approach to automated risk identification and mitigation.
The framework is implemented using Bash shell scripts and evaluated under controlled Linux system
conditions to examine its monitoring capability, risk classification, and computational overhead. The
proposed approach provides a lightweight and transparent mechanism for automating Linux security
assessment while retaining the mathematical structure of the isomorphic risk model.

Keywords: Linux operating system, Bash shell programming, risk assessment, isomorphic graph,
system security, risk mitigation, preventive control, detective control, corrective control

INTRODUCTION
Linux-based operating systems have become an important platform for servers, cloud infrastructures,

embedded systems, networking environments, and high-performance computing because of their
flexibility, modularity, portability, and extensive command-line administration capabilities. As the
number and complexity of Linux-based computing resources increase, maintaining system availability,
integrity, confidentiality, and reliability requires systematic monitoring and continuous assessment of
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LITERATURE REVIEW

The importance of monitoring operating system activity can be traced to early intrusion detection
research. Denning proposed an intrusion detection model based on monitoring audit records and
identifying abnormal patterns of system usage [5]. Subsequent research extended this concept by
examining program behavior, user profiles, Unix system calls, and shell-command activities for
anomaly detection [6]. Host-based intrusion detection systems have subsequently used operating system
audit trails and system logs as important sources of security information [7]. More recent research has
investigated system-call-based datasets and behavioral analysis for detecting anomalies in Linux
kernels, demonstrating the continued importance of operating system-level observations in security
research [8]. These studies indicate that information generated directly by an operating system can
provide useful evidence for identifying abnormal behavior.

Linux provides several native mechanisms for obtaining such information. System utilities can
expose processor activity, memory utilization, running processes, file system information, active users,
network connections, and system events. In addition, Linux auditing mechanisms can record security-
relevant events associated with system calls, users, objects, and operation results [9]. Operating system
logging has also become an established component of security monitoring because logs can support
system tuning, auditing, incident investigation, and intrusion detection [10]. National Institute of
Standards and Technology (NIST) guidance emphasizes the importance of systematic log management
for generating, collecting, storing, accessing, and analyzing security-related event information [11].
Similarly, continuous monitoring frameworks emphasize maintaining visibility into organizational
assets, threats, vulnerabilities, and the effectiveness of implemented security controls [12]. Therefore,
an effective Linux risk assessment mechanism should consider multiple system-level information
sources rather than relying on a single security indicator.

Although sophisticated security monitoring platforms and host-based intrusion detection systems can
provide extensive analytical capabilities, they may require additional configuration, software
components, databases, or computational resources. For lightweight Linux environments, a command-
line-based approach can provide a comparatively simple mechanism for combining existing operating
system utilities. Shell programming is particularly relevant in this context because shell scripts can
execute system commands, process their outputs, apply conditional logic, automate repetitive activities,
and generate consolidated reports. Research on system-administration automation has identified
automation as an important mechanism for reducing repetitive administrative work and improving
operational efficiency [13]. Recent studies have likewise examined shell scripting for Linux
administration, monitoring, security automation, and large-scale system management [14—16]. Bash is
especially suitable for this purpose because it provides a programmable interface through which existing
command-line utilities can be combined into reusable automated workflows [17].

File system monitoring is another important component of Linux security assessment. Configuration
files, executable programs, authorization information, and user data are critical operating system
resources, and unauthorized modifications to these resources can indicate system compromise or
configuration errors. The Tripwire approach demonstrated the value of monitoring Unix file systems
for added, deleted, and modified files and established file-integrity monitoring as an important host-
security mechanism [18]. Such monitoring can be incorporated into shell-based assessment frameworks
through file-permission checks, ownership verification, configuration-file inspection, and comparison
of selected system states.

The source model underlying the present research provides an additional theoretical foundation for
organizing these observations. The uploaded work identifies the operating system as comprising major
components, including the file system, shell, and kernel, and emphasizes the relationships among the
processor, memory, encryption, and operating system control mechanisms [19-22]. The model further
defines processor, memory, and encryption as interconnected system-resource parameters and relates
them to risk mitigation and control mechanisms.
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The source also represents security states through the sets R = r,w, xR = {r,w,x}, M = L, M,HM =
{L,M,H},and S = P,M,ES = {P,M,E}, corresponding to read/write/execute  operations,
low/medium/high risk levels, and processor/memory/encryption parameters. Furthermore, the
preventive, detective, and corrective control framework is associated with the processor, memory, and
encryption through the proposed isomorphic model [23, 24].

Therefore, the present study proposes a Bash shell programming-based automated risk assessment
framework for Linux operating systems integrated with an isomorphic graph model for risk mitigation.
Instead of requiring an administrator to execute and interpret individual commands separately, the
proposed framework combines multiple Linux system utilities through Bash scripts. The framework is
designed to collect processor utilization, memory utilization, process activity, file and permission
information, user/login activity, network service information, and relevant system-log data. These
observations are then processed using predefined risk rules and mapped to Low (L), Medium (M), and
High (H) risk categories. The resulting risk state is subsequently associated with Preventive Control
(PC), Detective Control (DC), and Corrective Control (CC) mechanisms based on the isomorphic
relationship proposed in the underlying model.

The proposed approach differs from conventional shell-automation studies because its objective is
not limited to automating administrative commands. Instead, shell programming is used as an
implementation layer for a structured risk assessment model. This distinction is important because
recent work has demonstrated the usefulness of Bash and shell scripts for Linux administrative
automation, user-access control, system monitoring, and security-related tasks [14—16], while host-
based security research has investigated more complex statistical, machine-learning, and system-call-
based detection mechanisms [6, 8]. The proposed framework seeks to occupy an intermediate space in
which a lightweight command-line implementation can systematically transform operating system
observations into an interpretable risk assessment.

Accordingly, the main objective of this research is to develop a Linux-based shell programming
framework that automatically monitors selected operating system and security parameters and maps the
resulting observations into a structured risk mitigation model.

The specific objectives are as follows: (i) to develop Bash shell scripts for automated Linux system
and security monitoring; (ii) to collect processor, memory, process, file, user, network, and log
information through Linux command-line utilities; (iii) to establish a Low/Medium/High risk
classification mechanism; (iv) to integrate the classification with preventive, detective, and corrective
controls using the proposed isomorphic model; and (v) to experimentally evaluate the framework under
controlled Linux operating conditions in terms of detection capability, classification behavior, execution
time, and resource overhead [20].

Therefore, the contribution of this study is threefold. First, it provides a lightweight Bash-based
implementation for automated Linux system risk assessment. Second, it converts heterogeneous
operating system observations into an organized risk classification and control framework. Third, it
provides an executable implementation of the isomorphic risk model rather than treating the model only
as a theoretical representation. The proposed framework can subsequently be extended to continuous
monitoring, centralized logging, machine-learning-based anomaly detection, and automated corrective
actions [21].

RESEARCH METHODOLOGY
Proposed Linux—Bash Risk Assessment Framework

The proposed methodology develops a Bash shell programming framework for automated risk
assessment in Linux operating systems. The framework collects system-level information related to
processor utilization, memory usage, running processes, file permissions, network activity, user activity,
and system logs. The source work already establishes processor, memory, encryption, and security
control relationships within its isomorphic risk model (Figure 1).
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Figure 1. Proposed Linux—Bash risk assessment framework.
Source: Proposed by authors based on the isomorphic risk-control framework in the source work and Linux system monitoring
principles [1-18].

Table 1. Overview of Linux utilities for system monitoring and security analysis.

Parameter Example Linux utility Assessment purpose
Processor iostat, top CPU utilization

Memory free, vmstat Memory and swap activity
Processes ps Process activity

Files find, Is, stat Permission and ownership
Network ss Listening services/connections
Users who, last Login activity

Logs journalctl, Linux Audit Event/security analysis

Linux System Monitoring and Bash-Based Data Acquisition

The second stage uses Bash shell programming to automate the collection of Linux system
information. Instead of executing individual commands manually, the proposed framework integrates
system utilities into a unified shell-based workflow (Table 1).

The original work already employs commands such as iostat, vmstat, sar, ps, Isof, and who for
practical risk investigation. The proposed methodology extends this concept by integrating these
monitoring operations through Bash programming. A modular implementation is illustrated in

Figure 2.
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Figure 2. Modular Bash-based Linux ﬁioniforing architecture.

Risk Classification and Isomorphic Mapping
The collected Linux parameters were converted into risk states. Let the monitored parameters be
represented by

X = XCPU,XMEM,XPROC,XFILE,XNET,XUSER,XLOGX =

{Xcpu, Xmem Xproc) XriLe, Xner, Xuser XLog} (1)
Each parameter is transformed into a corresponding risk state:

Ri = fi(XDR; = fi(Xy) ()
Where

Ri € L,M,HR; € {L,M,H} (3)
and LL, MM, and HH represent low, medium, and high risk, respectively.

The overall system risk can be represented as:
Rsystem = F(RCPU,RMEM, RPROC, RFILE,RNET, RUSER, RLOG)Rystem
= F(Rcpu, Ruem, Rproc, Rr1Les Ruer, Ruser, Rroc)

The isomorphic component is derived from the source model, which represents the operating system
permission set as:
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R=r,w,xR = {r,w,x}

and the risk set as
M=LMHM={LMH}

(4)

The source work establishes mappings between these sets and subsequently connects system-
resource parameters with control mechanisms.

For the proposed Linux framework, the mapping is extended toward:

The PC/DC/CC framework follows the source model, where preventive, detective, and corrective
controls are associated with the risk mitigation lifecycle (Figure 3).

Experimental Validation and Performance Evaluation

The final stage validates the proposed Bash framework under controlled Linux conditions. The
experiments should evaluate whether the scripts correctly identify changes in system conditions and
map them to the predefined risk categories. The proposed test cases are presented in Table 2.
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Figure 3. Proposed isomorphic mapping for Linux risk assessment.

Table 2. Controlled experimental conditions for Linux system testing.

Test Controlled condition Main parameter
El Normal Linux operation Baseline

E2 Controlled CPU load CPU

E3 Controlled memory load Memory

E4 Controlled file-permission change File

E5 Controlled test network service Network

E6 Controlled login/log event User/Log
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The evaluation should measure the following parameters:

Detection Rate

DR = NdetectedNtest X 100DR = Nd%:ze‘i X 100 5)
False-Positive Rate

FPR = Nfalse positive Nnormal X 100FPR = % x 100 (6)

Script Execution Time
Texecution = Tend — TstartT o ecution = Tend — Tstart

CPU and memory overhead of the Bash framework should also be recorded.

The experimental workflow is illustrated in Figure 4. This four-subheading structure keeps the
methodology compact while still covering framework design, Bash implementation,
mathematical/isomorphic modelling, and experimental validation (Figure 4).

BASH SHELL PROGRAMMING IMPLEMENTATION

The proposed framework was implemented using Bash shell programming in a Linux environment
to automate system monitoring, risk classification, and generation of an assessment report. The
implementation translates the conceptual risk model into an executable command-line framework. The
original model identifies processor, memory, encryption, file permissions, and control relationships as
important elements of the risk mitigation structure.
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Figure 4. Experimental validation procedure for the proposed framework.
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To maintain a concise journal structure, this section contains only three subheadings and three figures.

Bash-Based System Monitoring and Data Acquisition

The first stage of implementation collects operating system information through Bash scripts and
standard Linux utilities. The monitoring framework considers processor utilization, memory usage,
active processes, file permissions, network connections, user activity, and system logs. The selection is
consistent with the practical Unix investigation commands described in the source work, including
iostat, vmstat, sar, ps, Isof, and who.

Bash provides variables, command substitution, arithmetic operations, conditional statements,
functions, and redirection mechanisms that allow multiple Linux commands to be integrated into a
single automated program [17].

The principal monitoring commands used in the proposed implementation are summarized in
Table 3.

The ps utility provides a snapshot of active processes, whereas vmstat reports information concerning
processes, memory, paging, I/0, and CPU activity [25]. The ss utility provides socket statistics and can
be used to examine network connections and listening sockets.

A Simplified Implementation

For the final manuscript, Figure 5 should be an actual screenshot obtained from the Linux test
environment, showing the execution of the developed script and its collected CPU, memory, process,
file, network, and user information. It should not be presented as a conceptual illustration (Figure 5).

Table 3. Linux commands used for system parameter acquisition.

System parameter Linux command Information obtained
CPU/process activity ps, uptime CPU utilization and process activity
Memory free, vmstat Memory, swap, and virtual-memory statistics
File system find, stat File permissions and ownership

Network ss Active/listening socket information

Users who, last Current and historical login activity

Logs journalctl/audit utilities System and security events

Activities ) Terminal Sep28 10:25
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chmod +x ris ment.sh
$ ./risk_assessmen

LINUX AUTOMATED RISK A
Shell Programm

2 0.48 0.37
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392Mi 2.46i 8.761 dp UNCONN  ©

nautilus

ACTIVE USERS =====
TTY LOGIN@ IDLE
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buff  cache 0 bo c sy wa s pts/0
257304 k]

rone pts/0
rone tty2

Figure 5. Real Linux terminal execution of the proposed Bash-based system monitoring proram.

© STM Journals 2026. All Rights Reserved 62



Journal of Advances in Shell Programming
Volume 13, Issue 2
ISSN: 2395-6690

Automated Risk Classification and Report Generation
The collected parameters were subsequently processed by the Bash program to generate a structured
risk assessment. Each monitored parameter was represented by a risk state:

Ri = fi(XDR; = fi(X;)

where XiX i represents the measured system parameter and
Ri€L,M,HR; € {L,M,H}

where LL, MM, and HH denote low, medium, and high risk, respectively.

The overall system condition is represented as:
Rsystem = F(RCPU,RMEM, RPROC, RFILE,RNET, RUSER, RLOG)Rystem
= F(Rcpu, Ruem, Rproc, RriLes Ruer, Ruser, Rroc)
The original source model defines the risk set as
M =L,MHM = {L,M,H}

and establishes its relationship with system-resource and permission representations.
A Bash function is used to implement the classification logic:

The classification output is then associated with the control categories established in the original
model.

L,M,H - PC,DC,CC{L,M,H} - {PC,DC,CC}

where PC, DC, and CC represent preventive, detective, and corrective controls, respectively. The
source work explicitly establishes these three control categories within its risk mitigation framework.

The program automatically stores the assessment results in a text report. Log information is included
because systematic collection and analysis of logs is an established component of security monitoring
and incident investigation [1].

Figure 6 shows the actual output generated by the developed script, including the measured
parameters, their corresponding risk levels, overall risk status, and report generation confirmation.

Experimental Implementation and Verification

The final stage evaluates the implemented framework under controlled Linux conditions. The
purpose is to determine whether changes introduced into the test environment are correctly detected by
the Bash monitoring program and subsequently reflected in the risk classification (Table 4).

Table 4. Experimental conditions and principal parameters for Linux system evaluation. Six
controlled conditions are considered:

Test Experimental condition Principal parameter
El Normal system operation Baseline

E2 Controlled CPU workload CPU

E3 Controlled memory workload Memory

E4 Controlled file-permission change File

E5 Controlled test network service Network

Eo6 Controlled login/log event User/Log
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The performance of the framework can be evaluated using the detection rate, false-positive rate, and
script execution time.

detected

N
DR = NdetectedNtest X 100DR = ————— X 100FPR
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Nfalse positiveNnormal X 100FPR =

Nfalse ositive

X 100Texecution
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Figure 7. Real Linux terminal screenshot showing controlled experimental execution and verification
of the proposed Bash risk assessment framework.
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Experimental verification is important because the present work proposes an executable Bash
implementation rather than only a theoretical mapping (Figure 7). The source work provides the
underlying practical Unix commands and risk-control model, while the present implementation
integrates those operations into an automated assessment workflow.

CONCLUSION

This study presents a Linux-based automated risk assessment framework using Bash shell
programming. The proposed approach integrates system-level monitoring with an isomorphic risk
model to provide a structured mechanism for identifying and classifying operating system conditions.
CPU utilization, memory usage, process activity, file permissions, network status, and user/log activity
were considered as the principal monitoring parameters.

The Bash implementation demonstrates how standard Linux command-line utilities can be integrated
into a single automated workflow for data acquisition, risk classification, and report generation. The
implementation further establishes a relationship between observed system conditions and the three
control categories—Preventive, Detective, and Corrective (PC/DC/CC)—consistent with the risk
mitigation framework established in the source work.

The experimental implementation provides a practical connection between the theoretical model and
Linux system operation. Controlled system conditions can be detected through Bash-based monitoring
and subsequently represented as low, medium, or high risk, thereby demonstrating the applicability of
the proposed framework to automated Linux security assessment. The original model's representation
of system permissions through read, write, and execute operations also provides a foundation for
incorporating file system conditions into the proposed implementation.
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  R = r , w , x R = { r , w , x } , M = L , M , H M = { L , M , H } , a n d   S = P , M , E S = { P , M , E } ,


  X = X C P U , X M E M , X P R O C , X F I L E , X N E T , X U S E R , X L O G X = {   X  C P U ,   X  M E M ,   X  P R O C ,   X  F I L E ,   X  N E T ,   X  U S E R ,   X  L O G }


  R i = f i  ( X i )   R  i =   f  i  (   X  i )


  R i ∈ L , M , H   R  i ∈ { L , M , H }


  R s y s t e m = F  ( R C P U , R M E M , R P R O C , R F I L E , R N E T , R U S E R , R L O G )   R  s y s t e m = F  (   R  C P U ,   R  M E M ,   R  P R O C ,   R  F I L E ,   R  N E T ,   R  U S E R ,   R  L O G )


  R = r , w , x R = { r , w , x }


  M = L , M , H . M = { L , M , H }


  D R = N d e t e c t e d N t e s t × 100 D R =     N  d e t e c t e d    N  t e s t × 100


  F P R = N f a l s e   p o s i t i v e   N n o r m a l × 100 F P R =     N  f a l s e   p o s i t i v e    N  n o r m a l × 100


  T e x e c u t i o n = T e n d − T s t a r t   T  e x e c u t i o n =   T  e n d −   T  s t a r t


  R i = f i  ( X i )   R  i =   f  i  (   X  i )


  R i ∈ L , M , H   R  i ∈ { L , M , H }


  R s y s t e m = F  ( R C P U , R M E M , R P R O C , R F I L E , R N E T , R U S E R , R L O G )   R  s y s t e m = F  (   R  C P U ,   R  M E M ,   R  P R O C ,   R  F I L E ,   R  N E T ,   R  U S E R ,   R  L O G )


  M = L , M , H M = { L , M , H }


  L , M , H → P C , D C , C C { L , M , H } → { P C , D C , C C }


  D R = N d e t e c t e d N t e s t × 100 D R =     N  d e t e c t e d    N  t e s t × 100 F P R = N f a l s e   p o s i t i v e N n o r m a l × 100 F P R =     N  f a l s e   o s i t i v e    N  n o r m a l × 100 T e x e c u t i o n = T e n d − T s t a r t   T  e x e c u t i o n =   T  e n d −   T  s t a r t

