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Abstract 

The aim of this research paper is to implement a fingerprint-based bank locker system using Arduino 

that provides enhanced security features for users. The proposed system eliminates the need for 

traditional keys and instead utilizes biometric identification to grant access to the locker. The 

inexpensive and user-friendly Arduino microcontroller platform is used to design the system. The 

proposed system is implemented using various sensors, including fingerprint sensors, keypad, and LCD 

display. The system also includes a GSM module, which sends alerts to the user's mobile phone in case 

of any unauthorized access attempt. To overcome these issues, the proposed system utilizes biometric 

identification to grant access to the locker. The system also includes features such as remote monitoring 

and alerting, making it a highly secure friendly solution. This system is more secure than any other 

since it makes use of identity, security question approach, RFID technology, and GSM technology.  

 

Keywords: RFID (Radio Frequency Identification), GSM (Global System for Mobile Communication), 

LCD (Liquid Crystal Display), SMS (Short Message service), Arduino. 

 

 

INTRODUCTION 

With the advancement of technology, the banking sector is shifting towards a more secure and user-

friendly approach. Traditional locker systems are becoming outdated due to security concerns and the 

inconvenience of carrying keys. 

 

Security in the workplace or business setting is a serious risk that everyone must deal with, whether 

at home or on the road. Security systems represent a major worry in this fast-paced, cutthroat society 

where people are unable to secure their private items by manual means. Instead, he or she looks for a 

different approach that offers more atomized, dependable, and superior security. Currently, everything 

is interconnected via networks, enabling anybody to 

access information from anywhere in the globe. The 

possibility of having one's information hacked is 

therefore a major concern. It is crucial to have a 

personal identity system in place to access one's 

own information because of these hazards. Personal 

identity is becoming a big deal everywhere these 

days. Password and identity card approaches are the 

most often used means of personal identification in 

the mainstream. However, these techniques are 

highly unreliable because identity cards can be 

misplaced, and passwords can be easily hacked 

these days. 

 
The system is more secured as 4 steps are 

required for verification. RFID technology is used 
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to verify the RFID tag [1]. A valid user must then answer a security question using software, and the 
answer must match the one that was initially entered when the account was opened. Next, the password 
must match to unlock the locker's door. Finally, a scan identification will be performed, and the smell 

pattern must match the one that was stored in the Arduino UNO. 

 

LITERATURE SURVEY 
The literature survey of fingerprint-based bank locker system previous works based on related work 

is discussed as follows: 
 
A project was developed by Pooja et al. [2] with a primary objective of development and 

implementation of an OTP and fingerprint-based bank locker security solution. This can be set up in 

homes, offices, and banks. Under this approach, money or documents can only be retrieved from the 
lockers by an authenticated individual. Both fingerprints and OTP are employed in this security scheme. 
First-time users must register with a username, password, and mobile number in their system. A person's 

fingerprint will be detected and stored with their ID if their username and password match. The 
authorised person's mobile will then receive a four-digit code to unlock. Thus, compared to other 
systems, biometric and Bluetooth security have more advantages. Together with basic data, this system 
can also generate a record that includes each user's check-in and checkout times. 

 
A sturdy and highly secure smart door accessing system with an Android platform has been built by 

Kashaboina et al. [3]. Applications of this kind are used in banking, homes, and businesses. For 
increased security, we incorporate a smart security system with a GSM module and Bluetooth in the 

suggested system. The Raspberry Pi module is used in the hardware implementation to process large 
amounts of data. In real-time applications, this wireless data access method is incredibly quick and 
secure. 

 

In Shweta S. Joshi, Vinayak Ekke et al.'s study [4], a randomly generated password using a mobile 
device is used to establish an authorised locker key system. Only three password entries are permitted; 
if the password is entered correctly, the locker can be accessed by the designated individual. A buzzer 
sounds and the lock cannot be opened if the password is entered incorrectly more than three times. The 

locker door is locked and opened in the reference architecture using a DC motor. Additionally, max-
232 is utilised for GSM data exchange. 

 

The "bank locker security system based on RFID and GSM technology" that can be set up in banks, 
secure offices, and houses is presented by Chandanshive et al. [5]. Through this technique, money from 
a bank locker can only be retrieved by genuine individuals. They have implemented an RFID and GSM-
based bank locker security system that includes a door locking system that can activate, authenticate,  

and validate users in real time, as well as open the door for secure bank locker access. Using passive 
RFID and GSM has the primary benefit of being more secure than other systems. Their system includes 
an LCD, a GSM modem, an RFID reader, a keyboard, and a microcontroller. The RFID reader reads 
the ID number from the passive tag and sends it to the microcontroller. If the ID number is valid, the 

microcontroller sends an SMS request to the verified person's mobile number, requesting the original 
password to open the bank locker. If the verified person sends the password to the microcontroller, it 
verifies the passwords entered using the keypad and received from the authenticated mobile phone. 
Because two passwords are needed for verification, this approach is more secure than others. 

 
Detroja et al. [6] developed and installed a high security locker system that can be arranged in banks, 

safe offices, and houses and is based on RFID, fingerprint, password, and GSM technologies. Only 

legitimate users of this system can retrieve money from lockers. One type of biometric that is used to 
identify people and confirm their identities are fingerprints. RFID used radio frequency emission to 
identify a person or object.  

 

Jadhav and Agrawal developed and put into place a smart bank locker security system that is both 
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extremely safe and dependable [7]. It will be based on RFID, biometric fingerprint, password, and GSM 
technology. This can be set up in houses, banks, treasury offices, and schools. Under this approach, 
only the legitimate user can unlock the lock and take valuables like jewels, cash, or vital documents out 

of the lockers. This security system makes use of GSM, RFID, biometric fingerprint, and password 
technologies. The user of our suggested system enrols first, providing his username, password, and 
mobile number. Next, the user places his finger on the fingerprint module, whereupon his fingerprint is 
scanned and stored with his fingerprint identity. The user enrollment process will be finished in this 

manner. 

 
Use a GSM application to unlock the security logging door by entering a special password over the 

GSM modem as presented in Leela et al. [8]. Using a GSM application, a security logging door can be 

opened and closed. Using a GSM modem, the user can connect and send SMS. This is a highly 
convenient solution since it eliminates the need for the user to physically open or close the door of his 

car. Using a mobile phone set as a communication device between the user at one end and the object of 

access (i.e., the door) at the other receiving end, the GSM module functions as both a transmitting and 

receiving unit.  
 

Verifying the identity of the individual wishing to use the locker is crucial for preventing fraud. It 

has been suggested by Rajasekaran et al. [9] that a security system utilising voice recognition, face 
detection, and GSM technologies be used to address this security breach.  

 

In the previous technologies, micro-controller is used which is expensive as compared to Arduino 
UNO. In this Fingerprint Based Bank Locker System we used Arduino UNO which is cost effective 

and at the same time it is very easy to use and easy to install. The circuit complexity also reduces.  

 

PROPOSED METHODOLOGY 
The proposed system consists of two main parts: hardware and software. 

 

The hardware includes Arduino, fingerprint sensor, keypad, LCD display, and GSM module. The 
Arduino IDE is used to write C code for the software. To put it another way, radio frequency 

identification (RFID) is an electrical technique for data exchange using radio waves that may be used 

to track, identify, and detect a wide range of things. The fingerprint sensor is used to capture the user's 

fingerprint, which is then stored in the system's memory as shown in Figure 1 [10, 11]. When the user 
wants to access the locker, the fingerprint sensor compares the input fingerprint with the stored 

fingerprint as. If the fingerprint matches, the user is granted access to the locker. The keypad is used to 

enter a PIN code in case the fingerprint sensor fails to recognize the user's fingerprint. The LCD display 
is used to provide feedback to the user, such as the status of the locker and any errors that may occur. 

The GSM module is used to send alerts to the user's mobile phone in case of any unauthorized access 

attempt [12, 13]. 

 

 
Figure 1. Block Diagram of the System. 
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Figure 2. Flow Chart of the proposed system. 

 

In Figure 2, when a saved finger is placed at the fingerprint module, the gate (a solenoid lock) that 

we have utilised will open. The user must first enrol their finger with the aid of push buttons or keys. 
Pressing the ENROL key will cause the LCD to ask for the user's location and ID, where their finger 

will be a store. Thus, the user must now utilise the UP/DOWN keys to enter ID (Location). After 

choosing Location/ID, the user must hit the OK key (DEL key). The LCD will now request that a finger 
be placed over the fingerprint module. Currently, the user must place his finger over the fingerprint 

module. The LCD will then prompt you to take your finger out of the fingerprint module and urge you 

to put it back in. Now user needs to put his finger again over fingerprint module. The fingerprint module 

now uses an image to create templates, which it then saves in its memory according to a chosen ID. The 
user can now unlock the lock by pressing the MATCH key (UP/Down key) with the same finger that 

they added or registered in the system. 

 
Here, the circuit diagram of this project in shown in Figure 3. This Arduino Biometric 

authentication system is a very straightforward circuit that consists of an LCD, a push button, a 

transistor, and an Arduino, which manages the entire project. Arduino controls the complete process. 

 

Fingerprint Sensor  

The fingerprint data is accurately captured by the solid-state fingerprint sensor. It is made to be 

integrated into gadgets for increased convenience and security. The sensor offers a dependable, 
efficient, and intuitive substitute for PINs, passwords, and other user identification methods. 

 

Energy Source 
The regulated power supply provides the circuit's input. The transformer steps down the AC input, 

or 230 V from the mains supply to 12 V, which is then sent to a rectifier. The rectifier produces a pulsing 

DC voltage as its output. Therefore, the rectifier's output voltage is sent through a filter to eliminate any 

remaining AC components in order to obtain a clean DC voltage. This voltage is now applied to a 
voltage regulator in order to produce a clean, steady DC voltage. 

 

Microcontroller  
The project's core is an AVR microcontroller. Embedded C is the programming language utilised. 

Developed by Atmel in 1996, the AVR is an 8-bit RISC microcontroller on a single chip, based on the 

modified Harvard design. Unlike other microcontrollers of the era, which used one-time programmable 
ROM, EPROM, or EEPROM, the AVR was among the first microcontroller families to employ on-chip 

flash memory for programme storage. 
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Figure 3. Circuit Diagram of the proposed system. 

 

RESULTS 

The proposed system was tested in a laboratory environment, and the results were found to be highly 
satisfactory shown in Figure 4. The system was able to recognize the user's fingerprint accurately and 

grant access to the locker. The system was also able to detect any unauthorized access attempts. 

 

 
Figure 4. Image of Final Project. 
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CONCLUSION 

The proposed fingerprint-based bank locker system using Arduino provides enhanced security 

features for users. The system eliminates the need for traditional keys and utilizes biometric 

identification to grant access to the locker. The system is highly secure and user-friendly, making it a 

suitable solution for banks and other financial institutions. To improve the system's features and 

capabilities, more advancements can be made through development and the addition of features like 

extra locks to the system would improve this concept. Therefore, if a lock can be used to control multiple 

doors, we won't need to spend as much money on multiple. It might have been possible to create a 

system that saves prints without using a computer, but it would have needed more parts than we did.  

 

The entire mechanism needs to be mounted on the opposite side of the door or inside the door panel 

to guarantee sufficient security. It is also possible to create a battery system or even use solar power. 

This system's adaptability is one of its key benefits. This system can be used with several other systems. 

The system is very secure. Since each fingerprint is distinct, the sensor can recognise every print while 

being tested. It provides greater control for access to restricted places. 
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