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Abstract 

In the modern digital era, the exponential growth in information generation, storage, and transmission 

has made information security a critical concern. As data flows through various networks and 
platforms, ensuring its confidentiality, integrity, and availability has become essential. Traditional 

cryptographic techniques have been the long backbone of data protection. These include substitution 
and transposition ciphers, hashing functions, and encryption algorithms, such as Data Encryption 

Standard (DES), Rivest–Shamir–Adleman (RSA), Advanced Encryption Standard (AES), International 
Data Encryption Algorithm (IDEA), and Elliptic Curve Cryptography (ECC). These methods have 

provided robust security frameworks for decades. However, with the increasing sophistication of cyber 
threats and advancements in computing technologies, novel approaches, like DNA cryptography, are 

gaining attention. DNA cryptography leverages the biological characteristics and computational 
capabilities of deoxyribonucleic acid (DNA) molecules to encode and secure information. Its inherent 

parallelism, high storage capacity, and randomness offer promising potential for data security 
applications. Extensive research has been conducted in this domain, exploring how DNA-based systems 

can complement or enhance traditional cryptographic models. This paper presents a comprehensive 

review and comparison of these cryptographic techniques, both conventional and emerging, to evaluate 
their effectiveness in securing digital information against unauthorized access and cyberattacks in the 

ever-evolving digital landscape. 
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INTRODUCTION  
Data security and cryptography play a vital role in traditional computing and are likely to be 

significant for DNA database applications as well. This section introduces fundamental terminology 
commonly found in various cryptographic methods. The main objective is to securely transmit 

information from a sender to a receiver in such a way that any third party intercepting the message 
cannot comprehend its contents [1]. 

 
In a cryptographic framework, plaintext refers to 

a string of characters selected from a limited set of 
symbols, often forming natural language. 

Encryption involves converting this plaintext into 

an unreadable format known as ciphertext by 
applying a specific algorithm and a confidential 

key. Decryption is the inverse operation, where the 
ciphertext is converted back into its original form 

using the appropriate key [2–4]. 

 

Encryption aims to ensure that anyone lacking 

the secret key cannot decode the message. A 
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cryptosystem is considered unbreakable if no method of cryptanalysis can successfully decode it. One 

such system is the one-time pad cipher, named because both the sender and receiver have identical pads 

filled with random data. Each data segment is used a single time to encrypt and decrypt a message and 

is then discarded permanently. The rest of the paper contains section II, which gives the knowledge of 

the background of DNA cryptography. Section III introduces various related algorithms or techniques 

related to DNA cryptosystems. Section IV describes the comparison criteria between various 

techniques. Section VI describes the conclusion based on the observation of results obtained in the last 

section.  

 

BACKGROUND 

Modern cryptography consists of the interaction between the application of mathematics, computer 

science and engineering. There are many desktop and web applications which use cryptography. Here 
the discussion starts with the basics of cryptography to the current techniques.  

 
Cryptography  

Cryptography is a way of achieving security by converting or modifying the plaintext message into 
the ciphertext message, i.e., no one can understand the actual meaning of the original message. In the 

modern information era, the evolution of e-money and online transactions is on a large scale, which 
requires more secure and new cryptography techniques. Because the cryptanalysis, which means to 

analyze and try to break the system proposed by the cryptography techniques, runs parallel with the 

evolution of the cryptography techniques [2].  
 

Cryptographic Branches  
There are some branches of the cryptography which are  

a. Cryptographic Engineering [5].  
b. Multivariate Cryptography [6].  

c. Quantum Cryptography [7]. 
d. Steganography [8]. 

e. Visual Cryptography [9].  
f. DNA Cryptography [10].  

 
Cryptographic engineering is mainly used for providing confidentiality authenticity to the devices 

from unauthorized access and provides data integrity from the attacks [11].  

Crypto Engineering = Efficient Implementation + Secure Implementation 

  

Multivariate cryptography is also known as asymmetric cryptography. It is based on multivariate 

polynomial functions over finite fields [12]. Quantum cryptography is mainly used in key distribution 

mechanisms. It is founded on the Heisenberg uncertainty principle from the field of physics [13]. 
 

Steganography is the process of hiding messages such that only intending recipient know about the 
existence of message [14]. Visual cryptography is the technique in which visual information is 

encrypted in such a way that the decryption becomes mechanical operation with the help of human, and 
which does not require any decryption algorithm [15]. The next section describes the DNA 

cryptography in detail.  
 

DNA CRYPTOGRAPHY 
DNA 

In the human body, nucleic acids play a crucial role in transferring genetic information between 
different parts. There are two main types of nucleic acids: DNA and RNA, which carry the instructions 

required for cells to carry out various functions. DNA is the molecule responsible for storing an 
organism’s genetic code. It determines genetic traits and influences physical appearance and 

characteristics in both humans and animals [16]. The DNA has a complex structure shaped, like a 



 

International Journal of Bioinformatics and Computational Biology 

Volume 3, Issue 2 

ISSN: 2583-9977 

 

© STM Journals 2025. All Rights Reserved 9  
 

twisted ladder with four types of acids, like A (adenine), G (guanine), T (thymine), and C (cytosine), 

which are used to store and transform information [9]. A strand consists of a series of bases arranged 
sequences. 

 

The double helix structure is created through hydrogen bonding, where T pairs with C and G pairs 

with A [17, 18], as illustrated in Figure 1. 

 

 
Figure 1. Structure of DNA. 

 
DNA Computing  

DNA computing, also known as molecular computing, is a new approach to massively parallel 
computing. This computing paradigm computes problems using DNA sequence. It is used to resolve 
the varieties of problems in fractions of a second. It is a type of computing that relies on DNA 
biochemistry and molecular biology rather than conventional silicon-based computer technology [18].  

 
This computing has brighter potential in all fields, such as steganography, authentication, image 

encryption, data encryption, visual encryption, one-time pad, etc. [19]. DNA strands store a large 
amount of data and complex information in the molecules or group of molecules, where 1 gm of DNA 
can store 10^8 terabytes of data. It is also used to search for possible solutions to the problem 
simultaneously, which is represented by DNA strands [20]. It is also used for secure communication 
over the medium without any attack threat, it provides key strength data confidentiality, key strength, 
key strength, non-repudiation, data integrity [21]. 

 
DNA computing is a rapidly evolving field that bridges multiple disciplines. Its research and 

development are concerned with theory, practical experiments and applications.  
 

DNA Cryptography 

DNA cryptography offers enhanced data security by converting plain text messages into DNA strands 
using specific DNA sequences. This cryptographic method was first introduced in 1994 by Dr. Leonard 
M. Adleman from the University of Southern California, who applied it to solve a complex 
mathematical problem. He demonstrated the powerful computational capabilities of DNA by 
successfully solving the NP-complete Hamiltonian Path Problem involving seven vertices [22]. This 
technique provides dual-layer security through complex computations. It relies on biomolecular 
methods for both encryption and decryption, leveraging the intricate structure of biomolecules, which 
are challenging to decode. DNA, consisting of four nucleotides – A, G, T, and C – is encoded during 
encryption by representing each nucleotide as a binary value: 00, 01, 10, and 11, respectively. These 
binary representations can then be manipulated or transformed into various binary sequences [23, 24]. 
DNA cryptography is a temperature-dependent cryptographic method [25] as shown in Figure 2. 
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Figure 2. DNA encryption and decryption mechanism. 

 

DNA Techniques  

There are various DNA cryptography techniques which have been developed; here some of the DNA 

techniques which are widely used and recently developed are shown:  

 

DNA Digital Coding Polymers’ Chain Reaction PCR  

PCR stands for “Polymerize chain reaction”. It is highly efficient amplification and quantification 

process of DNA [26]. DNA amplification is very difficult, to amplify the DNA strands, so PCR method 

is used. This method was invented by analysis of biological catalysts known as polymerase.  

 

These polymerases are present in a chaining fashion, which represents that the amplification process 

occurs in various cycles in a chain, one by one, in a cascading manner. By applying PCR, small DNA 

sequences can be dissolved into samples containing very minute quantities of DNA.  

 

PCR amplification can be used for DNA cloning and clustering, i.e., it has the nature of duplicating 

the DNA [27]. In summary, the PCR process can be divided into two main phases.  

i. In the first phase, the two DNA chromosomes, are merged into target DNA.  

ii. In the second phase the polymerase amplification process is applied for forming the target DNA.  

 

PCR amplification is a highly sensitive technique that can be influenced by temperature fluctuations. 

 

DNA Based Bimolecular Cryptographic Design 

A bimolecular cryptographic system scrambles the data into DNA code by using oligonucleotide 

sequences [28]. It uses the one-time pad (OTP) technique of cryptography, which is based on the 

principle of unbreakable [29]. The actual experiment of cryptographic schemes follows OTP, which has 

limitations in transmission over conventional electronic media because of the size of the OTP. DNA 

strands are very neat in design as storage media, and a small amount of DNA is enough for a large 

amount of OTP [30]. 
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We use one-time pad encryption, which uses a codebook to scramble the part of a small segment of 

plaintext message to cipher text message. The codebook used here is a random code book, i.e., One 

secret code is used only once for encryption and decryption, not repeatedly. The OTP of the plaintext 

message is distributed to both sender and receiver in advance [31]. DNA based bimolecular 

cryptographic encryption has the following schemes:  

1. Substitution: In the substitution method, the pair mapping is performed between the 

libraries of various pads, which are randomly generated. In this method, encryption is 

both random and reversible, transforming plaintext into cipher strands while eliminating 

the original plaintext strands. Later, the DNA substitution uses long DNA pads that contain 

various parts, and each part has a cipher word followed by a plain text word. Here the cipher 

word is attached to the plaintext word to form word-pairs. It also acts as a hybridization site for 

the binding of primer. Word pairs generated for DNA strands serve as a reference table for 

converting plaintext into ciphertext during the scrambling process.  

2. XOR mapping: This XOR mapping uses molecular computation and index random key strings. 

Information technology maps DNA strands in a random, reversible manner, where the original 

data is transformed into encrypted strands, and the original plaintext strands are eliminated.  

 

Symmetric Key Crypto System Using DNA  

The symmetric system uses the same key for the encryption and decryption process [22]. These are 

extremely fast and widely used for processing huge amounts of data. It is having some threat of attack 

while transmitting over the communication media, for example, man in the middle.  

 

These are accessible by the external. In this method the plain text is converted DNA sequence in 

which DNA strands are used as the unique key for encryption and decryption [12].  

 

Asymmetric Key Crypto System Using DNA  

The Asymmetric system uses two different keys for the encryption and decryption process [22]. We 

can also be called DNA-public key cryptography. These are extremely fast and widely used for process 

amounts of data because it is much more secure as compared to the symmetric key encryption process. 

 

External users may find it difficult to access. In this method the plain text is converted DNA sequence 

in which DNA strands are used as the unique key for encryption and decryption [14].  

 

DNA STEGANOGRAPHY  

Steganography is the technique of hiding secret messages apart from the sender and receiver. DNA 

steganography can be said to be the supplement of classical DNA cryptography. The DNA 

steganography has a constraint that this method is open to attack [9]. In this process the original message 

is covered by DNA samples to a microdot size.  

 

In the DNA steganography encryption process, the original message is converted to DNA strands, 

and those strands are combined with the other DNA strands to generate a dummy DNA strand of equal 

length and size. However, encryption is not of primary importance in steganography; therefore, a simple 

substitution cipher can be encoded to characters in DNA triplets. 

 

In the decryption process, the secret key and the dummy DNA strands are amplified by applying the 

PCR process. The cipher message will be converted into original message only by the intended recipient 

who knows the PCR primer or key or PCR strand sequence.  

 

PSEUDO DNA CRYPTOGRAPHY METHOD 

Pseudo DNA cryptography varies from DNA cryptography. This method depends on the function of 

DNA, not on the DNA strands. In this method the scrambling and unscrambling process is based on the 
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flow of genetic information within biological system [15]. The sender converts the mRNA data into 

proteins based on the genetic code chart. The keys are sent to the receiver on a security channel as 

shown in Figure 3. 
 

 
Figure 3. Diagram of flow of genetic information. 
 
DNA Chip Based Technologies 

DNA chip technology uses micro arrays of molecules which are restricted over the solid surface for 
biochemical analysis. DNA Chips are useful in manipulating the large amount of data from genome 
sequencing and to find parallel expressions of various genes [5].  

 
A DNA chip consists of an array of DNA sequence molecules, known as probes. The encryption and 

decryption process in DNA chips are not stable as the property of nucleotides changes with the climatic 
or surrounding conditions [17].  
 
Chaotic Coding 

Chaos encoding is the behavioral study of the dynamic systems which are very much dependent on 
the initial condition. Chaos means the state of disorder. We should follow the following properties.  

1. It must be dependent on initial condition.  
2. It must be topologically mixed.  
3. It must have dense periodic orbits  
 
Cycling chaos is used for encoding image pixels positions and rearranging the pixels grey value by 

using DNA sequencing masking. When a random process is occurring in a non-liner dynamic system, 
it is said to be chaos. Chaotic systems are mainly used for dynamic systems [21]. This method is vilely 
used in image encryption. DNA primers store the encoded image pixels in the form of a matrix.  

Image encryption is done by: 

ak + 1 = μ * ak (1 – ak),  

where a0 is initial condition, it varies between 0 and 1 μ is the control parameter having value between 
0.3 < μ < 4 [26]. 

 
COMPARISON OF VARIOUS TECHNIQUES  
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Table 1 here shows the comparison working of different techniques of DNA cryptography. The 

different parameters, like design, method, coding, technology, and efficiency, are used for the 

comparison. 

Table 1. Comparison between various techniques. 

S.

N. 

DNA Cryptographic 

Technique 

Working 

1 DNA Digital Coding 

Polymers’ Chain Reaction 

PCR  

This technique uses POLYMERIZE chain reaction for the amplification for the DNA 

Strands [25].  

2 DNA Based Bimolecular 

Cryptographic Design  

This cryptographic method uses one time pad (OTP) and dynamic code book [9].  

3 Symmetric Key Crypto 

System Using DNA  

This technique uses a single DNA strand key for encryption and decryption process. 

Fabrication and hybridization are done for encryption and decryption process 

respectively [12].  

4 Asymmetric Key Crypto 

System Using DNA  

This method employs a pair of DNA strands as keys – one designated for encryption 

and the other for the decryption process [14].  

5 Pseudo DNA 

Cryptography Method  

This technique is based on the functioning of DNA. It uses mRNA form to generate 

Cipher text according to genetic code table [15].  

6 DNA Chip Based 

Technologies  

It utilizes the genetic sequence of a molecular array. It contains series of blots, which 

can bind nucleotide by which data is electronically calculated based on binding probe 

in each blot [20–27].  

7 Chaotic coding  This coding uses pseudo-randomness and determination which are two features of 

chaotic systems. Also, it is dependent on the initial condition [19–26].  

 

CONCLUSIONS 

The DNA cryptography is the art of securing data using the DNA sequences. This process uses 

various techniques as all the techniques mentioned above in the paper. Each method employs distinct 

algorithms for encrypting and decrypting data. This paper represents detailed study and comparison 

between the various techniques and algorithms used for DNA cryptography. 
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