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Abstract 

Facial recognition systems face a high risk of security breach due to various facial spoofing attacks. 

This challenge was addressed by the study of several deep learning models. This study proposes an idea 

to detect facial spoofing using deep learning architecture to differentiate live faces form various types 

of spoofed images/videos using different CNN models. In addition, the study seeks to strengthen security 

measured in facial recognition system demonstrating that by using deep learning models we can 

effectively tackle spoofing attack and suggest an efficient and practical framework that can be used in 

real life scenarios. Systems that use facial recognition have become commonplace for authentication 

and security reasons. However, they create serious security concerns due to their vulnerability to facial 

spoofing attacks, which involve tricking the system by presenting images, videos, or 3D masks. 

Convolutional Neural Networks (CNNs) have become effective tools for identifying such spoofing 

attempts to counter these attacks. To identify facial spoofing, this study compares and assesses the 

effectiveness of many CNN architectures in terms of accuracy, computing efficiency, and resilience to 

different spoofing tactics. This study intends to illustrate the advantages and disadvantages of CNN 

architecture for improving facial recognition security through an analysis of cutting-edge models. 
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INTRODUCTION 

There is a rapid rise in the use of facial recognition techniques in recent times and threat of 

unauthorized users has also increased due to the boom in AI technology (Deep Face). The current 
technology remains vulnerable to facial spoofing, where the attacker uses various methods to copy the 

identity of legitimate user. These methods include presenting photographs, videos, or even masks to 
avoid the recognition system.  

 
This research work determined the application of deep learning models for effective facial spoofing 

detection/classification among real and spoofed 
images. Deep learning, the subfield of Artificial 

Intelligence has developed various disciplines, 

including computer vision, due to its ability to learn 
complex patterns from large dataset. By leveraging 

this ability to learn complex details from complex 
dataset, we aim to develop a model that can 

accurately differentiate between live face and 
spoofing attempts, thereby enhancing the security of 

facial recognition system. 
 

We search into the specific challenges associated 

with facial spoofing detection and explore how deep 

learning offers unique advantages in addressing 

these challenges. Additionally, this study outlines 

the proposed deep learning model architecture, 

training methodology, and evaluation strategy 
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employed to assess its effectiveness in identifying spoofing attempts. This research focuses to present 

the improvement of facial recognition system with the help of deep learning models: 

• Demonstrating the capability of deep learning models in facial spoofing detection: We have 

suggested a strong and effective model for real world applications which can differentiate between 

the image and can accurately tell which image is spoofed and which is real. It can be effective if 

someone is trying to gain unauthorized access to confidential information and trying to fool the 

biometric system with the help of various spoofing techniques like presenting photographs, videos, 

or masks.  

• Contributing in ongoing research to reduce security vulnerabilities related with biometric 

recognition systems, for e.g. facial recognition technology, we mainly focus on enhancing the 

facial recognition system which can predict more effectively and accurate spoofing activity and 

can accurately differentiate between real and spoofed faces.  

• For creating these models more efficient in predicting we are going to distribute out dataset into 

three sets training, testing and validation; our dataset contains the real and spoofed image and is 

going to use three types of CNN architectures for the prediction. Our generated model will 

accurately classify between real and spoofed image, and we will also be going to try in our future 

research to implicate in real time biometric machines to enhance the security of the biometric 

system. 

 

LITERATURE REVIEW 

Facial spoofing detection has grown to be an important field of research because facial recognition 

systems are now being used in security-sensitive applications. Traditional methods depend on 

handcrafted features like texture analysis and optical flow that vary with lighting conditions, pose or 

expression. It is known that deep learning models are efficient in overcoming the limitations of other 

techniques based on various studies conducted so far. 

• Deep feature learning: Deep learning models can learn intricate facial attributes from large datasets 

and represent subtle nuances in live faces which cannot be easily defined. 

• Robustness to variations: These models can learn representations that are robust to variations in 

lighting, pose, and expression, leading to accurate classification even under challenging conditions. 

 

Our study is focused on facial spoofing detection using different types of deep architectures: 

Convolution Neural Networks (CNN): CNNs are popular types of networks designed for extracting 

hierarchical features from images/videos. In previous studies [1, 2], the authors used the pre-trained 

CNNs such as VGG16 and ResNet and its advantages are included as the other researchers have already 

done our work on facial spoofing detection, and it can be classified based on different deep learning 

architecture types: 

• Convolution Neural Networks (CNN): These models are commonly employed for their capability 

to pull out the hierarchy of features from the images/videos provided in input data. In many 

studies they make use of pre-trained CNNs including VGG16 and ResNet which are fine-tuned 

for spoof detection. 

• Generative Adversarial Networks (GAN): Researchers have also attempted using GAN, where 

they introduced a generator and a discriminator network that would compete against each other 

to improve the model’s ability to distinguish between real and fake faces [3]. 

• Recurrent Neural Networks (RNNs): These models are useful in studying sequential data like 

video frames. Additionally, RNNs were used by Das and Chakraborty to capture temporal 

dynamics in facial features when trying to detect possible forgery or manipulation [4]. 

• Attention mechanisms: Attention mechanisms within CNN architectures integrated into studies 

like by Jasmine et al. allow these works to focalize on specific regions of face such as eyes or 

mouth which play an important role in detecting liveliness [5]. 

• Lightweight models: Another group is still exploring the development of lightweight models 

purposely meant for resource scarce devices hence making it possible to conduct real-time mobile 

platforms based spoofing detection [6]. 
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METHODOLOGY 
For this research we have created compression/detection model which can accurately detect between 

genuine and spoofed faces: (i) Face detection in an image; (ii) Face verification of real or spoof face in 
an image [7]. We have used complex dataset containing real and spoofed face images to train and testing 
purpose which can make the model complex and can accurately predict between genuine and spoofed 
image. The process and our finding for research process in this research work are as followed [8]: 
 
Problem Definition and Scope Clarification 

Facial recognition models are vulnerable to presentation attacks [9]. This research concentrates on 
making the facial spoofing detection model and to enhance its working using various CNN architecture 
for prediction purpose [10], which can effectively overcome the vulnerability related to facial biometric 
system and can provide good results regarding facial detection. 
 
Dataset Acquisition and Preprocessing 

For this research we have acquired a wide range of data diverse dataset containing the samples of 
real (genuine) and samples of spoofed facial images from various backgrounds and from different 
lighting effects [11]. The dataset also includes a variety of presentational attack scenarios images such 
as printed photos, digital images, and 3D masks. Implemented preprocessing techniques, including 
normalization, augmentation, and noise injection, to enhance dataset quality which will make dataset 
more complex will train model effectively due to variety of information present in dataset with all the 
required aspects for building complex models for complex problems [12]. 
 
Gathering of data 

• Real: Here, we recorded videos of people having different skin tones and in different lighting 
environments. 

• Spoofed: We recorded the same video of real one from different device of same person holding 
mobile showing original image/video which will be considered as fake [13]. 

 
We detected each captured frame of faces in dataset and labelled them as real or fake, thereby we 

have created two folders namely real and fake and stored them respectively in the individual folders 
thus creating our dataset [14]. 
 

Dataset Splitting 
The dataset is divided into three sets: training, validation and testing set, ensuring a balanced 

representation of genuine and spoofed samples in each subset. As our dataset is pre-processed and 
labelled, data will be provided for the training purpose of the model [15]. 
 
Model Architecture Design 

• Design a Convolution Neural Network (CNN) based anti-spoofing model that can detect 
presentation attack. 

• Experiment with different convolutional layers, activation function, and model architecture. 
 

You can also consider utilizing transfer learning by using pre-trained CNN models to improve the 
performance of the model. 

 

We have implemented three architecture models of CNN which are: Alex net (architecture shown in 
Figure 1), Google net (architecture shown in Figure 2), and Resnet (architecture shown in Figure 3) in 
which we have compared the output accuracy of all the three models for decision making of the overall 
model that how accurately the model is predicting between genuine and spoofed image. This approach 
of using three models for prediction will enhance the accuracy of predictions of the model and it will 
accurately provide the output of the model [16]. 
 

Alex Net CNN Architecture, as shown in the Figure 1, consists of five Convolution layers, three Max 

pooling layers and three Fully connected layers and SoftMax layers. The data set is divided into three 

sets: 50% training, 25% testing, and 25% validation [17]. 
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Google net, as shown in Figure 2, consists of three convolution layers, 1 max pooling, 1 Average 

Pooling, 2 LCRN, 1 Inception 1 Fc, and 2 SoftMax. Validation algorithm is shown in Figure 3. 
 

PROPOSED MODEL 

i) Face Feature detection in an image, ii) Face verification of real or spoofed face in an image, as 
shown in Figure 4. 

 
Training 

Training phase contains dataset consisting of both real and spoofed images. The images will be 
provided as input for all the architectures, as shown in Figures 1–3 [18]. Multiple images will be 

providing as input to the architecture, as shown in Figure 5, for training purpose [19], we will access 
our web cam for liveness detection and check whether the model is accurately differentiating between 

real and spoofed image or not. 
 

RESULT 

In this section we are going to present the result which is generated by our research and created model 

on facial spoofing classification/detection model using deep learning and specifically CNN architecture. 
The dataset is split into three sets training, validation and testing. We have used vague dataset containing 

genuine and spoofed facial images. The dataset was pre-processed. We have trained three of the models 
with the same dataset and recorded the output accuracy of the models and examined which model is 

providing the highest accuracy among all the used models. From our training and examination, the 
model which gives highest accuracy is Alex net, which shows the highest accuracy and accurately 

differentiates between real and spoofed image. We will access our web cam for testing the accuracy of 
the model if it is working accurately or not. We have used Caffe face detector. The input image for 

verification is shown in Figures 6 (real) and 7 (spoofed). 
 

To show the model performance and corresponding accuracy we have used serval performance 

parameters such as precision, recall, F1 score, and area under curve (AUC-ROC), which is essential to 
have these comprehensive sets of matric to know the performance and accuracy of the respective models 

as shown in Figure 8. Precision and recall output is shown in Figure 9. By doing this we can get detailed 

insights into the model’s effectiveness in predicting between genuine and spoofed image. 
 

 
Figure 4. Face verification of Real and spoofed face.  
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Figure 5. System architecture. 

 

  
Figure 6. The (a) real and (b) spoofed image in one frame. 

 

  
Figure 7. Output result of real and spoofed image. 

 

The F1 score is a metric that combines both precision and recall into a single value. It provides a 

balanced assessment of a model's performance in binary. 

 

Recall =  
True Positive

True Positive+False Negative
  (1) 

 

Precision
True Positive

rue Positive+False Positive
  (2) 

Real Image 

Spoofed Image 

Input 

Input 

Models/Arch. OUTPUT 

Real/Spoofed 
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F1 Score 
2×Precision×Recall

Precision+Recall
  (3) 

 

In the context of a facial spoofing detection model, recall classification tasks, such as facial spoofing 

detection are discussed. The formula for calculating the F1 score is as shown in Eq. (3). The F1 score 

ranges from 0 to 1, where a higher value indicates better model performance. The values are shown in 

Table 1. 

 

Table 1 refers to the ability of the model to correctly identify genuine faces out of all the actual 

genuine faces present in the dataset. In binary classification terms, where we typically label genuine 

faces as the positive class and spoofed faces as the negative class, recall can be calculated as in Eq. (1). 

In facial spoofing detection, precision refers to the ability of the model to correctly identify spoofed 

faces out of all the instances that the model predicted as spoofed. In binary classification terms, where 

we typically labelled spoofed faces as the positive class and genuine faces as the negative class, 

precision can be calculated as shown in Eq. (2). 

 

 
Figure 8. Accuracy Comparison of AlexNet, GoogLeNet, and ResNet. 

 

 
Figure 9. Result of the precision and recall. 
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Table 1. Genuine Faces versus actual faces of the dataset. 

Architecture F1 Recall Precision 

AlexNet 0.988 0.985 0.992 

Resnet 0.898 0.892 0.904 

GoogleNet 0.922 0.915 0.930 

 

CONCLUSION 

This research work tackled the critical challenges of facial spoofing in biometric authentication 

systems with the help of deep learning models like Convolution Neural Network (CNN). It presents the 

categorical based classification of image. Our facial spoofing detection model shows high precision and 

recall scores for both genuine and spoofed faces, indicating its efficiency in distinguishing between 

presentation attacks and effectively distributing between real and spoofed faces. The F1-score, showing 

a harmonized balance between precision and recall, underscored the model's ability to generalize across 

diverse facial representations. The support metric indicates a well-distributed evaluation across genuine 

and spoofed examples, contributing to a holistic understanding of the model's performance. 

 

Implications 

Our research findings add to the ongoing discussion on detecting facial spoofing. We highlight the 

significance of customized model architectures and creative preprocessing techniques. Acknowledging 

the impact of color space transformation opens opportunities for further exploration of multi-modal 

representations that can enhance spoofing resilience. 

 

Limitations and Future Directions 

By acknowledging the limitations of the study, such as dataset constrain sensitivity, in the ever-

developing landscape of facial recognition technology, our research contributes a variety of insights, 

underlining the dynamic relationship between model architectures, preprocessing techniques, and their 

collective impact on facial spoofing detection. 

 

Future Research  

Future research directions may involve: 

• Development of generalizable models: Models that can effectively detect a wider range of 

spoofing techniques, including deep fakes and 3D masks. 

• Explainable AI techniques: Techniques to understand the decision-making process of deep 

learning models to mitigate bias and ensure fairness. 

• Integration with other modalities: We can Combine facial features with other modalities like 

voice, gait, finger, and iris analysis for multi-modal spoofing detection. 
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