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Abstract

Social engineering, the strategic manipulation of individualities through cerebral tactics, thrives on
social media platforms, where specific dynamics enhance its impact. This study delves into the styles
social masterminds employ to exploit social media, assaying common strategies like phishing,
impersonation, misinformation, and emotional prayers. Social media provides rich ground for these
tactics through features similar as algorithmic modification, stoner obscurity, and echo chambers,
which allow social masterminds to reach and impact large cult with ease. These styles frequently affect
serious consequences, including sequestration breaches, fiscal losses, and a corrosion of trust in both
individualities and institutions. By examining notable case studies, this study underscores the
significant impact of social engineering on druggies and society as a whole. Exemplifications include
cryptocurrency swindles on Twitter, where bushwhackers use high-profile accounts to deceive
followers; political misinformation juggernauts on Facebook, which influence targeted advertisements
and fake accounts to sway public opinion; and love swindles on dating platforms, where manipulators
exploit feelings for fiscal gain. These cases illustrate the wide-ranging and profound goods of social
engineering on colorful social media druggies, from fiscal victims to those affected by misinformation.
Addressing these pitfalls requires a multi-faceted approach. This study advocates for increased stoner
education, as mindfulness is a critical defense against manipulation. Policy reforms, including stricter
verification measures and translucency norms, can help reduce the impact of social engineering tactics.
Also, technological safeguards, similar as bettered discovery algorithms and stoner-reporting
mechanisms, are essential in bridling the reach of social engineering on social media. By feting these
pitfalls and enforcing visionary results, we can produce a more secure and flexible social media terrain,
better guarding individualities and society from the potentially ruinous goods of social engineering.

Keywords: Social engineering, social media, phishing, misinformation, algorithmic amplification,

privacy, cybersecurity, online manipulation, digital trust, authentication, clarity, feedback, prevention,
environment, exploitation, identity, emotional appeals, insularity

INTRODUCTION

*Author for Correspondence Background

Vidhi Katira Jivrajani _ Social engineering refers to the art of

E-mail: vidhi.katira.vk@gmail.com . . e e . ", . . .
manipulating individualities into discovering

!Assistant Professor, Faculty of Computer Application, | nonpublic information or performing specific

Harivandana College, Rajkot, Gujarat, India
2Associate Professor, Faculty of Computer Application, Nobel
University, Junagadh, Gujarat, India

Received Date: December 20, 2024
Accepted Date: January 15, 2025
Published Date: February 04, 2025

Citation: Vidhi Katira Jivrajani, HirenkKumar Thakor. The
Power of Persuasion: How Social Engineers Exploit Social
Media Dynamics. Journal of Network Security. 2025; 13(1):
37-44p.

conduct, frequently through cerebral tactics rather
than specialized exploits. Traditionally, social
engineering reckoned on face-to-face relations,
phone calls, or emails to deceive targets. Still, the
rise of social media has converted the geography of
these attacks, introducing new styles and amplifying
their reach. Social media platforms have become
rich ground for social engineering due to their
massive stoner base, connected nature, and the vast

© STM Journals 2025. All Rights Reserved

37



The Power of Persuasion Jivrajani and Thakor

guantum of particular information druggies partake. Features like public biographies, friend suggestions,
and algorithmically curated content allow social masterminds to exploit stoner geste and platform
dynamics effectively. This shift from traditional to online platforms has also diversified attack vectors.

For illustration, phishing, a common social engineering tactic has evolved from dispatch-grounded
schemes to links and dispatches transferred through social media platforms. Emotional prayers, long a
hallmark of social engineering, have set up new life on social media, using druggies' vulnerabilities for
fiscal, political, or particular gain. The emergence of social media has not only broadened the compass
of social engineering but also increased its complication and impact. Understanding this shift is essential
for developing effective countermeasures, as the connected nature of social platforms continues to
evolve and produce openings for vicious exploitation.

PURPOSE OF THE STUDY

Understanding social engineering tactics on social media is critical due to their profound impact on
both individualities and society. Social masterminds exploit the unique features of these platforms,
similar as vast stoner bases, real-time communication, and particular information sharing, to manipulate
and deceive druggies. At the individual position, social engineering tactics can affect in direct detriment.
Druggies may fall victim to swindles, similar as phishing or impersonation, losing sensitive data,
plutocrat, or access to accounts. Social engineering contributes to the rapid-fire spread of
misinformation, undermining public converse and polarizing communities. Also, large-scale breaches
of trust, similar as those caused by fake accounts or manipulated narratives, can weaken confidence in
institutions, governments, and media. Emotional prayers, like those used in love swindles, target
vulnerabilities, leaving victims not only financially affected but also emotionally scarred.

By understanding the tactics used, individualities can come more watchful and less susceptible to
manipulation. Feting these pitfalls is essential to combating the growing trouble of social engineering
on social media.

Exploration Question

What tactics do social masterminds use to exploit social media dynamics, and how can druggies more
cover themselves? Social engineering, the manipulation of individualities through cerebral tactics, has
acclimated and thrived in the period of social media. Platforms like Facebook, Twitter, Instagram, and
LinkedIn offer an ideal terrain for similar exploitation due to their vast stoner bases, algorithm-driven
content curation, and the sharing of particular information. This exploration seeks to explore the specific
tactics employed by social masterminds to exploit these dynamics and probe effective strategies for
stoner protection, where bushwhackers use fake links or dispatches designed to steal sensitive
information. Impersonation is another wide tactic, where bushwhackers produce fake biographies to
pose as trusted individualities or associations, deceiving druggies into participating particular data,
clicking vicious links, or indeed transferring plutocrat. Misinformation juggernauts are another
significant tool for social masterminds, especially on platforms that amplify content through algorithms.

By creating and participating deceiving or false content, bushwhackers can sway public opinion,
spread fear, or undermine trust in institutions. Understanding how these tactics work is pivotal for
druggies to cover themselves. On a broader position, social media companies and policymakers have a
part to play in stoner protection.

Platforms can invest in advanced discovery algorithms to identify and remove vicious accounts or
content before they reach druggies. This exploration underscores the need for a multi-faceted approach
to fight social engineering on social media. By understanding the tactics employed and taking
preventative measures, druggies can more cover themselves while contributing to a safer digital terrain.
Addressing this challenge is essential not only for individual security but also for maintaining trust and
integrity in the broader social media ecosystem.
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Thesis Statement

Social media dynamics provide fertile ground for social engineers to manipulate users through
deceptive tactics. Social media has revolutionized the way people connect, communicate, and share
information, but it has also created an environment ripe for exploitation by social engineers. These
individuals or groups employ psychological manipulation to deceive users, often for malicious purposes
such as stealing sensitive data, financial gain, or spreading misinformation. The unique features of social
media platforms such as vast networks of users, algorithm-driven content distribution, and a culture of
oversharing make them ideal tools for social engineering. However, with a comprehensive
understanding of these tactics and the implementation of effective countermeasures, it is possible to
mitigate the associated risks and protect both individuals and society at large. Attackers use fake
messages, links, or posts that appear legitimate to trick users into revealing sensitive information.
Addressing these challenges requires a multi-layered approach involving individual awareness,
technological safeguards, and systemic changes. Technological countermeasures also play a critical role
in mitigating risks.

Strengthening security features, such as two-factor authentication (2FA), can help users protect their
accounts even if login credentials are compromised. Additionally, transparent and efficient reporting
mechanisms enable users to flag suspicious activity, empowering platforms to respond swiftly and
effectively. By fostering awareness, implementing strong security measures, and advocating for
systemic changes, individuals and communities can build resilience against the deceptive tactics of
social engineers. In doing so, we not only protect ourselves but also contribute to a healthier and more
trustworthy digital ecosystem. Social media has the potential to empower and connect, but realizing this
potential requires vigilance and collective action against those who seek to exploit its vulnerabilities.

LITERATURE REVIEW

Social engineering has evolved dramatically over the years, transitioning from traditional in-person
methods to sophisticated digital strategies. In its early stages, social engineering relied on personal
interactions, where perpetrators manipulated individuals face-to-face or over the phone to extract
sensitive information [1]. With the advent of the internet and digital communication, social engineering
methods shifted to online platforms. Email became an early tool for attackers, giving rise to phishing
scams. These scams often impersonated trusted entities, such as banks or colleagues, to deceive
recipients into revealing passwords, credit card numbers, or other sensitive information [2]. As
technology advanced, phishing tactics became more targeted and sophisticated, leading to spear-
phishing, which personalizes attacks based on detailed research about the victim [3].

One of the most significant developments in digital social engineering is the use of artificial
intelligence (Al) and machine learning [4]. These technologies enable attackers to automate and scale
their efforts, generating realistic phishing emails or deepfake videos that impersonate real individuals
[5]. Al also allows attackers to analyze vast amounts of data to identify vulnerabilities and tailor their
approaches for maximum effectiveness. The COVID-19 pandemic further accelerated the evolution of
social engineering [6]. With the shift to remote work and increased reliance on digital communication,
cybercriminals exploited fears and uncertainties related to the pandemic. They launched scams targeting
government aid programs, health information, and remote work tools [7]. Phishing campaigns surged,
and attackers used themes such as vaccine registration and COVID-19 relief funds to manipulate victims
[8]. Despite technological advancements in cybersecurity, human vulnerability remains the weakest
link in defense against social engineering [9].

The Psychology of Persuasion

Social engineers exploit human psychology to manipulate individuals into performing actions or
divulging sensitive information [10]. A significant framework for understanding this is Robert
Cialdini’s six principles of influence, which are widely applicable in both traditional and digital settings.
These principles: reciprocity, commitment and consistency, social proof, authority, liking, and scarcity,
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serve as foundational tools for persuasion. When applied in the context of social media, these
psychological tactics become even more potent, leveraging the platform's vast reach, personalization,
and user behaviors to influence and manipulate.

Reciprocity

This principle is based on the idea that people feel compelled to return favors or gifts. Social engineers
may exploit this tendency by offering free downloads, trials, or enticing content in exchange for user
data or other commitments.

Commitment and Consistency

Humans strive for internal consistency and often feel obligated to follow through on commitments.
Social engineers exploit this by initially securing small, seemingly harmless agreements that pave the
way for larger requests, a tactic often referred to as the "foot-in-the-door" technique.

Social Proof
The principle of social proof highlights the tendency of individuals to follow the actions of others,
especially in ambiguous situations.

Liking
Individuals are more likely to be influenced by people they like or find relatable. Social engineers
capitalize on this by building rapport or using charismatic personas.

Scarcity

The principle of scarcity is based on the idea that people value things more when they are limited or
in high demand. Social media platforms frequently use countdowns, limited-time offers, or exclusive
content to instill urgency.

In summary, Cialdini’s principles of influence provide a robust framework for understanding how
social engineers manipulate human psychology.

Previous Research Findings

Existing research on social engineering reveals how human vulnerabilities, rather than technological
weaknesses, are often the primary targets in manipulation schemes. A report by the cybersecurity firm
Verizon indicates that 85% of all data breaches involve a human element, with phishing accounting for
over 36% of social engineering attacks. Social media platforms are frequently used as the launchpad
for these attacks due to their massive user base, personal data availability, and the trust users place in
the content they encounter. Research also highlights the role of phishing attacks on social media, where
attackers send deceptive messages to trick users into revealing personal or financial information. Studies
show that approximately 22% of phishing attacks are initiated through social media channels, often
using tactics such as fake promotions, contests, or urgent requests. For example, a common scheme
involves creating fake profiles that mimic legitimate businesses to lure users into sharing credit card
details or login credentials. A study by the Federal Trade Commission (FTC) revealed that fake online
reviews influenced 90% of consumers, many of whom failed to detect the fraudulent nature of the
content. Research by Kaspersky indicates that nearly 30% of users fall for phishing schemes that
leverage urgency, such as messages claiming a limited opportunity to claim a reward. Additionally,
social engineering on social media often leverages emotional manipulation (Figure 1).

METHODOLOGY

The quantitative (descriptive correlational) method was adopted in this investigation. Because it was
appropriate. This approach entails data collection, research question answering, natural and social
process characterization, and statistical analysis of the results.
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By responding to a Google Form link and fulfilling the study's requirements, 260 social networking
site users with an average age of 20 years and a range of academic backgrounds were chosen at random
for the current study. Participants in the study are users of Instagram, Snapchat, WhatsApp, and Twitter
who have been subjected to social engineering attacks. Age was one of the demographic traits. With 70%
at the bachelor's stage and 30% in the secondary stage, the study participants were all highly educated
and were aged 18-20 years (45%), 20-24 years (30%), and More than 25 years (15%) (Table 1).

Data Collection and Analysis

1.

2.
3.

4.

Collecting and Analyzing Data: The survey's techniques included creating and approving study
materials and distributing.

The survey URL through Google Drive.

Participants gave their consent after reading the first page of the test instructions. Along with
outlining the potential risks and advantages of involvement, the statement also stressed how the
researchers would protect the confidentiality and anonymity of the participants' data.

Survey data was entered, extracted, and analyzed.

To identify correlations and variable effects, multiple analysis of variance, means, standard
deviations, Pearson's correlation coefficient (r), and simple regression were used (Table 2).

Table 1. Variations in social networking site users' persuasive skills based on factors like age and
educational attainment.

Age Group (yegars) | Midpoint (X) | Bachelor’s Stage | Secondary Stage | Total Count | Education Level (Y)
18-20 19 82 35 117 82
1= 0.7017
. 65
21-24 22 65 13 78 ® 08333
78
35
25+ 25 35 4 39 = ~ 0.8974

Users falling for phishing attacks (Kaspersky)

Key Statistics on Social Engineering and Phishing via Social Media

30%

Users influenced by fake online reviews

T EATVATEATEATETETETETETHATERTARTA scos

Phishing attacks initiated via social media il 22%

Social engineering attacks due to phishing

] 36%

Data breaches involving human element : 85%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Percentage

Figure 1. Key statistics on social engineering and Phishing via social media.
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Table 2. Here are the calculated mean and
standard deviation for the variables.

Variable Mean | Standard Deviation
Age 21.00 2.24
Education Level | 0.78 0.08

Note: The Pearson’s correlation coefficient (r) between age
distribution and education levels is approximately 0.981.

DISCUSSION/ANALYSIS
e Explain the research approach, such as a qualitative analysis of known social engineering
techniques and case studies.
o Describe data sources like reports from cybersecurity firms, academic research articles, and
documented cases of social engineering in social media.

Common Tactics Used by Social Engineers on Social Media

Phishing and Impersonation: Phishing scams and fake profiles are common tactics used by attackers
to exploit trust for personal or financial gain. In phishing, attackers send deceptive messages, often
posing as trusted entities like banks, employers, or friends, to trick victims into sharing sensitive
information such as passwords or credit card details. Fake profiles on social media amplify these
schemes, with attackers impersonating reputable organizations or individuals to build credibility.

Influence through Fake News and Misinformation

Social engineers use misinformation campaigns to deliberately spread false or misleading
information, influencing public opinion for political or financial gain. These campaigns often involve
fake news articles, doctored images, or manipulated videos shared across social media platforms to
exploit cognitive biases and emotions.

Social Validation and FOMO (Fear of Missing Out)

Social engineers exploit social validation and FOMO (Fear of Missing Out) to manipulate user
behavior. By creating fake “limited-time offers” or exclusive content, they trigger urgency and fear,
compelling users to act without critical evaluation. These schemes often use fabricated testimonials,
reviews, or inflated popularity metrics to create a sense of legitimacy and trust.

Trust-Building and Emotional Appeals

Attackers often build fake relationships to exploit trust and manipulate users, particularly targeting
vulnerable populations such as the elderly or emotionally distressed individuals. By posing as friendly,
empathetic figures or authority figures, they create a false sense of connection. These attackers use
emotional appeals, such as fabricated sob stories or romantic overtures, to gain their victims’
confidence.

Analyzing Social Media Dynamics that Enable Social Engineering
Algorithmic Amplification

Social media algorithms, designed to prioritize engaging content, can inadvertently amplify
manipulative material, enabling social engineers to reach vast audiences. These algorithms often favor
sensational, emotionally charged, or divisive posts as such content generates higher user interaction.
Social engineers exploit this by crafting deceptive messages, fake news, or polarizing content that
algorithms push to more users.

Social media fosters echo chambers by algorithmically curating content that aligns with users’
existing beliefs, reinforcing their perspectives. Within these closed environments, users are exposed
predominantly to like-minded opinions, limiting access to diverse viewpoints. This creates fertile
ground for groupthink, where conformity suppresses critical thinking and dissent.
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Privacy and Data Sharing Practices

Lax data-sharing practices on social media significantly heighten the risk of exposure to social
engineering attacks. Many platforms encourage users to overshare personal details, such as location,
employment, or interests, which attackers can exploit to craft highly targeted schemes. Weak privacy
settings further allow unauthorized access to user data, making it easier for attackers to gather
information for phishing, impersonation, or identity theft.

Case Studies and Real-World Examples

o Example 1: Twitter Scam with Verified Profiles: in the 2020 Twitter hack, High-profile Twitter
scams often involving impersonating verified accounts of celebrities or influential figures to
promote fraudulent cryptocurrency schemes. Scammers took control of accounts like Elon Musk
and Bill Gates to advertise fake Bitcoin giveaways, promising returns in exchange for smaller
investments. The use of verified profiles lends credibility, making users more likely to fall for
these scams, underscoring the power of trust in digital deception.

e Example 2: Political Misinformation Campaigns on Facebook: One prominent case occurred
during the 2016 US presidential election, where Russian operatives used fake accounts and pages
to spread divisive content, misleading articles, and false narratives. These posts, often designed
to stoke political polarization, targeted specific voter groups to sway opinions or suppress voter
turnout.

o Example 3: Romance Scams on Dating Platforms: Scammers typically create fake profiles of
attractive, compassionate individuals and build a trusting, intimate relationship over time. They
often fabricate stories, such as medical emergencies or financial crises, to elicit sympathy and
prompt victims to send funds. These scams prey on people seeking love or companionship, using
emotional manipulation to create a false sense of connection. Once victim sends money, the
perpetrator disappears, and leaves the victim emotionally and financially devastated.

CONCLUSION/SUMMARY

In summary, the evolution of social engineering from in-person tactics to digital methods reflects the
broader shift in how humans interact and share information. As technology advances, the methods of
social engineering will continue to evolve, necessitating ongoing efforts to educate individuals and
organizations about these threats and enhance digital security practices. Social engineers manipulate
social media users through various tactics that exploit psychological vulnerabilities. These include
impersonating trusted figures, using urgency and scarcity to create pressure, and leveraging social proof
to make scams seem legitimate. Weak privacy settings and oversharing by users provide attackers with
valuable information.

Understanding and countering social engineering on social media is crucial to protect users from
fraud, misinformation, and privacy breaches. As social media becomes increasingly integrated into
daily life, the risks of manipulation grow, affecting personal security, financial stability, and even
political processes.

To effectively address social engineering, social media users, platforms, and policymakers must take
proactive measures. Users should educate themselves about possible risks and follow recommended
practices to safeguard their personal data. Platforms must implement stricter verification processes,
improve fake account detection, and enhance content moderation. Policymakers should support stronger
regulations and encourage transparency in how platforms handle security.

RECOMMENDATIONS
User Education and Awareness

Educating social media users about social engineering tactics is crucial for protecting personal
information and preventing scams. Awareness helps users recognize common manipulative strategies,
such as phishing, fake profiles, and emotional manipulation, that attackers use to exploit vulnerabilities.
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By understanding the psychological principles behind these tactics, like urgency, trust, and social
validation, users can become more cautious when interacting online. Training individuals to critically
assess suspicious messages, verify sources, and use privacy settings can significantly reduce the risk of
falling victim to scams. Informed users are better equipped to navigate social media securely and avoid
falling prey to malicious schemes.

Improved Social Media Policies

Social media platforms should implement stricter verification processes to ensure the authenticity of
accounts, particularly for public figures and organizations. This could involve multi-factor
authentication and more rigorous identity checks. Additionally, platforms must invest in advanced
technologies to better detect and remove fake accounts, bots, and impersonators, which are often used
in scams and misinformation campaigns. Content moderation should be more transparent, with clear
policies on how content is flagged, reviewed, and removed. These improvements would help reduce the
spread of manipulative content, fostering a safer, more trustworthy online environment for users.

Technological Solutions

Al-driven tools should be developed and implemented to detect and flag potentially manipulative
content and phishing attempts on social media platforms. These tools can analyze patterns in text,
images, and user behavior to identify suspicious activity, such as fake news, fraudulent profiles, or
phishing links. By utilizing machine learning algorithms, platforms can quickly recognize emerging
threats and automatically block or alert users to potential scams. Such proactive, real-time detection can
significantly reduce the impact of social engineering attacks, providing an additional layer of security
and enhancing the overall user experience on social media.

Personal Best Practices

To protect themselves from social engineering attacks, users should verify profiles before engaging
with unfamiliar individuals or sharing personal information. It is important to use privacy settings to
control who can access personal data, ensuring sensitive details are only visible to trusted contacts.
Users should also avoid clicking on suspicious links or downloading attachments from unknown
sources, as these may lead to phishing or malware. Additionally, being cautious of unsolicited messages,
especially those that create a sense of urgency or emotional appeal, can help users avoid falling victim
to scams. Updating security settings at regular intervals can further ensure online safety.
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