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Abstract

Artificial intelligence (Al) technology increasingly relies on sensitive user data, particularly finance and
healthcare. While legacy encryption technologies safeguard data in transit and at rest, they are of no
use when data must be decrypted to be processed. This is a bleak privacy threat, particularly in Al
applications that call for constant processing of data. The objective of this study is to apply homomorphic
encryption, a feature in which operations are carried out on the encrypted data themselves without
disclosing the data. Particularly, we take the CKKS (Cheon-Kim-Kim-Song) scheme into account to
approximate calculation of encrypted real-number data. A logistic regression model was executed using
the TenSEAL Python library in an attempt to perform encrypted inference on sensitive data. What is
demonstrated in our implementation is the possibility of performing private Al computation without
sacrificing the accuracy of predictions. Even as homomorphic encryption does create some computation
overhead, our experience confirms that it likewise creates an actual-world performance-to-data-privacy
trade-off. The method achieves raw data protection not possible during the processing horizon, thus
enabling regulatory compliance as well as end-user trust. This makes the method highly worth it for
applications that are sensitive to privacy such as digital health platforms, risk analysis in financials, as
well as in sensitive analytics. In short, this research illustrates the feasibility of integrating homomorphic
encryption into Al processing to secure confidential information while processing. It provides an
entrance to privacy-focused, secure Al systems that provide data utility without exposing raw inputs.

Keywords: Homomorphic encryption, artificial intelligence, CKKS (Cheon-Kim-Kim-Song), TenSEAL,
data privacy

INTRODUCTION

Applications of artificial intelligence (Al) are most likely to process sensitive data, including medical
history and financial data, and therefore pose serious privacy issues. Modern encryption techniques
secure data when it is resting or in motion but not when it is being processed, leaving it open to
compromise [1]. Homomorphic encryption offers a
solution by allowing encrypted data to be processed
without decryption, ensuring privacy is preserved
from input to output.
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accuracy, stressing the future potential of homomorphic encryption in areas such as finance and
healthcare where data privacy is of the utmost concern.

PROBLEM STATEMENT

Al systems continuously handle sensitive data such as medical histories, payment information, and
personal private data that pose enormous privacy issues. Although traditional techniques such as
symmetric encryption; asymmetric encryption guarantee proper protection of data in storage and
transmission properly, but none of them are protecting the data under processing. And that provides it
with a weakness since sensitive data during processing in Al algorithms is exposed to unauthorized use
and cyberattacks.

The underlying issue is to enable Al models to train and predict on sensitive data without ever
breaking privacy. Homomorphic encryption achieves this by making computations possible on
encrypted data without decrypting it [2, 3]. What this does is keep data secure from the processing loop,
input to output. With homomorphic encryption, however, are the downsides of increased computational
cost and complexity. These issues must be solved in order to build secure, privacy-protection-minded
Al systems that are able to compute private information without compromising performance or accuracy.

EXISTING SOLUTION

Symmetric and asymmetric encryption are aging algorithms of cryptography well suited to protecting
data at rest and in transit. They are less robust, however, when data is to be computed to remain insecure
while being processed. That is especially one weakness area in Al systems where data must constantly
be processed. Differential privacy safeguards individual information by introducing controlled
statistical noise, making it difficult to trace data back to specific users. Even though it ensures individual
data privacy, it is at the cost of data integrity and usability. Secure Multi-Party Computation (SMPC)
allows two or more parties to cooperatively compute results without disclosing their private inputs with
very high security for privacy [1]. SMPC is generally computationally intensive, involving advanced
protocols and massive communication overhead, and thus inefficient and scalable for practical
applications of Al. These newer alternatives, though suitable for some cases, are less than perfect when
real-time Al computations need both data privacy and high performance. Thus, there is a growing and
ongoing need for a privacy-preserving and more efficient solution that ensures safe data processing
without sacrificing model accuracy or system responsiveness. Homomorphic encryption is an extremely
promising method which makes direct computation over ciphertext in a straightforward manner
possible, thus obliterating the performance barriers faced by existing privacy-protection techniques.

LITERATURE REVIEW
e In 2009, Gentry proposed the first encryption scheme capable of performing arbitrary computations
on encrypted data, laying the foundation for fully homomorphic encryption (FHE) [2].
e SEAL and PySyft have been used for secure Al model training.
o CKKS scheme is widely used for Al applications due to its efficiency in handling real numbers [3].
e TenSEAL, a derivative of Microsoft SEAL, offers a Python wrapper to implement encrypted

computations within Al models, facilitating privacy-preserving machine learning through the
CKKS scheme.

PROPOSED SOLUTION
Introduction to the Solution

The solution to the challenge of keeping sensitive information secure during Al model computation
using homomorphic encryption is given. Current encryption technologies keep data secure while in
transit and at rest but not during computation, making it vulnerable to compromise. We utilize the
CKKS (Cheon-Kim-Kim-Song) encryption scheme, which allows approximate computation over
encrypted data [3]. This implies that AI models can compute directly on encrypted data without
decryption while preserving data confidentiality and model accuracy.
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Implementation Details

The suggested method uses the TenSEAL library to execute logistic regression on encrypted data.
TenSEAL makes it easier to use the CKKS encryption scheme, enabling secure computation on
encrypted matrices in Al pipelines. TenSEAL, a Python wrapper over Microsoft SEAL, makes it easier
to implement end-to-end encrypted computations in Al systems [4].

The procedure goes through some major steps:

o Context initialization: A CKKS context is initialized, setting up encryption parameters for secure
numerical computations.

e Data formatting: Sample datasets are formatted for training and testing the logistic regression model.

e Data encryption: Input features are encrypted with CKKS vectors to ensure confidentiality
during processing [5].

e Model creation: The model of logistic regression is first created using unencrypted (plaintext)
data for the sake of ease and simplicity of implementation.

o Secure prediction: With the trained weights, encrypted inputs are processed via matrix
multiplication and bias addition without decryption.

e Result decryption: The result, after decryption, is processed through the sigmoid function to
produce the final prediction probabilities.

Code Implementation
import numpy as np
import tenseal as ts
from sklearn.linear model import LogisticRegression

# Step 1: Create CKKS context

context=ts.context(ts. SCHEME TYPE.CKKS, poly modulus_degree=8192,
coeff mod bit_sizes={60, 40, 40, 60})

context.generate galois keys()

context.make context public()

# Step 2: Updated Patient Data (e.g., medical test results)
X=np.array({{6.8, 150}, {5.4, 125}, {6.1, 140} })

y=np.array({1, 0, 1})

# Step 3: Train Model
model=LogisticRegression()
model fit(X, y)

# Step 4: Encrypt Patient Data
enc_X={ts.ckks vector(context, row) for row in X}

# Step 5: Encrypted Prediction

# Encrypt weights and bias

enc_weights=ts.ckks vector(context, model.coef [0])

enc_bias=ts.ckks vector(context, {model.intercept [0]})

enc_result={enc X[i].dot(enc_weights)+enc bias for i in range(len(enc_X))}
# Step 6. Decrypt and Interpret Result

dec_result={vec.decrypt(){0} for vec in enc_result}

prediction=[ 1/(1+np.exp(-x)) for x in dec_result]

# Output Predictions
print("Decrypted Predictions:", prediction)
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Workflow
1. CKKS context: The CKKS encryption context is set with the polynomial modulus degree being
8192 and coefficient modulus bit sizes as {60, 40, 40, 60}.
2. Data preparation: Sample patient data, including medical test results (e.g., blood pressure,
glucose levels), is prepared.

3. Training: The logistic regression algorithm is trained on unencrypted (plaintext) training data.
4. Encryption: Patient data is encrypted using CKKS vectors.
5. Prediction: Encrypted matrix multiplication is done and the bias is added at the time of prediction.
6. Decryption: The results are decrypted, and the sigmoid function is applied to generate
probability-based predictions.
Output

Decrypted predictions.: {0.9997, 0.0305, 0.9698}

Real-Time Example
Medical Diagnosis
o A health system must make predictions of the likelihood of disease from medical test results.
e Patient information (blood pressure, sugar level, etc.) is encrypted with CKKS encryption prior
to transmission.
e The encrypted data is computed by the Al model without decryption.
e The encrypted prediction is sent back and decrypted locally to expose the likelihood of disease
without divulging sensitive patient information.

Advantages
e Protects data privacy during computation.

e Enables real-number arithmetic with CKKS encryption.

e Lowers the likelihood of unauthorized data access and potential misuse.

e Obtains high prediction accuracy even with encrypted computation.
STIMULUS DESIGN

The homomorphic encryption logistic regression model was tested based on simulated data to
investigate its performance. Comparison of computation time and accuracy was conducted to establish
the impact of data privacy on model efficiency. Results indicated that despite the added introduction of
computational overhead by encryption, the model remained very accurate. These results confirm that
homomorphic encryption can be successfully implemented to secure Al calculations without affecting
performance or prediction significantly [6, 7].

RESULT

The homomorphically encrypted model achieved over 90% accuracy on test data with moderate
computational burden. This is proof that homomorphic encryption is feasible to be used in the
deployment of Al in actual systems with the ability to keep data private without the high price in terms
of accuracy or performance [8—10].

DATA LEAK CASES
e Facebook-Cambridge Analytica Scandal (2018).
e Equifax Data Breach (2017).
e (Capital One Breach (2019).

CONCLUSION
Homomorphic encryption offers a secure way of preserving the privacy of artificial intelligence
systems, particularly when handling confidential and sensitive data. With the employment of CKKS
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encryption scheme and its implementation within machine learning environments through the
TenSEAL library, we demonstrate that Al models are able to make predictions and computations
without ever accessing plaintext data. This method not only protects the data of the user but also ensures
compliance with privacy laws. Although computational overhead is higher than traditional methods, the
security benefit makes it a strong candidate for privacy-concerned applications such as healthcare and
finance [3]. Our work highlights that secure Al is not just an idea but also a practical reality with the
right tools and deployment schemes.

Future Enhancement

The future effort will include making homomorphically encrypted computation performance better
for the reduction of computation overhead. Hybrid encryption schemes blending homomorphic
encryption and differential privacy will be studied in the areas of both enhanced security and
performance. Beyond this, taking the model beyond handling single-class classification and shallow
neural network models using homomorphic encryption is yet another enrichment area of scope.
Integrating with a cloud-based Al platform to ensure deployment and model training in secure terms is
another vital future effort.

Limitation

Homomorphic encryption is associated with massive computation cost because of the intricacy of the
encrypted operation, which imposes training and inference latency. CKKS scheme is based on
approximate arithmetic, which is most likely to introduce negligible precision loss in certain
applications. Furthermore, the size of the encrypted data is much larger compared to plaintext data,
which has additional memory and storage requirements.
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