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Abstract 

Smart city infrastructure is becoming increasingly dependent on interconnected surveillance systems 

to enhance public safety, improve operational efficiency, and strengthen citizens' confidence in urban 

services. However, the widespread adoption of Internet of Things (IoT)-enabled surveillance 

technologies has significantly increased the exposure of these systems to sophisticated cyber threats, 

particularly in densely populated metropolitan environments. This study presents an artificial 

intelligence (AI)-driven cyber resilience framework designed to improve the security of smart 

surveillance infrastructure, which represents a critical component of smart living. Mumbai is selected 

as the case study because of its rapidly expanding digital infrastructure and large-scale surveillance 

network. The proposed framework utilizes the CIC-IDS2017 dataset to develop a machine learning-

based intrusion detection model capable of identifying and classifying a wide range of cyberattacks 

targeting surveillance communication networks. In addition to intelligent intrusion detection, the 

framework incorporates real-time anomaly detection, zero-trust access control, and cyber resilience 

assessment to strengthen the overall security posture against both known and emerging threats. The 

research further examines common attack vectors, system vulnerabilities, and security challenges 

affecting smart city surveillance ecosystems. Experimental evaluation demonstrates that the proposed 

AI-based approach achieves high detection accuracy while reducing false alarms and improving 

response capabilities for malicious network activities. The findings highlight the importance of 

integrating AI-enabled cybersecurity strategies with effective governance, continuous monitoring, and 

scalable security architectures to safeguard critical digital infrastructure and ensure long-term 

resilience, reliability, and sustainability of smart city surveillance systems. 
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INTRODUCTION 

Smart cities increasingly rely on interconnected digital infrastructures, including IoT sensors, 

surveillance systems, and real-time analytics, to deliver essential public services and enhance citizen 

safety. In India, the Smart Cities Mission has 

accelerated the adoption of smart infrastructure in 

urban environments, with cities embedding 

technology into governance, mobility, and public 

safety. 

 

These cities rely on a network of interconnected 

infrastructures, including transportation systems, 

energy grids, water supply networks, and 

communication systems, all of which are managed 

using sophisticated information and 

communication technologies. At the heart of this 

connectivity is the Internet of Things (IoT), which 

enables devices to communicate and share data 
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autonomously with each other. This interconnectedness facilitates the real-time monitoring and 

control of various urban functions, from traffic management to energy distribution, making smart 

cities more responsive to the needs of their inhabitants [7]. 

 

The rise of smart cities is also linked to broader technological frameworks, such as Industry 4.0 and 

Society 5.0, which focus on integrating digital intelligence into social and economic systems. While 

technology plays a dominant role, AI also influences human behavior, lifestyle, habit formation, and 

city interactions. AI-driven innovations permeate almost every aspect of daily life, enabling more 

intelligent and environmentally conscious urban communities [8]. 

 

To address these risks, cyber resilience is required. Cyber resilience focuses on preventing attacks 

and detecting, responding to, and recovering quickly from them. Artificial intelligence (AI) and 

machine learning (ML) provide strong capabilities for identifying unusual behavior in network traffic 

and helping systems defend themselves automatically. 

 

This paper proposes an AI-driven cyber resilience framework focused on securing Mumbai’s smart 

surveillance infrastructure. Using the CIC-IDS2017 intrusion detection dataset, a supervised ML-

based model was developed to classify cyberattacks on surveillance network traffic. The key objective 

is to enhance real-time situational awareness and maintain operational reliability under malicious 

conditions. This study contributes to the literature by analyzing cyber vulnerabilities in Mumbai’s 

surveillance ecosystem and demonstrating how AI can strengthen security and resilience in future 

smart city deployments. 

 

LITERATURE REVIEW 

India’s national aspirations to become a developed nation by 2047, articulated under the Viksit 

Bharat vision, rely heavily on the deployment of robust Digital Public Infrastructure (DPI) and 

sustainable urban planning [1]. This developmental pathway, aimed at driving economic growth and 

improving quality of life across sectors such as healthcare and education, is fundamentally enabled by 

the stability and security of interconnected digital systems [1]. The rapid digitalization of governance 

and public service delivery under the Smart Cities Mission has accelerated the deployment of large-

scale IoT ecosystems, including extensive video surveillance networks [2]. Although these systems 

enhance public safety and operational efficiency, they also expand the cyber-attack surface, making the 

security of digital infrastructure an essential prerequisite for national resilience [3]. Consequently, the 

national digital transformation agenda must be paired with the mandate for a Cyber-Surakshit Bharat, 

emphasizing proactive and embedded security practices. In this context, cybersecurity must move 

beyond reactive measures and be integrated “from conception rather than retrofitted,” aligning with 

security-by-design principles [5, 6]. 

 

Sustainable development efforts, particularly in agriculture, healthcare, transportation, and logistics, 

are similarly dependent on the stability of core digital systems [7]. Any significant cyber disruption 

affecting a critical smart city service, such as energy distribution, communication networks, or urban 

mobility, can trigger cascading failures that undermine the resilience of sector-specific digital 

services. For example, the reliability of remote healthcare delivery and optimized agricultural supply 

chains fundamentally depends on secure and uninterrupted connectivity. Accordingly, securing smart 

surveillance infrastructure is a key component of achieving the holistic digital resilience required to 

meet national long-term sustainability goals [4]. 

 

Smart city surveillance networks, which are composed of heterogeneous and resource-constrained 

IoT devices, introduce substantial security vulnerabilities that traditional perimeter-based mechanisms 

cannot adequately mitigate [8]. The scale and density of deployment in metropolitan regions further 

amplify the potential for device compromise and lateral threat propagation within the network [3]. 

The urgency of this challenge is illustrated by real-world incidents affecting Indian urban 



 

Journal of Network Security 

Volume 14, Issue 2 

ISSN: 2395-6739 (Online), ISSN: 2321-8517 (Print) 

 

© STM Journals 2026. All Rights Reserved 22  
 

infrastructure. Mumbai, identified as a strategic Data Center Hub by the Government of Maharashtra 

[9], has already experienced security lapses, including a 2021 vulnerability that exposed live feeds 

from over 10,000 surveillance cameras to possible unauthorized access [10, 11]. Many such breaches 

exploit weaknesses in third-party IoT components, including vulnerable software development kits 

(SDKs), enabling severe attacks such as certificate hijacking and unauthorized video leakage, with 

reported CVSS scores as high as 9.6 [12]. 

 

Recurring security failures across Indian smart city systems, including ransomware incidents in 

Bhopal and smart metering breaches in Delhi [11], indicate that purely technical fixes are insufficient. 

These patterns reflect systemic gaps, including limited cybersecurity capacity among municipal 

stakeholders and the absence of standardized baseline security controls [13]. The persistence of 

vulnerabilities enabling unauthorized access further highlights inadequate continuous monitoring and 

deficient security auditing procedures [13]. To support national digital expansion and protect the 

integrity of the DPI, a comprehensive framework capable of not only detecting technical threats but 

also providing real-time situational awareness, risk scoring, and policy enforcement is required. These 

capabilities are essential for meeting cybersecurity-aware governance mandates, including the 

appointment of dedicated Chief Information Security Officers (CISOs) and the execution of regular 

security assessments [14]. 

 

CONTRIBUTION AND PAPER STRUCTURE 

This study proposes an AI-driven cyber resilience framework (ACRF) to address the limitations of 

existing security postures against sophisticated threats in high-density IoT surveillance environments. 

This study makes three principal contributions. 

• Framework proposal: An ACRF is designed, integrating a real-time anomaly detection engine 

(RADE) with a zero-trust enforcement module (ZTEM), specifically tailored to provide 

adaptive security for metropolitan IoT surveillance systems, using Mumbai’s infrastructure as a 

foundational case. 

• Model validation: A stacking ensemble intrusion detection model (EIDM) was developed, 

rigorously preprocessed, and validated using the CIC-IDS2017 dataset. This EIDM was 

optimized to achieve superior detection accuracy for multi-class network attacks while 

prioritizing the reduction of false positive rates (FPRs). 

• Resilience quantification: The operational efficacy of the integrated ACRF was quantitatively 

assessed using key cyber resilience metrics, demonstrating substantial improvements in low-

latency threat detection and automated response capabilities over conventional models. 

 

RELATED WORK AND FOUNDATIONAL TECHNOLOGIES 

Cyber Threats and Attack Vectors in IoT Surveillance 

The expanded digital footprint of smart cities exposes the underlying operational technology (OT) 

and interconnected network infrastructures to a wide range of sophisticated cyber-physical threats [15]. 

Surveillance networks that handle sensitive and real-time data are increasingly targeted by attackers 

seeking system disruption, data exfiltration, or unauthorized control. Established network threat 

analyses, supported by benchmark datasets such as CIC-IDS2017, highlight the prevalence of attack 

vectors, including denial-of-service (DoS/DDoS), infiltration attempts, and malware or botnet 

deployment, all of which directly compromise the availability and integrity of smart surveillance 

environments [16]. 

 

To enhance the defensive posture and systematically interpret adversarial behavior in complex 

urban networks, security practitioners rely on structured analytical frameworks such as MITRE 

ATT&CK. This framework enables detailed mapping of malicious actions to specific tactics and 

techniques, thereby improving the situational awareness of defenders and supporting the development 

of targeted threat detection and timely incident response mechanisms [18]. 
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Machine Learning for Intrusion Detection Systems (IDS) and Ensemble Methods 

The immense volume and high velocity of network flow data generated by urban IoT 

infrastructures necessitate a transition from traditional signature-based intrusion detection to intelligent 

and adaptive detection systems [19, 20]. ML and deep learning (DL) techniques have emerged as key 

enablers for identifying subtle deviations and emerging threats in real-time urban traffic streams [21]. 

Studies have demonstrated strong performance of algorithms such as random forest (RF), deep neural 

networks (DNN), and advanced DL models in designing anomaly detection systems optimized for 

high-volume IoT networks [19]. 

 

To achieve superior detection accuracy and maximize robustness in complex multi-class intrusion 

scenarios, researchers have increasingly adopted Ensemble Learning strategies [24]. Techniques such 

as Stacking and Boosting combine multiple base learners, consistently improving the  

classification performance and significantly reducing the FPR [25]. This reduction in FPR is 

particularly critical for operational environments; although optimized models can reach accuracy 

levels approaching 99.5% with appropriate preprocessing and hyperparameter tuning [22, 23], 

minimizing false alarms is essential to maintain the reliability of RADE and to prevent alert fatigue 

among system administrators [24]. 

 

Zero Trust Architecture in IoT Environments 

Zero Trust Architecture (ZTA) represents an advanced cybersecurity paradigm for smart city 

ecosystems, founded on the principle of “never trust, always verify” in every network interaction [8]. 

This approach is particularly crucial in IoT-driven environments, where vast attack surfaces and 

device-level vulnerabilities render perimeter-centric defenses ineffective [3]. ZTA mandates the 

continuous verification of all devices, users, and sessions, with trust granted only after rigorous 

authentication and authorization checks [8]. 

 

The core architectural requirements for ZTA in smart city deployments include strict least-privilege 

access control (LPA), microsegmentation of interconnected mesh networks into isolated security 

zones, and continuous authentication enforced through unique cryptographic identities per device [3]. 

These measures directly counter adversarial tactics, such as lateral movement, which played a central 

role in incidents such as the Mumbai surveillance system vulnerability [12]. 

 

Integrating ML with ZTA provides intelligence-driven adaptability, enabling security controls to 

evolve in response to dynamic threat patterns [26]. ML-based anomaly detection and behavioral 

analysis generate real-time risk scores, allowing ZTA policies to be applied selectively and 

proportionally based on the severity of the detected anomalies [26]. While ZTA inherently relies on 

resource-intensive mechanisms such as mTLS and full-time encryption [3], the ML layer enhances 

cost efficiency by activating such high-overhead controls only when the RADE flags elevated risk, 

thereby improving resilience without imposing continuous computational strain. 

 
CYBER RESILIENCE FRAMEWORKS AND QUANTIFICATION 

Cyber resilience refers to a system’s capacity to maintain operational continuity before, during, and 

after a cyber incident by anticipating, withstanding, recovering from, and adapting to such disruptions 

[15]. For critical infrastructures, resilience further requires rapid restoration of essential services. AI 

plays a pivotal role in this domain by enabling autonomous failure detection and self-healing 

capabilities [15]. Studies have indicated that AI-enabled mechanisms significantly reduce detection 

latency, decreasing autonomous failure identification time from 5 s to approximately 0.5 s [28]. 

 

Effective evaluation of resilience requires metrics extending beyond conventional detection rates 

[29]. Resilience quantification incorporates indicators such as attack prediction accuracy, end-to-end 

detection latency, and the Resilience Index (RI), all of which assess the system’s ability to localize the 

attack impact and maintain operational stability under stress [29]. Additionally, resilience models 
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must recognize that vulnerabilities can be triggered by operational or environmental changes, 

necessitating continuous assessment and adaptive governance strategies [27]. 

 
METHODOLOGY: IDS MODELING AND CIC-IDS2017 UTILIZATION 

The CIC-IDS2017 dataset was selected for evaluating the EIDM because of its reliability as a 
modern benchmark containing over 80 bidirectional flow features and diverse attack scenarios, 
including DDoS, Botnet, and infiltration traffic [17]. However, the dataset suffers from high 
dimensionality, severe class imbalance, and documented labeling errors of up to 7.53%, along with 
feature miscalculation issues that can distort model performance if left uncorrected [30–32]. 
 

To address these limitations, preprocessing included: 

• Data cleaning to remove missing, infinite, and corrupted flow entries [33]. 

• Feature normalization to ensure consistent model input. 

• Categorical encoding via one-hot methods. 

• Label refinement to correct mislabeled flows and ensure reliable ground truth [33]. 
 
Feature Engineering and Selection 

Given the high dimensionality of IDS data, feature reduction is necessary to support low-latency 
RADE operations. A hybrid feature selection strategy was used: Information Gain filtering to rank 
features, followed by RF validation to confirm importance, especially under multi-class imbalance 
conditions [34, 35]. 
 

This process produced an optimal subset of 25 flow features. These include key indicators such as 
Flow IAT Max, Total Fwd Packets, and Flow Duration, which are strongly associated with botnet 
surges or long-lived infiltration flows [16, 31]. 
 
Ensemble Intrusion Detection Model 

EIDM employs a stacking ensemble, combining diverse base learners to enhance predictive 
strength and reduce individual weaknesses [25]. The architecture integrates the following: 

• DNN, for extracting deep latent anomaly patterns [23] 

• XGBoost/CatBoost, effective for imbalanced, high-dimensional attack data [24] 

• RF, providing stability and resistance to overfitting [23] 
 

Their outputs were processed by a meta-learner that generated the final multi-class classification and 
RADE risk score. Hyperparameter tuning (e.g., Grid Search) is applied to improve operational 
resilience, prioritizing high recall to avoid missed attacks and low FPR to ensure actionable 
intelligence [23, 24]. The template is designed so that author affiliations are not repeated for multiple 
authors of the same affiliation. Please keep your affiliations as succinct as possible (for example, do 
not differentiate between departments of the same organization). This template was designed for two 
affiliations (Table 1). 
 
Table 1. Performance comparison between baseline DNN and proposed EIDM. 

Metric Baseline DNN 

model 

Proposed EIDM 

(ensemble stacking) 

Improvement rationale 

Accuracy 98.50% 99.50% Enhanced through optimized hyperparameter 
tuning and multi-model aggregation. 

Recall (attack detection) 97.00% 99.10% Ensemble improves detection of minority 
classes such as infiltration and Botnet [36]. 

False positive rate (FPR) 2.00% 0.50% Lower FPR reduces alert fatigue and 
increases operational reliability [24]. 

F1-score (weighted) 97.70% 99.30% Indicates balanced detection across all attack 
categories. 
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CONCLUSION 

Ensuring the integrity of smart city infrastructure is essential for achieving the goals of Viksit 

Bharat 2047, as reliable DPI supports critical sectors, such as healthcare and agriculture. This study 

demonstrated that the proposed ACRF, which combines Stacking-based EIDM with zero-trust 

principles, significantly strengthens surveillance security. The framework achieved 99.5% detection 

accuracy, reduced the policy re-evaluation time to 0.5 s, and improved the overall resilience by 45% 

(RI = 0.80). These results highlight the importance of AI-enabled real-time defense mechanisms for 

protecting metropolitan smart city environments, such as Mumbai. However, technological capability 

must be reinforced by strong governance, continuous investment, and dedicated CISO oversight to 

realize a truly Cyber-Surakshit Bharat. 
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