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Abstract

The adoption of blockchain technology in electronic voting systems is increasingly drawing interest
because of its ability to enhance transparency, strengthen security, and ensure the reliability of digital
voting processes. This study provides a comprehensive study of existing research on e-voting systems
that leverage blockchain technology. The study explores various key research concerns, including the
advantages, challenges, and impacts of such systems as well as technologies and implementations,
and identifies future research directions in this field. The reviewed studies most commonly emphasize
security, transparency, and decentralization as the main advantages. By comparison, factors such as
privacy, verifiability, efficiency, reliability, and auditability, although addressed, are not treated as
central themes. Our analysis also reveals that limited attention is given to aspects like accessibility,
compatibility, trustworthiness, and efficiency within existing literature. While these elements are
recognized, they are discussed less extensively than the dominant benefits highlighted in proposed
blockchain-based e-voting solutions. Nevertheless, the examined works present well-organized
frameworks for blockchain-enabled e-voting systems, primarily concentrating on the role of
blockchain in strengthening security, transparency, and privacy. Notably, the critical aspect of
scalability requires attention in future research endeavors.
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INTRODUCTION

Blockchain technology has emerged as a promising solution for secure and transparent e-voting
systems, leveraging decentralization, immutability, and transparency to reduce fraud, enhance voter
anonymity, and build trust while lowering costs and time compared to traditional voting [1]. This
review evaluates blockchain-based e-voting platforms by examining frameworks, smart contracts,
consensus algorithms, and security/privacy measures [2].

Blockchain enables decentralized transaction recording via distributed ledgers, pioneered by
Bitcoin and extended by platforms such as Ethereum and Hyperledger Fabric, which support smart
contracts for automated agreement execution [3].
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Section 2. Types of Voting Systems
This section categorizes different voting systems, including e-voting and traditional methods,
providing a foundational understanding of the various approaches to conducting elections [6].

Section 3. Voting System Requirements

Here, we delve into the necessities and constraints imposed on e-voting systems during
development, distinguishing between functional and non-functional requirements to ensure effective
implementation [7].

Section 4. Literature Review

This section reviews the existing literature and research in this field, highlighting gaps and areas for
further investigation, with a particular focus on the limitations and advancements in blockchain-based
e-voting systems [8].

Section 5. Implementation of Blockchain in E-Voting Systems
Examining the integration of blockchain technology into e-voting systems, this section explores the
benefits, challenges, and real-world applications of blockchain-based solutions in electoral processes

[9].

Section 6. Research Gap and Objectives

This section outlines the research gap and objectives, emphasizing the need for a comprehensive
comparison between blockchain-based e-voting systems and traditional electronic methods [10]. The
objectives include analyzing implementation methods, exploring implications, and proposing a
roadmap for future research in this evolving field [11].

Section 7. Observation: Benefits of Blockchain-Based E-Voting Systems

This section compares the advantages of blockchain-based e-voting systems with those of
traditional methods, aligning them with the requirements specified for e-voting and categorizing them
into major requirement groups [12].

Section 8. Results: Technologies and Implementation of Blockchain-Based E-Voting Systems

Here, we summarize the diverse concepts and technologies employed in blockchain-based e-voting
systems, including blockchain frameworks, consensus algorithms, smart contracts, security, privacy
techniques, and authentication mechanisms [13].

Section 9. Conclusion

In summary, this section underscores the significance of advancing research in secure and
transparent e-voting systems, highlighting the contributions made in understanding and implementing
blockchain technology in electoral processes [14].

TYPES OF VOTING SYSTEM
Traditional Voting

Conventional voting involves traditional methods in which individuals mark their choices on paper
ballots or use mechanical lever machines [15]. These votes were collected and tallied by election
authorities. Paper-based voting can be remote, by mail, or on-site at polling stations. Mechanical lever
machines, introduced in the 1890s, allow voters to select candidates by activating their levers. Both
methods ensure manual vote counting and preparation for the next voter [16].

E-Voting
E-voting uses electronic devices to record, cast, or count votes [17]. This includes several subtypes.
e Punch-card: An early system using modified cards where voters punched out cards.
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Direct recording electronic (DRE): Record votes directly into computer memory using touch
screens or buttons. Some include a voter-verified paper audit trail (VVPAT) [18].

Optical filtering frameworks: Voters fill machine-readable ballots that are scanned using
specialized hardware and software.

Ballot-marking gadgets (BMDs): These devices display ballots electronically and produce a
human-readable paper ballot without storing the vote electronically [19].

Voting: Also known as online or remote e-voting, this involves transmitting and registering
ballots over the internet. Blockchain-based e-voting is a type of i-voting that uses peer-to-peer
networks and blockchain technology [20].

VOTING SYSTEM REQUIREMENTS
For e-voting systems to be effective, they must meet specific functional (FR) and non-functional
(NFR) requirements, which can be categorized into security and non-security groups.

Non-Security Requirements
Functional Requirements

Voter-Focused Voting Design (FR): The system must be accessible, have a user-friendly
interface, and present choices impartially without favoring any candidate [21].

Versatility: This pertains to the system’s capability to adjust to various formats, languages, and
voting ballots, thereby ensuring compatibility across different platforms and technologies [22].
To offer a versatile and adjustable electronic voting experience, this statement underscores the
ability to accommodate modifications, meet deadlines, and support various types of ballot
questions, including open-ended queries [23].

Non-Functional Requirements

Equality: “The principle of equality ensures that all voters have fair, consistent access, and
equal rights regardless of voting method.”

Accessibility: This emphasizes providing individuals with disabilities with full, non-
discriminatory access to vote, including logical and physical access to the voting system.
Auditability: This ensures that all votes are accurately tallied and recorded with reliable election
records and a permanent audit trail that preserves voter secrecy.

Security Requirements
Functional Requirements

Voter authenticity: This ensures voter identification based on the voter registration database,
allowing only eligible voters to cast their votes.

Uniqueness: Guarantees that each voter can submit a vote only once, and the final result of that
voter remains immutable.

Eligibility: Ensures that only legitimate voters can vote and verifies their identities accurately.
Secrecy: ensures that no participant in the voting process can correlate a specific ballot to a
particular voter, thereby preserving voter anonymity.

Non-Functional Requirements

Data protection: ensures that each vote is securely recorded and tamper-proof, with measures
preventing unauthorized access or manipulation [24].

System integrity: Maintains resistance to security failures by preventing reconfiguration during
operation and employing multiple levels of control.

Reliability: ensures robust system functionality without losing votes, even in the face of
multiple failures, and prevents the introduction of malicious code or bugs.

Testing: Allows thorough testing of voting systems by experts to ensure that they meet the
established criteria and security standards.
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LITERATURE REVIEW

The developed blockchain-based digital voting system was designed for technologically advanced
regions, but security vulnerabilities allowed for potential vote manipulation [25]. highlighted the
benefits and challenges of blockchain e-voting, noting issues of scalability, privacy, and system
immaturity. The proposed vote accuracy methods use unique voter codes, adding complexity [26].

Analyzed blockchain e-voting systems, discussing strengths, weaknesses, and limitations, such as
transaction handling and voter identification. Reviewed blockchain voting, identified security and
privacy concerns, and classified blockchain types. surveyed global blockchain e-voting systems,
addressed challenges, suggested improvements, and explained key technical mechanisms [27].

IMPLEMENTATION OF BLOCKCHAIN IN E-VOTING SYSTEMS

Blockchain-based e-voting projects include Votem’s Cast Iron, managing 13 million voters with
audit trails and no breaches, a mobile app with biometric verification but security issues, and ensuring
secure, transparent, and verifiable voting via blockchain; certification involves audits, testing,
usability, and compliance assessments [28, 29].

RESEARCH GAP AND OBJECTIVES

Despite ongoing research in this domain, existing studies have often focused on the limitations of
blockchain-based e-voting, neglecting a comprehensive comparison with traditional and electronic
voting systems regarding their merits and challenges [30].

Consequently, the main objectives of this analysis are as follows:

1. Conducting a thorough comparison between blockchain-based e-voting systems and
traditional/electronic voting systems according to Section 2, with a focus on understanding their
respective advantages and challenges.

2. To review and analyze the specific implementation methods of blockchain technology in e-
voting systems, we examine how they address existing challenges in the field.

3. To explore the potential implications of adopting blockchain-based e-voting systems to address
the current challenges faced by traditional e-voting systems.

4. To develop an updated roadmap for future research endeavors, key areas require further
investigation in the rapidly evolving domain of blockchain-based e-voting.

OBSERVATION
Benefits of Blockchain-Based E-Voting Systems

Several studies have supported the adoption of blockchain-based e-voting systems because of their
significant advantages over traditional electronic voting. These systems offer enhanced security,
transparency, efficiency, and trustworthiness, meeting the essential e-voting requirements.

Key Benefits
e Security: Blockchain ensures that data is tamper-resistant, with high integrity throughout the
voting process.
Immutability: Votes cannot be altered once recorded.
Durability and stability: Resistant to data loss and cyberattacks.
Privacy: Protects voter identity and vote confidentiality.
Decentralization: Distributes control across a network, reducing the risk of central
manipulation.
Efficiency: Streamlines processes like vote casting and counting.
Cost, time, and performance efficiency lead to lower costs and faster results.
Trustworthiness: A transparent and secure system builds public confidence.
Compatibility: Adapts to various technical and legal frameworks.
Affordability: cost-effectiveness in terms of deployment, maintenance, and resource use.
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RESULTS
Technologies and Implementation of Blockchain-Based E-Voting Systems

Blockchain-based e-voting systems use various frameworks, including Ethereum and Hyperledger
Fabric, along with consensus algorithms, such as Proof of Work, Proof of Stake, and Byzantine Fault
Tolerance. Privacy-enhancing techniques, such as homomorphic encryption and zero-knowledge
proofs, combined with biometric and identity verification, ensure voter legitimacy and system
integrity. The key components include blockchain platforms, consensus algorithms, smart contracts,
security and privacy methods, authentication techniques, cryptography, development, and testing
tools. Continuous innovations and new consensus mechanisms are expanding blockchain’s
capabilities in e-voting, addressing security and privacy challenges, and making the sector dynamic
and evolving.

Blockchain Platforms

The realm of blockchain frameworks and technologies encompasses a diverse array of platforms
and tools essential for crafting and deploying blockchain-driven systems. Foundational frameworks
such as Ethereum and Hyperledger Fabric. Bitcoin and MultiChain provide developers with the
necessary infrastructure to build decentralized applications. Among the aforementioned frameworks,
Ethereum has emerged as the favored option, commanding a substantial portion of the utilized
frameworks.

Consensus Algorithms

In e-voting systems, consensus algorithms enable network participants (nodes) to agree on the
validity and order of votes on a blockchain without a central authority. They ensure:

e Validity: Only legitimate votes are recorded.

o [ntegrity: Votes cannot be altered.

o Agreement: All nodes share the same system state.

o Decentralization: Operation without a central authority.

Examples of consensus algorithms used in e-voting systems include:

e Proof of work (PoW), used in systems such as Bitcoin, involves miners solving complex
computational puzzles to secure the network and verify transactions.

e Proof of stake (PoS) is a consensus mechanism in which validators are selected based on their
stake, which serves as collateral to incentivize honesty and secure the network, while high
leverage negatively affects stock returns, offering insights for emerging market researchers and
policymakers.

e Byzantine fault tolerance (BFT) is a method that achieves consensus among participants even
when malfunctioning or malicious nodes are present. BFT consensus algorithms are
specifically designed to handle Byzantine failures, in which nodes behave unexpectedly and
inconsistently.

e The proof of authority is a consensus mechanism in which trusted, pre-approved validators
secure the network and validate blocks.

Smart Contracts

Smart contracts, first conceived in the 1990s, are programmable codes on blockchain that
autonomously execute agreement terms without intermediaries, reducing risk and cost, and improving
efficiency. E-voting enhances security, transparency, and automation by encoding voting rules on
platforms such as Ethereum or Hyperledger Fabric, enabling eligibility verification, vote casting,
tallying, and real-time monitoring. Their immutable nature ensures that recorded votes cannot be
altered, thus boosting trust and reliability in the electoral process.

Security and Privacy Techniques

Blockchain-based e-voting systems require careful attention to ensure security and privacy. Its
decentralized and transparent structure enhances trust and reliability. Incorporating zero-knowledge
proofs (ZKPs) allows for verification without revealing sensitive data. ZKPs ensure:
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Voter privacy: Vote validity without revealing identity.

Vote tallying: Correct results without exposing individual votes.

Ballot integrity: Ballots are valid and untampered.

Voter eligibility: Confirm eligibility without personal data.

Auditing: Independent verification without compromising confidentiality.

Thus, the ZKPs maintain privacy, integrity, and accurate e-voting outcomes.

Authentication and Identity Verification Techniques

Robust authentication in blockchain-based e-voting using multifactor, multi-step, and biometric

verification enhanced by machine learning ensures eligibility, prevents fraud, and secures the system.

CONCLUSION

Blockchain offers a promising solution to traditional e-voting challenges by enhancing security,

transparency, trust, and voter anonymity, and reducing costs and time. This review explores various
voting systems, their requirements, and related works, highlighting the role of consensus algorithms,
ZKPs, and authentication in ensuring system integrity. Despite security challenges, blockchain’s

po

tential for revolutionizing e-voting is significant. This paper identifies research gaps, advocates

further study, and emphasizes the need for secure, transparent, and trustworthy e-voting systems.
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