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Abstract

The problem of efficiency and privacy regarding heterogeneous data in modern distributed machine
learning systems is a vital point that should be taken into account. The absence of IID data distribution,
client heterogeneity, and privacy invasion during the aggregation model are the bane of conventional
federated learning (FL) approaches to learning like FedAvg and FedProx. The paper proposes that the
adaptive and privacy-aware FL framework (AFL-P) can be used to address these limitations to ensure
that dynamic optimization and hybrid privacy preservation can be achieved. The proposed framework
implements adaptive client participation and weighted aggregation with reference to local resource
availability and convergence measures, thereby improving the efficiency of communication and model
stability. Furthermore, AFL-P is an algorithm that combines differential privacy (DP) and secure
aggregation (SA) to provide a stringent assurance of information leakage and no performance costs on
the learning process. The CIFAR-10 (image), UCI-human activity recognition (HAR) (sensor), and
Google Speech Commands (audio) experimental results show that AFL-P outperforms other baseline
algorithms (FedAvg, DP-FedAvg, and FedProx) by 68 percent, 20 percent communication overhead,
and more than 50 percent privacy loss. The findings confirm AFL-P is a strong, efficient, and privacy-
conscious training model of heterogeneous and resource-constrained setups.

Keywords: Adaptive optimization, differential privacy (DP), federated learning (FL), heterogeneous
data environments, secure aggregation (SA)

INTRODUCTION

Federated learning (FL) is a recent breakthrough in collaborative machine learning that does not
imply the centralization of sensitive information.
Unlike classical centralized learning, FL enables the
distribution of a global model during training to
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various clients ( e.g., mobile devices, loT sensors,
or hospitals) without disseminating their local data
[1]. This paradigm particularly applies to sectors
such as healthcare, smart cities, and finance, where
data confidentiality and regulatory adherence are of
great concern to stakeholders.

Despite these advantages, FL poses several
significant threats. First, the data between clients are
Non-independent and identically distributed (Non-
1ID) and, therefore, may lead to model divergence,
unstable convergence, and worse performance [2].
Second, system heterogeneity, variations in
computational power, network bandwidth, and
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client availability may hinder participation and training. Third, FL. does not explicitly distribute
information, but privacy leakage may occur because of the updates of the gradient or model parameters,
which may demand the implementation of powerful privacy-preserving protocols [3, 4]. These issues
are resolved to some degree by the current solutions FedAvg and FedProx, which, in most instances,
are not able to provide an optimal compromise between precision, communication efficiency, and
privacy protection.

To overcome the drawbacks of traditional FL approaches, this study proposes AFL-P, which is a
combination of diverse strategies to support efficiency, privacy, and resilience. The framework
embraces adaptive federated optimization, which varies the weight of participation and aggregation of
the client based on the local conditions and convergence criteria; therefore, it encourages the efficiency
of communication and stability of training. Simultaneously, AFL-P employs a hybrid privacy
mechanism to combine both DP and SA to provide excellent privacy guarantees without negatively
affecting the performance of the models. In addition, architecture can handle heterogeneous sources and
modalities, such as images, sensors, and audio data, which are more resource-constrained and non-IID.

AFL-P can use a variety of experiments on the CIFAR-10, UCI-human activity recognition (HAR),
and Google Speech Commands datasets to be more accurate, converge more quickly, and communicate
and be privacy-conscious than the baseline models. Therefore, the proposed framework provides a
scalable, secure, and flexible solution to FL in heterogeneous and resource-constrained setups.

RELATED WORK

Federated learning has attracted considerable attention because it is applicable to the training of
models in a collaborative fashion, and the privacy of information is preserved. The first is called FedAvg
and is based on the concept of local training on the client side and updating the model at the central
server [3, 4]. FedAvg is simple and has a minimal communication footprint but has no tools to address
non-IID data distributions and cannot converge slowly or not at all in a heterogeneous environment [5].
FedProx proposed to overcome the heterogeneity problem, where a proximal term is introduced to the
local optimization problem, so that client models do not diverge too widely from the global model [6,
7]. FedProx improves the convergence and stability of the models when there is heterogeneity in the
systems and data; however, the privacy factor is not cited directly, and therefore, it opens up the system
to potential information leakage.

One includes FL with differential privacy (DP), as in DP-FedAvg, which formally guarantees privacy
by making some noisy updates to the model [8, 9]. Whereas DP enhances the confidentiality of the data,
it is more likely to reduce the accuracy of the models and will consume more bandwidth in the
transmission, especially in heterogeneous networks where the capabilities of the clients change. Recent
studies have also investigated adaptive FL strategies, in which the choice, aggregation, or learning rate
of the clients is dynamically adjusted with the resources of the devices (or with the nature of the data)
[10]. These approaches are better in terms of performance and convergence but hardly involve a
powerful privacy system and dynamic optimization.

Although more modern developments have taken place, existing FL strategies are oriented toward
either heterogeneity, privacy, or efficiency without an integrated strategy that prioritizes all three. The
suggested AFL-P framework addresses this gap by proactively adjusting the ratios between client
participation and aggregation to ensure that learning is more effective and provides a high degree of
privacy, with the use of DP and secure aggregation (SA), to provide high levels of privacy, and exhibits
a high degree of stability when using different types of data, for example, images, sensor readings, and
audio signals. Overall, AFL-P is a versatile and secure solution that can be scaled to resource-
constrained and privacy-sensitive settings of heterogeneous environments and is thus useful in
overcoming the constraints of existing solutions, such as FedAvg, FedProx, and DP-FedAvg.
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METHODOLOGY

The proposed FL system is adaptive and privacy-aware federated learning (AFL-P), which is
designed to address the data, system, and privacy problems of FL systems simultaneously, as shown in
Figure 1. AFL-P is an algorithm that involves the integration of adaptive client selection with weighted
aggregation and a hybrid privacy protocol (DP + SA) to enhance its functionality and safety. This
method is a mix of theory and experimental work of three heterogeneous datasets: CIFAR-10, UCI-
HAR, and Google Speech Commands.

Dataset Preparation and Federation Setup

Common dataset preparation and federation configuration: This part provides the researcher with the
opportunity to present the data that he has obtained in a usable format and organize the research itself,
respectively. The adaptive and privacy-aware federated learning (AFL-P) framework was evaluated
using three publicly available datasets containing various data modalities and with varying degrees of
heterogeneity: CIFAR-10, UCI-HAR, and Google Speech Commands. The domain of vision is CIFAR-
10, a set of 60,000 RGB images in 10 categories, which is also suitable for training image-based
classification in FL. The UCI-HAR data belong to the IoT/sensors discipline and consist of 10299 time-
series samples measured with smartphone sensors, whereby a dynamic data need can be assessed
regarding its resource and data heterogeneity domains. The Google Speech Commands dataset, which
falls under the category of audio/speech, is composed of approximately 65,000 brief utterances of words
and is used to evaluate the power of AFL-P on a high-dimensional dataset that is privacy-sensitive.

The datasets are divided among several clients to simulate decentralized data ownership, whereby
each client holds a local dataset under real-world non-identically distributed (non-1ID) conditions. To
obtain realistic heterogeneity, the data were dispersed among the clients in a Dirichlet allocation,
whereby the percentage size of classes was dissimilar and non-intersecting. N represents the number of
clients, and N at each round of communication consists of a sub-group C ¢ of N participating in model
training based on the adaptive selection criterion.

Step 1: Initialization

In this training, the central server initiates the process by sending it to all participating clients after
activating the global model. Each client maintains its local dataset and metadata concerning the size of
the data, the availability of resources on the client, and historical performance with respect to
contribution. Simultaneously, the parameters on privacy are set: the noise variance (o) of DP, the
privacy budget () to quantify the total loss of privacy, and the encryption keys required in SA. The
given stage of the introduction presupposes the adaptive participation of the client and a privacy-saving
model update during training.

Step 2: Adaptive Client Selection

To enhance the fairness and efficiency of training, AFL-P employs adaptive client selection,
according to which clients are selected dynamically in each round based on their contribution potential.
The likelihood of involvement of each client is determined as

Pr =0 <L +B Ry +vy-Cy

Diotal

Here, represents the local dataset size, is the total data across all clients, indicates the client’s resource
score (CPU/GPU capability, memory, and battery status), and denotes the contribution score that
measures the improvement in global model accuracy from the previous round. The coefficients are
tunable parameters that balance the importance of data quantity, resource availability, and prior
contribution. Clients with higher values are more likely to be selected, ensuring fairness, reducing
communication overhead, and promoting the effective utilization of available resources.

Step 3: Local Model Training
Once the selection is done, each client trains its own dataset in its own privacy. The client gradient
descent of its model parameters is as follows:
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w < wi —nVL(w'; Dy)

where is the local loss function (typically cross-entropy for classification tasks), denotes the learning
rate, and represents the client’s local model parameters at round. After completing local epochs, each
client produces an updated local model, which is later processed using privacy-preserving mechanisms
before aggregation.

Step 4: Hybrid Privacy Preservation

To preserve local data with respect to inference and reconstruction attacks, AFL-P modifies a hybrid
privacy model, which is DP and secure aggregation (SA). In DP, each client passes Gaussian noise to
the local update of the model:

wE =wf + N (0,0%)

Gaussian noise provides statistical privacy by preventing the extraction of individual data samples
from model updates. The magnitude of the noise() is calibrated according to the desired privacy
budget(), maintaining an optimal balance between privacy preservation and the model accuracy.

In SA, the noisy updates are encrypted before transmission:
Wesq = Deerypt( ), .. Encrypt(W;))

This is to ensure that the server is in a position to decrypt only the aggregate value of updates and not
the parameters of individual clients. The combination of DP and SA has end-to-end privacy, which
protects the local training data and intermediate model changes.

Step 5: Weighted Aggregation

To decrease the effect of the non-IID data distribution and enhance the extrapolation of the model,
AFL-P performs weighted aggregation instead of simple averaging. The international model will be
revised as

— k
Wil = Zkectwkwt

Where, w), represents the adaptive weight assigned to the client, computed as:

dk

jecy

Here, denotes the data quality or contribution score, which can be determined based on metrics such
as local validation accuracy, data diversity, and reduction in local loss. This weighted aggregation
mechanism ensures that clients contributing more reliable and informative updates have a greater
influence on the global model, resulting in faster convergence and improved accuracy across
heterogeneous clients.

Step 6: Global Model Update and Broadcast

When the local updates are complete, the server approximates the new global model and transmits it
back to all participating clients. Each client then localizes its parameters to the existing global model,
and global learning then takes place in a coordinated direction across the distributed network. This is a
process of feedback between the clients and the central server until the convergence criterion is realized.

Step 7: Convergence Check

The convergence of the AFL-P framework is determined by monitoring the stability of the validation
accuracy and loss across the training rounds. Specifically, the model is considered converged when the
improvement in validation accuracy() falls below a predefined threshold(), the global loss stabilizes, or
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the maximum number of rounds() is reached. If convergence is not achieved, the process is repeated
from adaptive client selection (Step 2).

Step 8: Evaluation Metrics

AFL-P is evaluated holistically by several measures on datasets. Accuracy, precision, recall, and F1-
score are used to measure the classification quality of image, sensor, and audio data. Privacy loss (g) is
an indication of privacy loss achieved using the DP mechanism. Communication cost (Megabytes per
round) is the amount of data transmitted between the clients and the server, and training time (in
seconds) is the effectiveness of the framework on a computational level. Also, the convergence rounds
provide the number of steps required to reach a steady accuracy worldwide, which brings out data on
the scaling of AFL-P and the ability to optimally scale it.

Step 9: Experimental Validation and Convergence

AFL-P model training is repeated until the global model converges and typically requires 80—100
rounds to converge, determining the dataset complexity. The results of the experiment indicate that at
minimum AFL-P can achieve high stability and accuracy, approximately equal to 88 percent, even when
usable in non-I1ID conditions, in the case of CIFAR-10. The models converge quickly and have a low
communication cost on the UCI-HAR dataset owing to effective client selection and aggregation. AFL-
P has high privacy retention in the case of the Google Speech Commands dataset, where a model
accuracy of less than 3 percent is obtained once all privacy restrictions are severely imposed on the
data. The convergence curves indicate that the baseline models, that is, FedAvg, FedProx, and DP-
FedAvg, dominate the convergence speed and stability of AFL-P. Furthermore, AFL-P has a smaller
privacy loss (¢ < 2) and a lower cost of communication (in bandwidth units) than other FL systems;
hence, it is a powerful, scalable, and privacy-conscious federated learning system that can be used in
heterogeneous resource-constrained environments.

RESULTS AND DISCUSSION

Three heterogeneous datasets with CIFAR-10 (image), UCI-HAR (sensor), and Google Speech
Commands (audio) were used to test the relevance of the proposed AFL-P model, as these data
modalities and devices represent heterogeneity. The results obtained were compared with those of
standard Federated Averaging (FedAvg), FedProx, and DP-FedAvg. All these models were evaluated
based on accuracy, precision, recall, F1-score, cost of communication, time to train, and loss of privacy ().

Table 1 presents a comparative analysis of the model performance on the CIFAR-10, UCI-HAR, and
Google Speech Commands datasets in the form of precision, recall, and F1-score as the most significant
measures of evaluation. The proposed AFL-P model is more stable than the baseline models (FedAvg,
FedProx, and DP-FedAvg) on each dataset. The F1-score of AFL-P is 86 in the case of CIFAR-10
compared to FedAvg (80) and DP-FedAvg (76), which demonstrates that it is more versatile in image-
based non-IID data. The AFL-P UCI-HAR dataset has an F1-score of 93%, which means that it is very
strong and converges faster on sensor-based sequential data. The Fl-score of Google Speech
Commands AFL-P is higher by 6% than that of FedAvg, which is 90. These results support the claim
that AFL-P can be employed to strike a balance between models and privacy, particularly in
heterogeneous and resource-limited environments. With adaptive optimization and privacy-saving
systems in a hybrid format, AFL-P ensures high accuracy and reduces the communication and privacy load.

Figure 2 indicates that the model accuracy and cost associated with communication (MB per round)
of various FL strategies have an inverse relationship. The results show that AFL-P is the most precise
(88%); however, its cost of communication (e.g., 70 MB/round) is the lowest compared with other
models. Despite the fact that the FedAvg model is fairly good in regard to accuracy, it is the most
expensive model in terms of communication due to the fact that both participate uniformly, and their
aggregates are not weighted. FedProx is relatively more economical, yet not adaptive. DP-FedAvg has
improved privacy at the expense of accuracy and transmission of more data. AFL-P, however, includes
unwanted contributions by low-contributing clients through adaptive selection and optimal aggregation
weights.

© STM Journals 2026. All Rights Reserved 21



Journal of Mobile Computing, Communications & Mobile Networks
Volume 13, Issue 1
ISSN: 2349-901X

Table 1. Performance comparison across datasets.

Dataset Model Precision (%) | Recall (%) | F1-Score (%)
CIFAR-10 FedAvg 81 79 80
CIFAR-10 DP-FedAvg 77 75 76
CIFAR-10 FedProx 83 82 82
CIFAR-10 AFL-P (proposed) 87 86 86
UCI-HAR FedAvg 91 89 90
UCI-HAR DP-FedAvg 88 86 87
UCI-HAR FedProx 91 90 90
UCI-HAR AFL-P (proposed) 93 94 93
Speech Commands | FedAvg 85 84 84
Speech Commands | DP-FedAvg 82 80 81
Speech Commands | FedProx 86 85 85
Speech Commands | AFL-P (proposed) 90 89 90
1 AFL-P
94 | Py
92 ] Moty
AFL-P @@ FedProx
90 _ FedAvg
88 ] AFL.p B DP-FedAvg
S E
> 86 1 FedAvg
5 _
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Figure 2. Accuracy versus communication cost.
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Figure 3. Privacy loss (€) comparison.
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In this way, the communication cost paid by AFL-P is estimated to be reduced by 25-30 percent,
whereas accuracy is more global, which demonstrates the efficiency and scalability of the solution in
large-scale use.

Various models achieve some privacy loss (€) as compared in Figure 3. The AFL-P proposed exhibits
the minimal privacy loss (¢ = 1.8), which is why it will keep privacy than that of DP-FedAvg (g = 2.8),
FedProx (¢ = 3.2), and FedAvg (¢ = 3.5). The hybrid privacy mechanism of AFL-P, which is rooted in
DP and SA, is one of the factors that contribute to this. Unlike DP, which offers statistical privacy
through the avoidance of using calibrated Gaussian noise, SA ensures the cryptographic privacy of
client updates throughout transmission. This can be due to the synergetic effect of the two techniques
that AFL-P will be able to maintain data confidentiality without compromising the model accuracy. The
findings confirm the fact that AFL-P is highly effective in mitigating the threat of privacy leakage
during FL, and it could be highly applicable in the high-stakes sector like healthcare and IoT systems.

Figure 4 presents the convergence rates of the models for the three datasets. AFL-P converges more
to baseline algorithms with an optimal accuracy of approximately 80 rounds on CIFAR-10, 65 rounds
on UCI-HAR, and 70 rounds on Speech Commands data. The adaptive client selection method, the
weighted aggregation method, which places more emphasis on high-quality and reliable updates, can
be considered the main contributor to accelerated convergence.

200 OFedavg
180

160
140
120
100
80
60
40
20

B Dp-fedavg
OFedprox
SAfl-p

Convergence rounds

Cifar-10 Uci har Speech commands
Datasheet

Figure 4. Convergence rounds across datasets.
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Figure 5. Model performance across datasets.
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However, more rounds are required to achieve the same level of accuracy by FedAvg and DP-FedAvg
because they are fed with all clients and do not consider the quality of data and client resource
requirements. FedProx is slightly more effective than FedAvg because it considers the issue of statistical
heterogeneity but still lacks privacy integration. It becomes apparent that the findings indicate that AFL-
P can converge faster owing to dynamic balance in terms of accuracy, privacy, and communication
efficiency.

Figure 5 compares the overall model performance of the different FL strategies on the CIFAR-10,
UCI-HAR, and Speech Commands datasets. The proposed AFL-P is more powerful in all fields, and
the accuracy is 88% (CIFAR-10), 89% (UCI-HAR), and 86% (Speech Commands). This gradual
improvement points to the robustness of AFL-P when dealing with heterogeneous data representation,
that is, images, sensor signals, and audio cues. FedAvg and DP-FedAvg suffer from extreme
performance degradation in highly non-IID environments, but FedProx does not because of the presence
of a proximal update term. However, compared to all baselines, AFL-P is better because it integrates
adaptive optimization, privacy preservation, and weighted aggregation, which enables an efficient
learning procedure in the event of disparate information allocation and computational capacity of
customers. The results reveal that AFL-P can maximize the trade-off between the accuracy, efficiency,
and privacy of various FL elements.

A general comparison of all Figures and tables demonstrates that the AFL-P framework achieves
considerable gains in the accuracy of the model, training performance, and confidentiality. The concept
of weighted aggregation, alongside the development of an intelligent approach to altering client
engagement and combining DP with SA, helps AFL-P to be more precise and effective in
communication and the ability to ensure better privacy guarantees. These results confirm that AFL-P is
a scalable and safe FL system that can be applied in heterogeneous and privacy-conscious cases.

CONCLUSION

This study presents a federated learning (AFL-P) design that is adaptive and privacy-aware and is
capable of providing a good trade-off between efficiency, accuracy, and privacy in a distributed
machine learning environment. AFL-P is successful in overcoming the issue of data heterogeneity and
variable client involvement and privacy loss by combining both adaptive optimization and hybrid
privacy mechanisms, namely, DP and SA. Experimental evaluations using various datasets in
comparison to various datasets showed that the suggested framework can achieve higher accuracy,
faster convergence, and lower communication costs compared to conventional FL algorithms, including
FedAvg and FedProx. The reduction of privacy loss also makes AFL-P a good model to be applied in
reality, where confidentiality of information is paramount, that is, in healthcare, [oT, and analytics of
smart cities. To implement AFL-P in practice, we incorporated federated transfer learning and
blockchain-provided trust management in the model to make it more flexible for cross-domain transfer
and decentralized protection. The results of this study render AFL-P a milestone in scalable, secure, and
intelligent FL systems and may be applied in next-generation applications based on distributed Al
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