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Abstract

The rise in social networking through internet-based communication tools, Instagram, and YouTube,
to name a few, significantly increases the risk of cyberbullying, thereby increasing psychological
trauma on users, especially children, through adverse emotional states like anxiety, depression, eftc.

Fora long time, researchers have been enhancing detection tools to counter cyberbullying, but their
ability to detectonly after the fact, alongwith limited support for English-based architecture, is a major
concern that also compromises user privacy. This study seeks to develop a browser-based real-time
warning system that can identify potentially harmful or offensive messages before they are transmitted.
This study targets the development of a scheme that is multilingual, privacy-concerned, and enables
users with warnings before posting messages that protect them from harm. The proposed methodology
involves the usage of secondary data sets containing previously annotated data from social media
sources like Instagram and YouTube, along with the survey method of questionnaire formation.

Additionally, the proposed approach utilizes the lightweight multilingual transformer architecture for
the detection of cyberbullying; the same architecture will be adapted for in-browser usage with the aid
of TensorFlow.js so that the data never gets processed remotely from the client’s browser. The initial
results also revealed the following insights regarding the competitive accuracy of the model, which

could enable the reduction of inference latency: user responses also clearly pointed out the need for
the model to cover the multilingual community, as well as the value of local data privacy. This study
bridges the gap by using a combination of real-time detection, multi-lingual support, and a browser-
based solution for privacy-safe deployment. The suggested algorithm aims at making the internet
environment safer by offering a better guard against cyberbullying risks on various social media

platforms.

Keywords: Real-time detection, browser-based system, privacy-preserving Al, natural language
processing, multilingual analysis

INTRODUCTION

The emergence of different social media platforms, such as Twitter, Instagram, Y ouTube, Facebook,
and chat-based applications, has dramatically
revolutionized the face of modern communication.
“Social media has provided people opportunities to
express themselves andshare their opinions with the
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global population.” Although this has created
unparalleled opportunities for information sharing,
education, and connecting people globally, it has
also led to some unhealthy trends, such as
cyberbullying [1, 2].

The general definition of cyberbullying is the
intentional use of digital communication tools to
harass, threaten, or humiliate a person or group. In
contrast to traditional bullying, which normally
takes place within specific physical settings such as
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schools or workplaces, cyberbullyingknows no spatial or temporal bounds. Nasty messages, comments,
and postings can be spread within an incredibly short time and thus reach a large audience in the blink
of an eye, a fact that may increase the extent of possible damage. Moreover, perpetrators are usually
tempted by the anonymity of online sites, which often makes them more aggressive or abusive than
they would be in face-to-face interactions [3]. The impact of such a phenomenon is not restricted to
transient emotional pain, as victims are likely to suffer from critical psychological, social, and even
physical distress. There are a number of research studies that have already confirmed the direct relation
between exposure to online harassment and the onset of “anxiety disorders,” “depression,” “reduced
self-confidence,” “academic underperformance,” “social alienation,” and even “self-injurious
behavior/suicidal traits,” especially when the experience of online harassment is taken to an extreme by
the victim [4]. But the scenario takes an even darker turn when the target of online harassment is
members of the “adolescent youth group,” as they are already the major “users of cyber technology.”
To mitigate this, various techniques have been proposed for the detection and mitigation of the adverse
effects. These include using content moderation tools, keywords, using machine learning models,
reporting, etc. However, while these techniques mark important milestones in the creation of a safer
cyberenvironment, theyalso presenta fundamental flaw. This flaw emanates from the fact that, in most
situations, the problematic content is mediated after the post, which implies the victim has already
“read” the problematic material [5, 6]. This, in turn, implies psychological damage, which is difficult
to heal. Anothermajor drawback that can be inferred is the architectural design on which the current
detection tools operate. Modern detection tools are most likely operating on a ‘“server-based
framework,” whereby the messages or posts shared are sent remotely and analyzed via Al [7]. This is
an advantage due to the ‘computational power’ that the tools can draw on. However, this approach
raises some key questions. One major concern is that, due to the external sources that the tools are
sending personal info to, there is a high chance that the details of users can be trespassed upon [ §].
Further, awareness about the privacy surrounding digital tools has risen in recent times, with such tools
operating in a rather ‘suspicious’ manner [9]. Another limitation that can be inferred is the “latency”
that comes with having external sources [ 10]. This creates a situation where the intended content has
reached the target even before the issue is detected.

Linguistic limitations also curb the efficacy of the current systems. Most widely adopted
cyberbullying detection tools are designed for English-language datasets [11]. However, online
communication is intrinsically multilingual and diverse. For instance, users in countries such as India
often use code-mixed communication, such as Hinglish (Hindi + English) or Tanglish (Tamil +
English). These linguistic variations mostly puzzle monolingual detection systems, often resulting in a
high rate of false negatives or false positives. This linguistic bias leaves large user communities
underserved and susceptible to abuse and misinformation.

Given these deficiencies, there is an imminent need for a proactive, multilingual, and privacy-
preserving approach toward cyberbullying detection. In this regard, one of the potential research
directions is the development of a browser-based real-time early warning system. In contrast to server-
side architecture, this can work fully within the user’s device, requiring no transmission of sensitive
data outside the user’s device. This ensures a high degree of user privacy and a high level of user trust.
More importantly, however, because content is filtered before publishing, the system can technically
function as a preventive measure that can warn users about harmful or offensive words, thereby
allowing them to edit messages before publishing them on the internet [12].

Therefore, such a solution would have the potential to be a ‘multilingual solution”’ as it would
effectively handle regional languages, dialects, and code-mixed text that are used in digital
communication in a region like India. Furthermore, the inclusion of natural language processing, in
turn, with sentiment analysis, as well as entity detection-based approaches, would ensure a ‘rich
understanding’ of contextual information, hence ensuring that the detection process itself remains
accurate as well as ‘inclusive’ in nature, ensuring that offensive behavior will not be ‘overlooked’.
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Moreover, the recurring challenges of cyberbullying underscore the inadequacy of the prevailing
solutions, emphasizing the compelling need to develop novel solutions. The browser-based, real-time,
multilingual, and privacy-preserving solution to the cyberbullying challenge is a novel contribution to
the resolution of the cyberbullying menace [13]. A real-time browser-based solution should not only
empower Internet users by offering protection from the root causes of cyberbullying but also alleviate
significant challenges to data privacy, language inclusivity, and other issues. This research is propelled
by a firm conviction that a safe Internet is achievable through ethical technological innovation.

LITERATURE REVIEW

Hosseinmardi et al. [1] were among the first researchers to study cyberbullying detection using data
from Instagram. They developed a smart model that combined text comments and image features in a
multimodal way to detect potentially harassing behavior online. While their model demonstrated the
capability of machine leaming for detecting harmful interactions, some of the limitations of their model
included a small dataset, only English, and offline processing. Thus, it was one of those seminal works
that set up a platform for furtherresearch without being ideal in real-time scenarios. The race is for
proactive systems that can halt the posting of harmful content before it ever hits servers.

Liu et al. [14] pursued this line from another angle by predicting escalation to hostility in Instagram
comment threads based on the linguistic and social features. Their model achieved very good
performance, establishing that aggression can be predicted from early conversational cues. Again, this
was a retrospective method, with analysis possible only after user interactions had occurred. This
limitation represents the necessity of browser-based, real-time interventions that may warn users before
they create offensive messages.

The focus of the study was then shifted to YouTube in the study of Ashrafetal. [15]. This is due to
the prevalence of abusive tendencies in the comments section of video-sharing sites. Through their
study, the researchers found the benefit of including information in the detection of abusive language
in social media. Although much has improved with the study of the proposed authors, the study remains
parasitic and focused on the English language.

Remarkable work has been done by Raj et al. [16] in which a detection framework focusing on
cyberbullyingusing Indianlanguages such as Hindi and Tamil was implemented. The model performed
quite well in handling linguistic differences between languages, although it failed to perform well on
language generalizations and other areas. Thisproblemindicatesa pressingneed to support multilingual
and mixed languages in text processing, which the proposed model hopesto solvein a browsing context.

Kim et al. [6] presented a privacy-preserving detection system based on federated learning, where
model trainingwas achieved in a decentralized manner directly onuser devices. Although this provided
improveddataprivacy, the approachrequired some coordination by the servers and was thus not entirely
local. In our proposed system, weadvancethe ideaofproviding fully client-side real-time cyberbullying
detection that ensures complete privacy with no reliance on servers.

PROPOSED FRAMEWORK AND SYSTEM DESIGN

A new system is proposed that uses a browser-based early warning framework with the ability to
identify cyberbullying as well as harmful content or messages in real time, even before the message is
posted on any social media platform. Unlike a conventional approach that uses all the computing power
on the servers, the proposed approach focuses on proactive intervention, multiple languages, and user
privacy, with all computations occurring on the client-side browser.

Overview of System
The system is implemented as a browser extension seamlessly integrated with social mediaplatforms
such as Instagram, YouTube, and other web-based communication interfaces. The system continuously
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monitors the text being typed by the user when composing a message or comment, providing an early
warning alert if the content is detected as potentially harmful or abusive.

Architectural Design

The system architecture was divided into four major modules: the input monitoring module, the pre-
processing and language handling module, the cyberbullying detection engine, and the alert and
feedback module, as shown in Figure 1.

Privacy Preserving
All analyses are performed locally on the client’s browser, meaning that no data is transmitted
elsewhere.

Implementation Technologies
All processing occurs locally within the user’s browser, so there is a minimal chance of sending any
sensitive data to servers remotely.

METHODOLOGY
This is a mixed-method study that combines secondary data analysis with insights from primary data.

Secondary Data Analysis
e We began with a thorough literature study focusing on the detection of cyberbullying on
various platforms, such as Instagram and YouTube.
e We went straight into the publicly available data, which included abusive comments found on
YouTube and Instagram, along with hate speech data available in various languages.
e Existingtools and models, such as BERT, IndoBERT, and transformer-based classifiers, were
also documented using structured extraction forms.

Primary Data Collection
A structured questionnaire was developed to elicit the views of students, teachers, and social media
users on the need to have existing browser-based cyberbullying detection tools that operate in real time.

e The questions centered on usefulness, trust, preferred languages, and the issue of privacy.

RESULTS AND DISCUSSION

The test for this proposed browser-based early warning system utilized datasets derived from
YouTube and Instagram comments that indicated both noxious and non-noxious text forms. This
cyberbullying detection was meant to occur in real time prior to posting messages (Table 1).

(
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® Warning alert
- Tokenization # » Suggest revision

« Normalization ‘ ‘

Social media & chatapps *Language handling
= == i ) [ y
: & User Notification X
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Figure 1. A browser-based real-time cyberbullying detection system.
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Experimental Setup
e Used dataset
o HASOC (hate speech and offensive content dataset—English)
o YouTube comments dataset (This contains comments that have been annotated for abusive
content)
o Jigsaw Toxic comment dataset (Kaggle)
o Languages tested: English
e Evaluation metrics: Accuracy, precision, recall, Fl-score, latency
e Platform: Chrome and Brave browsers, frameworks: TensorFlow.js, JavaScript.

Quantitative Results
Detection Performance

Figure 2 shows a comparison of the detected harmful, safe, false-positive, and missed messages
within the evaluation dataset.

Detection Outcome Distribution
From Figure 3, it can be noted that approximately 72% of all messages were correctly identified as
harmful, with 18% being safe messages.

CONCLUSION AND FUTURE WORK

This study describes the application of a browser-based real-time early warning system in the form
of a cyberbullying detection method. This was done to address the issues experienced in the current
reactive approaches to cyberbullying detection. Through the proposed method of detection prior to
publishing the material, the implementation of cyberbullying detection no longer relies on the current
approaches in post-cyberbullying detection and moderation.

Table 1. Quantitative results.

Model Model accuracy
Proposed browser-based 91.2%
Server-based BERT 42.6%
Rule-based 76%

Cyberbullying detection results (sample data)
800 -

700

600

500 -

400 A

300 -

Number of messages

200 ~

100

Harmful detected Correctly safe False positives Missed harmful
Figure 2. Cyberbullying detection results.
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Figure 3. Distribution of detection outcomes.

From the experimental results, the effectiveness and usability of the browser-based model can be
extended in relation to the precision level and F1 score relative to the proposed transformer model on
the server side.

Moreover, the model performs better in relation to returning the response in time, thus being well-
suited for real-time applications without affecting the operation of social media platforms. Finally, all
computations are performed locally without the need to transmit sensitive user data to external servers,
thereby improving trust and ethical conformance.

Although these results are somewhat promising, further development of this system is required. One
major limitation is that multilingual support is very scarce at this point, and the model can be fine -tuned
on larger and more diverse datasets to improve performance.

Additionally, the focus of the system is on cyberbullying represented through text; however,
multimodal approaches that consider images, emojis, and voice-based content remain beyond its
consideration.

Future plans include expanding support for multiple languages and code-mixed languages. There is
potential to expand the system to support the detection of cyberbullying through multiple modes,
including imagery and videos. Additionally, another potential expansion involves enabling the system
to dynamically improve its efficiency through learning. The system should be tested on other browsers.
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