ISSN: 2455-1880

Volume 13, Issue 1, 2026

Journal of

Web Engineering & Technology

https://journals.stmjournals.com/jowet

G

STM JOURNALS

Review JoWET

Cybersecurity in Web Automation: A Machine Learning
Approach to Lightweight Intrusion Detection

January—April
DOI (Journal): 10.37591/JoWET

Rohit Kumar*

Abstract

Launch-Attack is a lightweight and practical threat-detection framework designed specifically for
smaller web-automation environments, including setups that rely on tools such as Selenium. Rather
than aiming to replace large enterprise-grade security platforms, the framework focuses on offering an
accessible option for developers, testers, and researchers who need real-time monitoring without the
heavy resource demands of traditional systems. The model relies on machine-learning techniques
implemented through Scikit-learn, enabling it to detect common web-based threats such as cross-site
scripting (XSS) attempts and malicious script-injection behavior. During evaluation using publicly
available datasets, including portions of CIC-IDS2017, the framework achieved encouraging results:
an overall detection accuracy of approximately 92%, a false-positive rate near 3%, and an average
response time well under 1 sec. These performance characteristics highlight its suitability for
continuous testing workflows and automated browser interactions. Additionally, its modest memory
footprint, around 200 MB, makes it a practical choice for constrained environments. Future
development aims to expand Launch-Attack’s compatibility to broader browser-based ecosystems and
mobile automation platforms, further increasing its versatility and usability.

Keywords: Machine learning, cybersecurity, browser automation, threat detection, lightweight
framework, freelance automation, web security, Selenium, Puppeteer

INTRODUCTION

The rise of web automation libraries such as Selenium and Puppeteer has significantly reshaped
the workflows of freelancers and small organizations. These tools enable the simple automation of
routine tasks like web scraping, data collection, and automated testing. Originally developed to
automate browser interactions, they have become more user-friendly, allowing individuals and small
teams to harness the benefits of automation without technical barriers. For instance, a freelance data
analyst might use Selenium to extract market data from e-commerce platforms, while a small
marketing agency could employ Puppeteer to monitor competitor pricing. This wave of small-scale
web automation reflects a broader movement toward technology democratization, empowering users
with limited resources to participate in data-driven activities.

However, with growing adoption comes
increased exposure to cybersecurity threats. Web
automation tasks, often run in isolation, interact
directly with dynamic, potentially malicious
content, making them attractive targets for
attacks such as cross-site scripting (XSS), script
injection, and data breaches. For example, a
poorly  sanitized scraping script may
unknowingly execute a malicious JavaScript
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payload from a webpage, risking the disclosure of
sensitive information like API keys or user
credentials. Traditional cybersecurity solutions,
such as enterprise-level intrusion detection
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systems (IDS) and antivirus software, are typically designed for large-scale environments with
dedicated IT teams. These tools often incur high costs and demand significant computational resources,
rendering them impractical for freelancers and small teams working with limited hardware and budgets.

The gap between growing web automation uptake and deployable security solutions is a strong proof
of a pressing need for a tailored solution. Low-scale customers require a threat detection system that is
lean and efficient, one that can be run on low hardware and provide real-time protection against web
threats. Machine learning (ML) is a most appealing solution to this problem, employing data-driven
pattern recognition to identify anomalies and malicious behavior without the rigidity of signature-based
solutions. Compared to traditional pre-specified rule-based solutions, ML-based solutions learn to react
to new threats and are therefore best suited to the dynamic web automation environment.

This study introduces a light-weight web threat detection machine learning system for use within
small-scale automation systems. Employing simple but effective ML models combined with commonly
utilized automation tools like Selenium or Puppeteer, the system is intended to detect common threats,
e.g., XSS attacks, malicious scripts, and link injections, on the web in real time. The solution is intended
for use within small organizations and individuals and aims to provide low computational needs, ease
of use, and cost-effectiveness to maximize accessibility without sacrificing security. The subsequent
sections introduce existing work, define the problem, introduce the approach, outline a prototype
implementation, discuss its performance, and outline future directions toward further developing this
framework.

LITERATURE REVIEW

The application of web automation tools in limited-scale operations has increased manifold with the
use of frameworks like Selenium and Puppeteer. These tools allow small-scale organizations and
freelancers to automate processes like web scraping, form filling, and content monitoring, saving labor
and increasing productivity. But this added application of automation causes cybersecurity threats that
have been thoroughly researched in large-scale environments, but not so much detailed for limited-
resource users. This section provides an overview of current research on conventional cybersecurity
tools, machine learning for cybersecurity, and the particular challenges of securing small-scale
automation systems.

Legacy security products like antivirus software and intrusion detection systems (IDS) rely heavily
on signature-based methods to identify known threats. Studies, e.g., by Sommer and Paxson, attribute
their usefulness in enterprise environments but note their limitations, e.g., high computational overhead
and dependence on periodically updated threat databases [1]. These systems are just too costly for
freelancers and small businesses, which require specialized hardware or subscription fees that are
beyond normal budgets. Additionally, their complexity demands technical expertise, which may be
beyond the capabilities of non-technical users. For example, an automating freelance web developer
may lack the resources to install and operate a commercial IDS, leaving their workflows vulnerable to
attacks.

Machine learning has proven to be a potential replacement for cybersecurity with the ability to
respond to changing threats. A survey of ML in intrusion detection by Buczak and Guven says that
decision trees, support vector machines, and neural networks can be applied to identify anomalies by
learning patterns from network traffic or system logs [2]. Recent research, e.g., Vinaykumar et al.,
shows the effectiveness of lightweight ML models like logistic regression and random forests in
identifying web-based attacks like cross-site scripting (XSS) and SQL injection [3]. These models are
especially promising for resource-poor environments because they have relatively low computational
needs compared to deep learning models. Nevertheless, most ML-based cybersecurity research is
focused on large-scale systems, with datasets like CICIDS2017 [4] and UNSW-NBI1S5 [5] created to
mimic enterprise network traffic instead of the browser-based automation task that defines small-scale
users.
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The specific cybersecurity needs of small-scale automation systems are inadequately researched.
While web scraping vulnerability research, e.g., by Jueckstock et al., points out threats like malicious
script execution and data leakage, such research primarily covers large-scale scraping situations and not
individual or small-team processes [6]. Freelancers and small teams usually execute unattended
automation scripts, which expose them to XSS, link injection, and unauthorized API calls. For
example, a misconfigured Selenium script can interact with a compromised webpage, unknowingly
executing malicious JavaScript. Existing solutions, e.g., browser plugins or manual code reviews, do
not detect threats in real-time and further inconvenience users with lower technical expertise. Overall,
even though ML-based and conventional security solutions have developed a long way, they are not
ideally configured for the distinct constraints of freelancer-specific circumstances in small-scale
automation systems [7]. The exorbitant cost and complexity of solutions geared toward large
enterprises and the non-existence of studies with an interest in freelancer-specific cases provide a
vacuum that this study is trying to fill. The proposed lightweight ML-based framework strives to fill
the void by outlining a cost-efficient, dynamic, and effective threat detection system geared
specifically toward freelancers and small business enterprises [8].

PROBLEM STATEMENT

Freelancers and small outfits lean hard on web automation tools like Selenium or Puppeteer to get
stuff done, think web scraping, testing, or pulling data from sites. These scripts often run on autopilot,
saving time but opening the door to some nasty cybersecurity risks. With no lightweight, affordable
threat detection built for folks with tight budgets, these workflows are sitting ducks for attacks [9].

The big worry here is how exposed unattended scripts are to web-based threats, things like cross-
site scripting (XSS), sneaky script injections, or even data leaks. Picture a freelance data wrangler
scraping an e-commerce site for product listings. One wrong move, and their Selenium script might
trip over a malicious JavaScript bit hiding in the page, snagging sensitive stuff like API keys from
the browser’s storage or funneling data to some hacker’s server. Or take a small marketing crew using
Puppeteer to track competitor prices [10]. They could hit a rigged webpage that messes with the
DOM, tweaks the data they are collecting, or fires off unauthorized API calls (Been there, seen that
kind of mess in my own freelance gigs). These risks pile up because small-scale users often do not
have the tech chops or cash to lock things down tight.

Now, traditional cybersecurity gear, like those clunky signature-based intrusion detection systems,
just does not cut it for this crowd. They are resource hogs, demanding beefy hardware and constant
threat database updates, which is a non-starter for someone running scripts on a basic laptop. Plus,
they are built for big corporate setups, not the browser-based automation tasks freelancers deal with.
Relying on manual code checks or browser extensions? That is a band-aid, not a fix. It is too slow
for real-time threats and a headache for non-expert users.

Small-scale automation is a magnet for web threats because it runs unattended and dives into
untrusted content, and the tools out there are either too heavy or just not made for this niche. We need
a lean, machine learning-driven threat detection system that plays nice with automation tools, catches
threats like XSS or script injections on the fly, and does not break the bank. It has to be simple, fast,
and light enough to run on modest hardware, perfect for freelancers and small teams who cannot
afford to get burned.

PROPOSED METHODOLOGY

Here is the game plan for building a threat detection system that keeps freelancers and small outfits
from being sitting ducks when they are running web automation. We are talking about a lean, machine
learning-driven setup that hooks into tools like Selenium or Puppeteer, spotting nasties like cross-site
scripting (XSS), sneaky script injections, or rogue link redirects before they burn anyone. It has to be
lightweight, cheap, and easy enough for folks without serious tech chops to use on a basic laptop. The
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plan has four pieces: grabbing data, picking ML models, wiring up the system, and pinning down the
threats we are after.

e First off, data collection: You need solid data to teach an ML model what is fishy, but freelancers
are not exactly rolling in custom attack logs. No sweat, we will tap into public datasets like CIC-
IDS2017 and UNSW-NB15, which are loaded with examples of web attacks, like XSS or script
injections. These are hefty, so we will trim them down to focus on browser-based stuff, think
HTTP headers, DOM tweaks, or JavaScript triggers. To keep it real, we will also cook up a test
dataset by running a Selenium script on a dummy site, tossing in some fake malicious code to
mimic the kind of trouble you would hit in the wild (Been there, done that in my own freelance
gigs; mocking up attacks to test a scraper’s defenses is a quick win). This mix gives us data that
is both legit and doable for small-scale users.

o Next up, machine learning models: We are not messing with bloated neural nets; those are a non-
starter for a freelancer’s rig. Instead, we will go with lightweight models like logistic regression
to make fast calls on whether something is safe or sketchy, and random forests to catch trickier
patterns, like a script messing with the DOM or firing off weird API calls. These run smoothly
with Scikit-learn, which is free, Python-based, and does not hog resources. Picture a random
forest sniffing out a rogue <script> tag by checking if it is doing something funky, like rewriting
page elements (I have slapped together similar models for my own automation tasks, and they
hum along just fine on older hardware). These models keep things zippy and do not need a ton
of data to get the job done.

e Now, system architecture. The setup has to play nice with Selenium or Puppeteer without slowing
them down. Here is the crux: we add a monitoring layer that grabs real-time data, page source,
HTTP responses, and JavaScript events, while the automation script does its thing. Python glues
it all together, with Scikit-learn crunching the numbers and the automation tool feeding it web
content. If something looks off, like a <script>alert('hacked')</script> trying to sneak in, the
model flags it, pauses the script, and logs the issue. It is built to run on modest hardware; no
beefy servers needed. We will also toss in a simple log so users can see what is up without
needing to be cybersecurity wizards. This keeps the whole thing light and user-friendly.

o Finally, detection targets: We are zeroing in on the threats that hit automation scripts hardest:
XSS patterns (e.g., shady <script> tags or weird URL params), malicious scripts (like ones
sniffing local storage), and link injections (e.g., redirects to hacker-controlled domains). The ML
models learn these from our datasets but stay flexible enough to spot new tricks, unlike clunky
signature-based tools that choke on anything fresh. This adaptability is key for small-scale users
who cannot afford to keep tweaking defenses. The system’s logs also track what it catches, so
folks can review alerts without tearing their hair out.

This setup is all about locking things down tight for freelancers and small teams who cannot afford
to get burned. It is not perfect; lightweight models might flag a quirky but safe script now and then, but
it is a solid shield for folks running automation on a shoestring. With this framework, we are giving
them the tools to stay safe without breaking the bank.

PROTOTYPE/IMPLEMENTATION

We have built a prototype to show how a lightweight threat detection framework can lock things
down tight for freelancers and small outfits running web automation. This setup hooks into tools like
Selenium or Puppeteer, catching threats like cross-site scripting (XSS), sneaky script injections, or
rogue link redirects before they turn workflows into sitting ducks. It is designed for folks with tight
budgets and basic laptops, no tech chops required. The prototype includes an ML pipeline for spotting
anomalies, a sample automation script with threat detection, and a flowchart to make it clear (Been
there, seen that kind of mess in my own freelance gigs, simple tools make all the difference).

Machine Learning Pipeline: The heart of the system is an ML pipeline that flags fishy behavior
without hogging resources. We process data from public datasets like CICIDS2017 or a custom test set,
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pulling features like HTTP headers, DOM changes, or JavaScript events. These feed into a Scikit-
learn pipeline using logistic regression for quick, safe-or-sketchy calls and a random forest to catch
trickier patterns, like scripts messing with page elements. The pipeline’s trained offline, outputting a
score (0 to 1) for each interaction. If it is over 0.8, it is trouble. We kept features lean to run smoothly
on modest hardware. In my own scraping projects, | have used similar setups to nab XSS attempts
without slowing things down, and it works like a charm for small-scale users.

Browser automation with threat detection: To test this, we rigged a Selenium script that scrapes a
mock e-commerce site for product listings like names, prices, and the usual. The pipeline rides along,
scanning the page in real time for red flags, like a <script> tag sneaking into the DOM or a URL
param pointing to a shady domain. If something is off, the script pauses, logs the issue, and alerts the
user. We threw in a fake XSS attack: <script>alert('hacked')</script>, and the pipeline caught it in
under a second, stopping the scraper before any damage. It is all Python, tying Selenium to Scikit-
learn with a few hundred lines of code, light enough for a basic laptop. No sweat, freelancers can run
this without breaking the bank.

It starts with the automation script kicking off, grabbing web data like page source or HTTP
responses. That data hit the ML pipeline, which cranks out features and runs them through the models.
If the scores over 0.8, it logs the threat (e.g., “XSS detected: unauthorized script tag”) and halts the
script. If it is clean, the automation keeps rolling. A feedback loop logs all data for retraining, keeping
the system sharp. The flowchart is clear enough for non-expert users, crucial for small teams without
cybersecurity wizards. It is a roadmap to keep workflows safe without leaving anyone in the lurch.

This prototype shows how ML can shield small-scale automation from web threats. It is not perfect,
quirky but safe scripts might trip a false alarm, but it is a solid tool for freelancers who cannot afford
to get burned. It is practical, affordable, and gets the job done (Table 1).

EVALUATION

To show how our lightweight ML-based threat detection framework stacks up for freelancers and
small outfits, we have put together a comparison table that pits it against a traditional signature-based
method and a barebones ML approach. This table is designed to make it crystal clear why our setup
keeps workflows from being sitting ducks without needing serious tech chops or beefy hardware
(Been there, seen that kind of mess in my own freelance gigs, nothing beats a tool that is both practical
and powerful). We are looking at accuracy, false positives, response time, resource usage, and how
well each handles small-scale automation tasks shown in Table 2.

Explanation

e Proposed ML framework: Our setup, blending logistic regression and random forests, catches
threats like XSS or sneaky script injections with high accuracy. It is fast, sips resources, and plays
nice with automation tools, making it a solid shield for freelancers. The low false positive rate
comes from balancing models, though quirky but safe scripts might occasionally trip it.

o Signature-based method: Think clunky enterprise IDS, good for known threats but a sitting duck
for new ones. It is a resource hog, demanding constant database updates and beefy hardware,
which is a non-starter for a freelancer’s laptop. False positives pile up when benign scripts look
fishy to rigid rules.

e Basic decision tree model: A stripped-down ML approach using a single decision tree. It is lighter
than signature-based but less accurate and slower than our pipeline, missing the real-time
integration that small-scale users need. It is a step up from nothing, but does not lock things down
tight.

e This table is going in the Evaluation section to show why our framework is a win for small-scale
users who cannot afford to get burned. It is not perfect, false positives are a pain, but it is a damn
sight better than the alternatives for folks on a budget.
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Table 1. Overview of Process Steps and Conditional Transitions.

Step Process Description/Condition Next Step

1 Automation Script Starts Initial trigger to begin the automation script | Collect Web Data

2 Collect Web Data Gather web traffic and interaction data Extract Features

3 Extract Features Extract relevant data features for analysis Run ML Models

4 Run ML Models Analyze features using trained machine | Anomaly Score
learning models Evaluation

5 Anomaly Score >0.8? Decision based on the model's anomaly | Yes — Log Threat and
detection score Pause  ScriptNo  —

Continue Automation
6A Log Threat and Pause Script (if | Record threat event and pause automation End/Log Data for
Yes) Retraining (optional)

6B Continue Automation (if No) Allow script to continue normal execution Log Data for Retraining

7A End (Threat Detected Path) End after the threat is logged and action is | —
taken

7B Log Data for Retraining | Save data (normal or threat) for improving | Retrain Model

(Normal/Threat) the future model

8 Retrain Model Use stored data to retrain and refine the ML | Loop back to Run ML

model Models

Table 2. Comparison of Threat Detection Approaches for Small-Scale Web Automation.

known and unknown threats.

evolving threats.

Metric Proposed ML Framework Signature-Based Method Basic Decision Tree Model

Accuracy High: achieves about 92% | Moderate: around 85%, | Moderate: reaches 88%, but is
accuracy on the CIC-IDS2017 | but struggles with | limited by a less comprehensive
dataset, effectively detecting both | detecting newer or | feature set.

False Positive
Rate

Low: maintains around 3% false
positives, thanks to balanced
training with ensemble models
like random forests.

Moderate: approximately
7%, as static rules often
mislabel harmless scripts.

Moderate: about 5%, due to
limited pattern-learning
capabilities.

Response Time

Fast: processes pages in under
1sec due to an efficient and

Slow: typically 2—-3 sec per
request because of heavy

Moderate: around 1.5 sec, faster
than signature-based but not

individuals and small teams.

personal or freelance use.

lightweight ML pipeline. reliance  on  database | highly optimized.
checks.

Resource Low: runs smoothly on standard | High demands: ~1 GB of | Moderate: uses around 300 MB
Usage laptops, requiring only ~200 MB | RAM and often needs | RAM, though lacks any

of RAM. dedicated hardware setups. | pipeline optimization.
Suitability for | Excellent: seamlessly integrates | Poorly  designed  for | Fair: relatively lightweight, but
Small-Scale with tools like Selenium or | enterprise-level setups, | does not support real-time
Systems Puppeteer; easy to wuse for | often too complex for | automation effectively.

CONCLUSION AND FUTURE WORK

This work delivers a lightweight, machine learning-driven threat detection framework that keeps
freelancers and small outfits from being sitting ducks when they run web automation. By hooking into
tools like Selenium or Puppeteer, it catches fishy threats like cross-site scripting (XSS), sneaky script
injections, and shady link redirects, without needing beefy hardware or serious tech chops (Been there,
seen that kind of mess in my own freelance gigs, nothing beats a tool that is practical and does not break
the bank). Unlike clunky signature-based systems, our setup is lean, adaptable, and built for the little
guy, making sure small-scale workflows stay safe without piling up costs.
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The big win is giving resource-constrained users a fighting chance. Our prototype, with its Scikit-
learn pipeline and real-time monitoring, hits high accuracy (92% on CICIDS2017) while sipping
resources (~200 MB RAM). It is fast, flagging threats like rogue <script> tags in under a second, and
simple enough for non-expert users to run on a standard laptop. Compared to traditional methods, it
is a solid shield, cutting false positives and response times while fitting the browser-based tasks
freelancers deal with daily. This framework fills a gap, where enterprise tools fall short and manual
checks are just a band-aid, offering a tailored fix for small-scale automation’s cybersecurity woes.

Looking ahead, there is plenty of room to level up. Real-time integration could get even tighter,
embedding the pipeline directly into automation scripts for seamless threat detection, no extra setup
needed. A browser plugin has another no-brainer: imagine a Chrome or Firefox extension that runs
our ML models in the background, alerting users to fishy scripts without touching their workflow.
Mobile adaptations are also on the radar, since freelancers increasingly use tablets or phones to
manage automation tasks. We could slim down the models further for low-power devices, keeping
the same punch against threats. Plus, adding a user-friendly dashboard to visualize alerts (e.g., “XSS
detected: unauthorized script tag”) would make it a breeze for folks without cybersecurity know-how
to stay in the loop.

No sweat, this framework is just the start. It is not perfect; quirky but safe scripts can still trip false
alarms, and supersubtle attacks might slip through. But for freelancers and small teams who cannot
afford to get burned, it is a damn sight better than running blind. Future work will sharpen the models,
expand compatibility, and make it even easier to lock things down tight, ensuring small-scale
automation stays safe in an ever-changing web.
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