
 
 

© STM Journals 2023. All Rights Reserved 26  
 

Volume 1, Issue 1, 2023 

January–June 

DOI (Journal): 10.37591/IJWSN 

STM JOURNALS

International Journal of  

Wireless Security and Networks 
 

https://journals.stmjournals.com/ijwsn 

Review IJWSN 
 

Mobile Computing: Current Trends, Security 

Issues, and Future Directions 
 

Sapandeep Kaur Dhillon1,*, Harjit Kaur2 

 

Abstract 

Mobile computing is a rapidly emerging technology that is revolutionizing various sectors such as 

education, healthcare, tourism, transportation, manufacturing, banking, insurance, and hospitality. It 

is widely recognized as a potent computational tool that possesses the capability to profoundly influence 

society. By providing a mobile user with access to a wide range of information sources, the ability to 

exchange electronic messages, real-time interaction with other users, and the utilization of remote 

computing resources, mobile computing offers a versatile and dynamic interface to services. This study 

aims to present a conceptual overview of mobile computing, addressing its security concerns and future 

prospects. Furthermore, it will provide a brief discussion on current trends and ongoing research 

projects in the field of mobile computing worldwide. 
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INTRODUCTION AND BACKGROUND 

Mobile computing refers to a type of computing system where computers, along with necessary files 

and software, are utilized in various fields. This technology has become prevalent and widespread in 

business, consumer, industrial, entertainment, and specialized vertical market activities. While desktop 

computers offer superior hardware performance, the main advantage of mobile computing lies in its 

convenience, allowing users to access information and computational resources anytime and anywhere 

[1]. The emergence of mobile computing has ushered in a fresh era in the realm of computing and 

information systems, allowing data to be transmitted via a computer without requiring a permanent 

physical connection. Mobile connectivity between two nodes is established when they are continuously 

connected via Wi-Fi and can utilize the channel without being restricted by spatial and temporal 

limitations. 

 

During the year 1972, the American Telephone & 

Telegraph (AT&T) division presented a cellular 

service proposal to the Federal Communication 

Commission (FCC), and it received approval in 

1982. Motorola initiated the project to develop the 

first handheld mobile phone called the 

DynaTAC800X in December 1972, and it was 

completed in 1983. The first generation (1G) mobile 

phones, introduced in 1983, were analog and 

operated within the 824–894 MHz frequency band. 

The voice channels utilized in the system had a 

width of 30 kHz each and were comprised of two 

frequencies: one for transmitting and the other for 

receiving, with a 45 MHz frequency separation. 
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With the introduction of second-generation (2G) phones, there were three competing technologies for 

the 2G system: (1) Frequency Division Multiple Access (FDMA) was employed, with each cell utilizing 

its own distinct frequency, (2) Time Division Multiple Access (TDMA) was implemented, wherein 

each cell utilized a dedicated time slot on a particular frequency [2]. This technology provided three 

times the capacity of the analog system and was adopted by the Global System for Mobile 

Communications (GSM). GSM employed encryption for security and operated within the 900 and 

1800 MHz frequency bands in Europe, and in various regions of Asia and Africa, while using the 850 

and 1900 MHz bands in the US and Canada, respectively. (3) Code Division Multiple Access (CDMA) 

utilized a distinctive code for each cell, spreading it across the available frequencies. Additionally, 

CDMA relied on the Global Positioning System (GPS) for precise timing synchronization [3]. 

 

The third generation (3G) mobile technology was specifically developed for smartphones, offering 

enhanced bandwidth and transfer rates reaching up to 3 Mbps. It also provided support for web 

applications, as well as audio and video files The third generation (3G) mobile technology incorporated 

various access protocols, such as CDMA, Universal Mobile Telecommunications System (UMTS), 

with wideband CDMA being the most prevalent, and Time-Division Synchronous CDMA [4]. These 

technologies enable data speeds of up to 100 Mbps for downloads and 50 Mbps for uploads, while also 

enhancing security. These technologies enable the seamless transmission of High-Definition Television 

(HDTV) and are designed for internet usage on computers. Furthermore, they are compatible with 

Internet Protocol (IP) packet switching and offer support for IP version 6 (IPv6) [5]. 

 

THE MOBILE COMPUTING STRUCTURE 

Cellular computing encompasses three essential components: (1) conversation gadgets (including 

transmission towers), (2) mobile hardware, and (3) mobile software. 

 

Conversation Gadgets which Include Transmission Towers 

This component defines the infrastructure that enables the functioning of mobile computing 

technology [6]. It ensures seamless and reliable communication between wireless devices while 

facilitating smooth information exchange. The conversation gadgets can be classified into the following 

four types: 

1. Fixed and wired: These devices are stationary and connected via physical links, similar to 

desktop computers. 

2. Fixed and wireless: These devices are stationary and connected through wireless links, such as 

Wi-Fi routers. 

3. Mobile and wired: In this configuration, some devices are mobile while others are connected via 

wired connections, allowing communication with other devices like laptops. 

4. Mobile and wireless: This category enables devices to communicate with each other regardless 

of their physical position. They can connect to networks without relying on wired devices, for 

example, using Wi-Fi dongles. 

 

Mobile Hardware 

Mobile hardware comprises a diverse range of devices, such as smartphones, laptops, portable PCs, 

tablet PCs, and Personal Digital Assistants (PDAs) [7]. These devices are equipped with components 

that enable them to receive and access mobility services. They are integrated with receptor mediums 

that facilitate the transmission and reception of signals, allowing for full-duplex communication. 

 

Mobile Software 

Mobile software pertains to software programs that operate on mobile hardware. Its specific design 

caters to effectively address the distinctive characteristics and demands of mobile applications [8]. 

Mobile software serves as the operating system for mobile devices, functioning as the central 
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component that drives their operations. It can be considered the core of the mobile systems, playing a 

vital role in the functioning of mobile devices. 

 

MOBILE COMPUTING DEVICES 

A mobile computing device encompasses various components that enable its functionality [9]. These 

components are similar to those found in personal computers, but mobile devices possess additional 

features and characteristics to ensure portability. Some key aspects that differentiate mobile devices 

include: 

• Size: Mobile devices are designed to be compact and portable, requiring smaller form factors. 

The challenge lies in reducing their size while maintaining their capabilities. 

• Power Source: Mobile devices typically rely on rechargeable batteries for power. Prolonging 

battery life is a crucial focus of research and development in the realm of mobile devices.  

• Operating System: While laptops often utilize the same operating systems as personal computers, 

smartphones and other mobile devices employ significantly different operating systems. These 

operating systems are tailored to meet the specific requirements of mobile devices, offering 

powerful functionality in a scaled-down manner. 

• Connectivity: Mobile computing devices are equipped with internet access capabilities. 

Smartphones, in particular, can connect to mobile broadband networks, allowing for phone calls 

and internet connectivity on the go. 

• Applications: Mobile devices operate applications that are tailor-made for their individual 

operating systems. These applications extend the capabilities of the devices beyond basic internet 

connectivity and calling features. 

 

Mobile computing devices may also include additional features such as GPS capability, 

accelerometer, compass, microphone, and camera. Over time, mobile computing devices have evolved 

significantly, with certain devices like Personal Digital Assistants (PDAs) being phased out [10]. 

However, there are now various categories of mobile computing devices, including laptops, 

smartphones, tablet computers, wearables, and e-readers. 

 

LATEST TRENDS IN MOBILE COMPUTING 

The current trends in mobile computing are as follows: 

• Increased demand for enterprise business intelligence (BI) mobile apps: Businesses are placing 

more emphasis on mobile apps that provide real-time business intelligence, enabling executives 

and employees to access critical data and make informed decisions on the go [11]. 

• Focus on mobile user experience: The user experience of mobile apps has become a top priority, 

with businesses investing in intuitive interfaces, seamless navigation, and personalized 

interactions to enhance user satisfaction. 

• Apple and IBM partnership for big data analysis on iOS devices: The collaboration between 

Apple and IBM has paved the way for analyzing big data on iOS devices, enabling businesses to 

leverage advanced analytics and insights for improved decision-making [12]. 

• Development of the mobile wallet: The mobile wallet technology has gained momentum, 

allowing users to make secure payments, store digital tickets, loyalty cards, and more, all within 

their mobile devices. 

• Ingress protection for mobile phones: Ingress protection, or IP rating, is becoming more 

prominent in mobile phones, ensuring their resistance to dust and water, and enabling users to 

use their devices in various environments. 

• Google algorithm-wise computing: Google is focusing on algorithm-wise computing, utilizing 

machine learning and artificial intelligence to optimize mobile device performance and enhance 

user experiences. 
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• Implementation of artificial intelligence in mobile apps: AI integration in mobile apps is growing, 

enabling features such as virtual assistants, personalized recommendations, predictive analysis, 

and natural language processing. 

• Rapid growth of IoT-enabled mobile apps: The integration of Internet of Things (IoT) technology 

into mobile apps is expanding, allowing users to control and monitor smart devices, wearables, 

and connected systems through their mobile devices. 

• Adoption of 5th-generation network (5G): The widespread adoption of 5G networks is 

revolutionizing mobile computing by providing faster speeds, lower latency, and improved network 

reliability, enabling mobile apps to leverage advanced technologies like AI and machine learning. 

• AR/VR apps for practical and real-world use cases: Augmented Reality (AR) and Virtual Reality 

(VR) applications are being utilized in various industries for practical applications, such as virtual 

training, immersive experiences, and interactive visualization. 

 

ISSUES AND CHALLENGES OF MOBILE COMPUTING 

Following are the issues and challenges of mobile computing: 

• Connectivity issues: Mobile internet access is often slower compared to direct cable connections, 

and the availability of network technologies like GPRS, EDGE, HSDPA, and HSUPA may vary 

based on the proximity to mobile phone towers [13]. Wireless LANs offer higher speeds but have 

limited range. 

• Security standards: Security is a major concern when it comes to mobile computing, particularly 

with regards to VPNs and the potential vulnerabilities across interconnected networks. 

• Power consumption: Mobile computers heavily rely on battery power when an outlet or portable 

generator is unavailable. This often necessitates expensive batteries to achieve the required 

battery life due to the compact size of mobile devices [14]. 

• Transmission interference: Signal reception can be affected by factors such as weather 

conditions, terrain, and distance from the nearest signal point. Reception quality is often poor in 

tunnels, certain buildings, and rural areas. 

• Potential health risks: The use of mobile devices while driving can lead to distractions and 

contribute to traffic accidents. Moreover, cell phones have the potential to cause interference 

with delicate medical devices. 

• Human-device interface: The small screens and keyboards of mobile devices can present 

usability challenges. Alternative input methods like speech or handwriting recognition may 

require training and may not always be reliable. 

 

FUTURE SCOPE 

The future of mobile computing is promising, driven by rapid advancements in technology. The 

transmission of programs from remote servers for quick response times is gaining popularity. Graphical 

interfaces and multimedia continue to evolve, raising user expectations. The continued progress in 

Artificial Intelligence, Integrated Circuitry, and computer processor speeds further enhances the 

potential of mobile computing. The working lifestyle is expected to change, with more people working 

remotely from home instead of commuting, potentially benefiting the environment by reducing 

transportation needs. 

 

CONCLUSION 

Mobile computing is an emerging technology that holds immense potential as a significant tool for 

computing in the next generation. Its impact on various fields, particularly education and research, is 

expected to be tremendous. The deployment of mobile applications brings substantial benefits to 

organizations, enhancing their information systems and providing valuable insights. The successful 

implementation of mobile computing demands meticulous selection of hardware, software, and 
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communication technologies, ensuring they align with the organization's business needs and objectives. 

Mobile computing is a flexible and promising technology that enhances the accessibility and utilization 

of information, paving the way for future advancements and strategic possibilities. 

 

REFERENCES 

1. Wikipedia. (2023). Mobile computing. [Online]. Wikimedia Foundation. Available from: 

https://en.wikipedia.org/wiki/Mobile_computing  

2. Naidu H, Ramtekkar P. An Innovative Affordable Robot to Defuse Landmines using IoT and 

Wireless Communication Technique to save precious life. In 2023 IEEE 11th International 

Conference on Emerging Trends in Engineering & Technology-Signal and Information Processing 

(ICETET-SIP). 2023 Apr 28; 1–5. 

3. Les Cottrell R. The Internet, Mobile Computing and Mobile Phones in Developing Countries. m-

Science. 2010 Nov 7. 

4. Wikipedia. (2023). WiMAX. [Online]. Wikimedia Foundation. Available from: 

https://en.wikipedia.org/wiki/WiMAX 

5. Molisch AF. Wireless communications. John Wiley & Sons; 2012. 

6. Wikipedia. (2023). Event data recorder. [Online]. Wikimedia Foundation. Available from: 

https://en.wikipedia.org/wiki/Event_data_recorder 

7. McKimmy PB. Wireless mobile instructional labs: Issues and opportunities. Int J Instr Media. 2003 

Jan 1; 30(1): 111–5. 

8. Talukder Asoke K, Ahmed Hasan, Yavagal Roopa. Mobile computing: technology applications and 

service creation. 2nd Edn. India: McGraw Hill Education; 2017 Jul 1. 

9. Pathak S, Jain S. An optimized stable clustering algorithm for mobile ad hoc networks. EURASIP 

J Wireless Comm Network. 2017 Dec; 2017: 51. 

10. Nosrati M, Karimi R, Hasanvand HA. Mobile computing: principles, devices and operating 

systems. World Appl Program. 2012 Jul; 2(7): 399–408.  

11. Taniar D, editor. Mobile computing: concepts, methodologies, tools, and applications: Concepts, 

Methodologies, Tools, and Applications. USA: IGI Global; 2008 Nov 30. 

12. Umair S, Muneer U, Zahoor MN, Malik AW. Mobile computing: issues and challenges. In 2015 

IEEE 12th international conference on high-capacity optical networks and enabling/emerging 

technologies (HONET). 2015 Dec 21; 1–5. 

13. Krishna MB, Mauri JL, editors. Advances in mobile computing and communications: perspectives 

and emerging trends in 5G networks. Boca Raton: CRC Press; 2016. 

14. Wang Y, Zhao J. Mobile edge computing, metaverse, 6G wireless communications, artificial 

intelligence, and blockchain: Survey and their convergence. In 2022 IEEE 8th World Forum on 

Internet of Things (WF-IoT). 2022 Oct 26; 1–8. 


